Doc# OMA-LOC-2005-0368-IC-SUPL_2.0_Feature_Privacy_enhancement[image: image2.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution

Doc# OMA-LOC-2005-0368-IC-SUPL_2.0_Feature_Privacy_enhancement
Input Contribution



Input Contribution

	Title:
	Enhancement of privacy checking mechanism for SUPL
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	Location WG

	Submission Date:
	14 August 2005

	Source:
	Donghee Shim, LG Electronics, Inc.

Rachid Oulahal / Julien Grange, Orange SA

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

The location of a SET user is one of sensitive information, and in that point of view, the privacy is one of critical issues of location services. However, the current SUPL architecture does not specify the detailed interaction between privacy related entities. The SUPL 1.0 only covers notification and verification related parameter in SUPL message. In current SUPL AD, PPR or LDC would be used to implement the privacy functions, however, does not have concrete descriptions on interactions between the location server and the privacy related entity such as PPR and LDC. Also some privacy related issues and contributions have been postponed for SUPL 2.0,as discussed in OMA-LOC-2004-0212R05-Privacy-based-on-location-for-SUPL and OMA-LOC-2005-0057-CR_SUPL_AD_Privacy_Check. These issues should be taken into account in the SUPL 2.0 specifications.
2 Summary of Contribution

The need of concrete architecture for privacy checking and enhancement of privacy checking mechanism for SUPL 2.0 is discussed. 
3 Detailed Proposal

3.1 Privacy Architecture in SUPL

Currently, no concrete architecture for privacy checking exists. PCP is being developed in OMA LOC WG to support privacy related checking and affirmation mechanism between the location server and PPR based on 3GPP LCS architecture. Currently PCP is used between the conventional location server and the PPR when the external client initiates the location information request. Since current notification and verification mechanism is also based on 3GPP location privacy, PCP would be used as a protocol for privacy checking in SUPL architecture. The general SUPL architecture taken into account this perspective is depicted in Figure 1. 
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3.2 Different privacy setting for different geographical locations

The privacy check based on geographical locations is supported in 3GPP LCS. In other words, if SET user has defined different privacy settings for different geographical locations, then those privacy options will be considered when the privacy check is performed. Also this was proposed in OMA-LOC-2005-0057-CR_SUPL_AD_Privacy_Check which was postponed for SUPL 2.0. A new requirement is proposed in OMA-LOC-2005-0376-CR_SUPL_2.0_RD_Privacy.

3.3 Notification and verification based on current location

 Notification and verification based on current location was proposed and discussed. That kind of functionality was considered as a feasible privacy checking method, however, due to lack of time, that functionality has been postponed to SUPL 2.0. The use case for this functionality is discussed in OMA-LOC-2005-0372-CR-Use_Case_Notification_based_on_current_location and a new requirement is proposed in OMA-LOC-2005-0376-CR_SUPL_2.0_RD_Privacy.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR a s they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For discussion and adoption as a feature for SUPL 2.0.
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