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1 Reason for Change

If the SLC and SPC are operated by one SUPL service provider, we don’t need to hide the real ID of the target SET. However when the SLCs  and the SPCs are managed by different SUPL service providers, there is the problem of privacy exposure of  the target SET. This case includes that multiple SLCs use a common SPC or vice versa .  The SET(SUPL user) has a contract just with the SLC operator. The SET(SUPL user) doesn’t want his/her real ID to be transferred to the  external entity that does not have contract with SET. It is not safe for the real ID of the target SET to be sent outside. Because it has much possibility of privacy exposure of the target SET when  the real ID and the position estimate of the target are exposed outside at the same time. It means that if a 3rd party gets the position information but does not know to whom the position is associated, the 3rd party can not do anything evil. Therefore it is needed to keep the real ID of the target SET out safely in the open interface.

In summary:
· The target SET does not have a trusted relationship with the SPC. 

· The target SET gives only to the SLC operator the authorization to manage the real id of the target SET.  

· The target SET does not want its real id to be delivered to the (third party) SPC. 
This CR clarifies the use of session-id2 in the open SLC-SPC interface
This case is for the Roaming-Proxy with H-SLP case.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed change and update SUPL2.0 TS accordingly.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

Roaming Successful case – Proxy mode with H-SLP Positioning

SUPL Roaming where the H-SLP is involved in the positioning calculation.
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Figure 67: NW Initiated Roaming Successful case – Proxy mode with H-SLP

NOTE:
See section XXX for timer descriptions

A. The SUPL Agent issues an MLP SLIR message to the R-SLC, with which the SUPL Agent is associated. The R-SLC SHALL authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the client-id received. 

B. The R-SLC determines the H-SLC based on the received msid. If the R-SLC determines that the SUPL Agent is not authorized for this request, Step R will be returned with the applicable MLP return code.

NOTE:
The specifics for determining the H-SLC are considered outside scope of SUPL. However, there are various environment dependent mechanisms.

C. The R-SLC then forwards the location request to the H-SLC of the target subscriber, using RLP protocol. If a previously computed position which meets the requested QoP is available at the H-SLC and no notification and verification is required, the H-SLC SHALL directly proceed to step Q. If notification and verification or notification only is required, the H-SLP SHALL proceed to step G after having performed the SET Lookup and Routing Info procedures of step D.

D. Based on the received ms-id the H-SLC SHALL apply subscriber privacy against the client-id. The H-SLC verifies that the target SET is currently SUPL roaming. In addition the H-SLC MAY also verify that the target SET supports SUPL.

NOTE:
The specifics for determining if the SET is SUPL roaming or not is considered outside scope of SUPL. However, there are various environment dependent mechanisms.

NOTE:
The specifics for determining if the SET supports SUPL are beyond SUPL 2.0 scope.

E. The H-SLC primes the H-SPC for the SUPL session by sending a PREQ message containing the session-id2, the posmethod and optionally the QoP. The H-SLC creates a pseudo id of the target SET and uses this pseudo-id in session-id2. By doing so, the H-SLC hides the real id of the target SET to the H-SPC in order to protect the privacy of the target SET’s user.
F. The H-SPC confirms its readiness for a SUPL session with a PRES message containing the session-id2.

G. The H-SLC initiates the location session with the SET using the SUPL INIT message, which could be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, proxy/non-proxy mode indicator and the intended positioning method. The SUPL INIT MAY contain the desired QoP, a Key Id, and a MAC. The Key-Id corresponds to MAC_Master_Key in section 4.2.1.2 which MAY be used to verify SUPL INIT message is authentic. If the result of the privacy check in Step D indicates that notification or verification to the target subscriber is needed, the H-SLC SHALL also include the Notification element in the SUPL INIT message. Before the SUPL INIT message is sent the H-SLC also computes and stores a hash of the message.
If in step C the H-SLC decided to use a previously computed position the SUPL INIT message SHALL indicate this in a ‘no position’ posmethod parameter value and the SET SHALL respond with a SUPL END message to the H-SLC carrying the results of the verification process (access granted, or access denied). If no verification is required (notification only) the SET SHALL respond with a SUPL END message to the H-SLC. The H-SLC SHALL then directly proceed to step Q. 

NOTE
Before sending the SUPL END message the SET shall follow the data connection setup procedure of step H and use the procedures described in step I to establish a secure IP connection to the H-SLC.

H. When the SUPL INIT is received by the SET it will either attach itself to the Packet Data Network if it is not already attached or establish a circuit switched data connection. If a Key Id and a MAC is present in the received SUPL INIT message and the SET supports these parameters, the SET MAY use these parameters to determine if the SUPL INIT message is authentic.

I. The SET will evaluate the Notification rules and follow the appropriate actions. The SET also checks the proxy/non-proxy mode indicator to determine if the H-SLP uses proxy or non-proxy mode. In this case, proxy mode is used, and the SET SHALL establish a secure IP connection to the H-SLC using the H-SLP address that has been provisioned by the Home Network to the SET. The SET then sends a SUPL POS INIT message to start a positioning session with the H-SLP. The SET SHALL send the SUPL POS INIT message even if the SET supported positioning technologies do not include the intended positioning method indicated in the SUPL INIT message. The SUPL POS INIT message contains at least session-id, SET capabilities and location identifier (lid) and a hash of the received SUPL INIT message (ver). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801). The SET MAY provide NMR specific for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY provide its position, if this is supported. The SET MAY set the Requested Assistance Data element in the SUPL POS INIT.

J. The H-SLC SHALL check that the hash of SUPL INIT matches the one it has computed for this particular session. The H-SLC then decides that the H-SPC will provide assistance/position calculation and the H-SLC sends a plain RLP SRLIR request to the V-SLC to determine a coarse position for further exchange of SUPL POS messages between SET and H-SPC. The RLP request contains at least the msid and the location identifier (lid). Optionally the H-SLC MAY forward NMR provided by the SET to the V-SLC.

K. The V-SLC returns a RLP SRLIA message. The RLP SRLIA message contains at least the position result (e.g., coarse position for A-GPS positioning).

L. The H-SLC forwards the SUPL POS INIT message (with the substituted coarse position received from the V-SLC in the previous step) in a PDATA message to the H-SPC. The H-SLC uses the session-id2 being a pseudo ID of the target SET. If the computed position meets the requested QoP, the H-SPC SHALL directly move to step N and not engage in a SUPL POS session.

M. Based on the SUPL POS INIT message including posmethod(s) supported by the SET, the H-SPC SHALL determine the posmethod. If required for the posmethod, the H-SPC SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message.
The SET and the H-SPC MAY exchange several successive positioning procedure messages. Thereby the SUPL POS message exchange between the SET and the H-SPC is proxied through the H-SLC using PDATA container messages (a SUPL POS message exchange is shown conceptually in dotted lines).
The H-SPC calculates the position estimate based on the received positioning measurements (SET assisted) or the SET calculates the position estimate based on assistance obtained from the H-SPC (SET based).

N. Once the position calculation is complete the H-SPC sends the SUPL END message destined for the SET in a PDATA container message to the H-SLC.

O. The H-SLC forwards the SUPL END message to the SET informing it that no further positioning procedure will be started and that the location session is finished. The SET SHALL release the secure IP connection to the H-SLC and release all resources related to this session.

P. The H-SPC sends the position estimate in a PRPT message to the H-SLC.

Q. The H-SLC forwards the location estimate to the R-SLC if the position estimate is allowed by the privacy settings of the target subscriber. The H-SLC SHALL release all resources related to this session.

R. The R-SLC sends the position estimate back to the SUPL Agent using the MLP SLIA message.
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