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1 Reason for Change

At the OMA LOC meeting in Washington D.C. (Dec 2006) it was decided to remove the details of the SUPL 2.0 security concept from the AD document and replace it with a brief high level description.
R01: reworded the normative sections.

2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and change AD document accordingly.
6 Detailed Change Proposal
4.2
Security Considerations

This section provides a brief high level description of the SUPL Security function the details of which are defined in [OMA ULP].
4.2.1
Authentication

The SUPL 2.0 authentication model uses mutual authentication between a SET and an SLP.  When mutual authentication is performed, the SET acts on behalf of the SET User via a SUPL Agent contained in the SET using the security credentials associated with the SET User, which are provisioned by the SUPL Service Provider. 

A successful authentication of the SET User results in a successful identification of the SET User’s ID (e.g., MSISDN).
There are two methods for mutual authentication supported in SUPL 2.0:

1. PSK-TLS Authentication: 3GPP compliant SETs and SLPs perform PSK-TLS with the GBA [3GPP 33.220] as described in TS 33.222. 3GPP2 compliant SETs and SLPs perform PSK-TLS with the clarifications as defined in [OMA ULP].
2. Alternative Client Authentication: For 3GPP SUPL implementations where GBA with PSK-TLS [3GPP 33.222] is not supported either in the SET or in the SLP an MSISDN/IP Address Mapping based client authentication is used by the SLPs to authenticate the SET [OMA ULP].
4.2.2 Authorization

Authorization in Proxy mode is provided by the provisioning of the H-SLP address in the UICC, SET or a default H-SLP address is derived.  This address is in the form of a FQDN and is securely provisioned by the Home Network of the SET [OMA ULP].

Authorization in Non-Proxy mode is provided implicitly by using a derived authentication key with the serving SPC [OMA ULP].
4.2.3 Confidentiality and Data Integrity

TLS [TLS] or PSK-TLS [PSK-TLS] are used to provide Confidentiality and Data Integrity between a SET and an SLP. All SUPL Messages except “Authentication REQ”, “Authentication RESPONSE”, and “SUPL INIT” are delivered within a TLS or PSK-TLS session between a SET and an SLP [OMA ULP].
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