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1. Scope

This document describes the CDMA Interim Bootstrapping Architecture (CIBA). The CIBA procedures allow a UPSP to use a GBA-style bootstrapping [3GPP2 S.S0109, 3GPPS.S0114] based on a key stored in the UPSP and a CDMA UIM. The CIBA procedures are an interim optional solution intended to be used only until GBA is available to the UPSP for authenticating CDMA MNs: if CDMA GBA is available, then CDMA GBA procedures this should be used. GSM/UMTS GBA [3GPP 33.220] is fully standardized and does not require the interim solution.

2. References

2.1 Normative References

	[3GPP 33.220]
	3GPP TS 33.220, “Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture”
URL:http://www.3gpp.org/

	[3GPP2 S.S0109]
	3GPP2 S.S0109-0, “Generic Bootstrapping Architecture (GBA) Framework, V1.0, March 2006, 
URL:http://www.3gpp2.org/

	[3GPP2 S.S0114]
	3GPP2 S.S0114-0, “Security Mechanisms using GBA”, Version 1.0, March 2006, 
URL:http://www.3gpp2.org/

	[ASN.1]
	ITU-T Recommendation X.680: “Information technology – Abstract Syntax Notation One, (ASN.1): Specification of basic notation”,
URL:http://www.itu.int/ITU-T/

	[HMAC]
	HMAC: Keyed-Hashing for Message Authentication, Krawczyk, H. et al, IETF RFC 2104, February 1997
URL:http://www.ietf.org

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, 
URL:http://www.openmobilealliance.org/

	[OMAOPS]
	“OMA Organization and Process”, Version 1.2,Open Mobile Alliance™, January 2005, 
URL:http://www.openmobilealliance.org/

	[PSK-TLS]
	“Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)”, IETF RFC 4279, December 2005
URL:http://www.ietf.org/rfc/rfc4279.txt

	[RFC 2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, 
URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC 2246]
	“The TLS Protocol, Version 1.0”, T. Dierks, C. Allen, January 1999, URL:http://www.ietf.org/rfc/rfc2246.txt

	[RFC 2617]
	"HTTP Authentication: Basic and Digest Access Authentication", J. Franks et al,  June, 1999, URL:http://www.ietf.org/rfc/rfc2617.txt

	[RFC 3548]
	"The Base16, Base32, and Base64 Data Encodings", S. Josefsson, July 2003, URL:http://www.ietf.org/rfc/rfc3548.txt

	[RFC 4279]
	“Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)”, P. Eronen, H. Tschofenig, December 2005, URL:http://www.ietf.org/rfc/rfc4279.txt

	[TLS]
	“Transport Layer Security (TLS) Version 1.0”, IETF RFC 2246, Jan 1999
URL:http://www.ietf.org/rfc/rfc2246.txt

	[TLS-AES]
	“Advanced Encryption Standard (AES) Ciphersuites for Transport Layer Security (TLS)”, IETF RFC 3268, June 2002
URL:http://www.ietf.org/rfc/rfc3268.txt


2.2 Informative References

	[SUPL CP]
	“OMA SUPL Client Provisioning”, Open Mobile Alliance™, OMA-TS-SUPL-Client-Provisioning-V1_0, 
URL:http://www.openmobilealliance.org/ 

	[SUPL MO]
	“OMA Management Object for SUPL”, Open MobileAlliance™, OMA-TS-SUPL-MO-V1_0, 
URL:http//www.openmobilealliance.org/


3. Terminology and Conventions

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.1 Definitions
	Application
	In all places in this document where the term application is used to refer to a service offered by the carrier or a third party to the mobile subscriber, then it always denotes the type of application and not the actual instance of an application installed on an application server

	CIBA Authentication Centre
	An CIBA-AC shares underlying credentials with the UIM, and provides the BSF with security parameters that enable the BSF to establish shared keys with the MN.

	Bootstrapping Usage Procedure
	A procedure using bootstrapped security association over Ua reference point.

	Bootstrapping Server Function
	BSF is hosted in a network element under the control of the carrier. BSF and MNs participate in CIBA in which a shared secret is established between the network and a MN by running the bootstrapping procedure. The shared secret can be used between NAFs and MNs, for example, for authentication purposes.

	CIBA Function
	A function in the MN executing the bootstrapping procedure with BSF (i.e. supporting the Ub reference point) and providing Ua applications with security association to run bootstrapping usage procedure. GBA function is called by a Ua application when a Ua application wants to use bootstrapped security association

	Network Application Function
	An CIBA Network Applicatoin Function is is hosted in a network element controlled by the UPSP. CIBA may be used between NAFs and MNs for authentication purposes, and for securing the communication path between the MN and the NAF. 

	Bootstrapping Transaction Identifier
	the bootstrapping transaction identifier (B-TID) is used to bind the subscriber identity to the keying material in reference points Ua, Ub and Zn.

	Ua Application
	An application on the ME intended to run bootstrapping usage procedure with an NAF.

	Ua security protocol identifier:
	An identifier which is associated with a security protocol over Ua.

	Mobile Equipment
	Part of the Mobile Node.  The ME contains a high power processor, but no secure memory.

	Mobile Node
	For the purposes of this document, the Mobile Node is considered as two separate entities, the User Identity Module (UIM) and Mobile Equipment (ME), which implements an CIBA function. 

	Removable UIM
	An UIM that can be physically removed from the MN. The R-UIM can be either a stand-alone module as defined in [9], or a multi-application platform (also called a UICC) that may hold several applications that can be operated concurrently (e.g. ISIM application, cdma2000® application)

	User Identity Module
	The User Identity Module is a low power processor that contains secure memory. The User Identity Module may be a Removable-UIM (R-UIM) or part of the Mobile Station itself.

	User Plane Service Provider
	A party that provides a service that communicates at the User plane and above.


3.2 Abbreviations

	FQDN
	Fully Qualified Domain Name

	B-TID
	CIBA Transaction Identifier

	BSF
	BSF is hosted in a network element under the control of the carrier. BSF, and MNs participate in CIBA in which a shared secret is established between the network and a MN by running the bootstrapping procedure. The shared secret can be used between NAFs and IMNs, for example, for authentication purposes.

	CIBA-AC
	CIBA Authentication Centre

	NAF
	CIBA Network Application Function

	ME
	Mobile Equipment

	MN
	Mobile Node

	OMA
	Open Mobile Alliance

	R-UIM
	Removable UIM

	UPSP
	User Plane Service Provider

	UIM
	User Identity Module


4. Introduction

The CIBA procedures allow a UPSP to use a GBA-style bootstrapping based on a key stored in the UPSP and a CDMA UIM. The CIBA procedures are an interim optional solution intended to be used only until GBA is available to the UPSP for authenticating CDMA MNs. If CDMA GBA is available, then this SHALL be used. GSM/UMTS GBA is fully standardized and does not require the interim solution.

Any reference hereafter to GBA refers to CDMA GBA [S.S0109, S.S0114].

This protocol specification can be used to implement CIBA in a CDMA Client, in a BSF and and in an NAF.
The target audience for this specification is developers of OMA enablers requiring the ability to bootstrap keys to a CDMA MN.
5. Detailed Call Flows

5.1 Introduction to CIBA (Informative)

CIBA is intended to re-use the existing GBA specifications as much as possible. Furthermore, where possible, CIBA aims to re-use the authentication algorithms already implemented in the MN, rather than require new algorithms, particularly in the UIM.

The following CIBA procedures are defined

· Detection of CIBA Support in R-UIM (No corresponding procedure in GBA)
· Initiation of CIBA Bootstrapping: follows GBA procedures  [S.S0109]
· CIBA bootstrapping: follows GBA bootstrapping [S.S0109] to establish a shared key between the MN and the BSF.
· Procedures using CIBA bootstrapped Security Association: follows the GBA procedures [S.S0109] to establish a Ks_NAF or Ks_(int/ext)_NAF between the MN and an NAF, using interaction with the BSF.
· Security Mechanisms using SSK: follows [S.S0114].
1. Note: The UPSP may use user profiles, but the user profiles would be internal to the UPSP, and are therefore considered to be out of the scope of this text. Any referenced text that includes discussion of user profiles should be ignored.
This specification may require new CIBA-specific function calls on the interface between the MN ME and the MN R-UIM: the specification of this interface is the responsibility of the appropriate CDMA specification [C.S0065].
5.1.1 CIBA Architecture
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5.1.2 CIBA Entities

The entities involved in CIBA translate to the following GBA entities,
· The CDMA GBA specifications [3GPP2 S.S0109] allows for three kinds of MN:
· MN using a CAVE Key (herein referred to as a CAVE-based MN). 
· MN using MN-AAA Key (herein referred to as a MN-AAA-based MN).
· MN using AKA authentication (herein referred to as an AKA-based MN).
The authentication method supported by the MN is considered to the authentication supported by the UIM or (where R-UIM is used) the R-UIM currently in the MN.

· The CIBA entity corresponding to a GBA HSS or HLR or AAA (see [3GPP2 S.S0109] for a description of these entities) is called an CIBA Authentication Centre (CIBA-AC).

· The CIBA entity corresponding to a GBA BSF is a Bootstrapping Function (BSF). 

· The CIBA entity corresponding to a NAF is called a Network Application Function (NAF). There may be multiple NAF functions within the UPSP. 

· The CIBA entities CIBA-AC, BSF and NAF are internal to the UPSP.

5.1.3 CIBA Reference Points

The reference points involved in CIBA procedures translate to the following CDMA GBA [S.S0109] reference points:
· Ua corresponds to the GBA reference point Ua.
· Ub corresponds to the GBA reference point Ub.
· Zn corresponds to the GBA reference point Zn: This reference point is internal to the UPSP, and could operate in a proprietary manner if desired, proved that the reference point provides the same functionality as GBA Zn. 

· Zh corresponds to the appropriate GBA reference point Zh1/Zh2/Zh3: This reference point is internal to the UPSP, and could operate in a proprietary manner if desired, proved that the reference point provides the same functionality as the corresponding GBA reference point.. 
5.1.4 CIBA Parameters

The following CIBA parameters are the underlying credentials for CIBA procedures and correspond to the GBA parameters of the same name:

· CIBA CAVE Key corresponds to GBA CAVE Key

· CIBA MN-AAA Key corresponds to GBA CAVE Key

· CIBA AKA-Key corresponds to GBA CAVE Key

The following CIBA parameters correspond to the GBA parameters of the same name:
· B-TID

· Ks

· Ks_NAF

· Ks_int_NAF

· Ks_ext_NAF

5.2 Requirements

CIBA entities and parameters shall fulfill the requirements of the corresponding GBA entities and parameters, with some additional clarifications as shown below.
· A MN that supports CIBA shall also support GBA. Note: this is so that the MN can migrate to GBA when it becomes available.

· The underlying CIBA credential in the UIM shall be associated internally with the CIBA BSF. Note: this is to ensure that CIBA keys associated with one UPSP are not confused with GBA keys or another UPSP.
· The CIBA entities shall be able to use CIBA parameters in the place of the corresponding GBA parameters in the algorithms for GBA procedures. 
· Note that the ME and UIM do not need to support any new algorithms, although the new function calls (that identify the UPSP) shall be required.
· If an R-UIM is used, then the MN shall support the necessary interface between ME and R-UIM.

· The BSF SHALL NOT authorize (that is, provide keys to) entities other than authenticated NAF controlled by the UPSP. Note: this imples that this feature does not support establishing keys for services offered by roaming partners or services residing in a third party network.
· The following FQDNS are used:
· The root FQDN of the UPSP is denoted UPSP_FQDN.

· The FQDN of the BSF is formed as “CIBA-BSF”.UPSP_FQDN.
· The FQDN of the NAF must be of the form XXXXX.UPSP_FQDN.

6. Procedures

All the following procedures follow the indicated procedures with the translations specified in Sections 6.1.2.2, 6.1.2.3 and 6.1.2.4, and the algorithms for CIBA are identical to the algorithms for GBA.
CIBA boostrapping shall use only the procedures for GBA unaware UIM: that is, the resulting CIBA Ks shall be passed from the UIM to the ME. The CIBA procedures follow the corresponding GBA procedures for GBA unaware UIM.
6.1 Detection of CIBA Support in UIM

If the MN uses an R-UIM, and the ME supports CIBA, then the following method is used to detect if the R-UIM supports CIBA for a given NAF. 
· The NAF will have the same root FQDN (that is, UPSP_FQDN) as for the BSF. The ME derives the UPSP_FQDN from the NAF FQDN.

· The ME passes UPSP_FQDN to the R-UIM and the R-UIM indicates in return if the R-UIM has a corresponding underlying credential for CIBA. Note: it will be necessary to incorporate this into the appropriate CDMA standard [C.S0065].

If the MN uses an integrated UIM, then the MN uses its own method to determine if CIBA is supported.

6.2 Initiation of CIBA Bootstrapping

Initiation of CIBA bootstrapping will follow the procedure for initiation of GBA bootstrapping (see Section 4.5.1 of [3GPP2 S.S0109]). 
6.3 CIBA Bootstrapping

The CIBA bootstrapping procedures are specific to the carrier authentication of the MN (CAVE-, MN-AAA- or AKA-based). 
Note that GBA specifies procedures for GBA unaware UIM using GBA CAVE Key, and procedures for both GBA unaware UIM and GBA aware UIM using MN-AAA key or AKA key. The CIBA procedures follow the corresponding GBA procedures for GBA unaware UIM.
A fresh CIBA bootstrapping shall replace the CIBA Ks for for that UPSP, and shall not replace the CIBA Ks for other UPSP or the GBA Ks.

6.4 Procedures using CIBA bootstrapped Security Association

The CIBA procedures for using CIBA bootstrapped Security Association and bootstrapping renegotiation follow the corresponding GBA procedures for a GBA-unaware UIM.
6.5 Security Mechanisms using SSK

The procedures specified in [S.S0114] are followed with the following differences:

· The psk_identity_hint shall include “OMA-SUPLv2_0-SSK” if the NAF supports TLS-PSK using SSK.

The psk_identity in the ClientKeyExchange message shall be made up of “OMA-SUPLv2_0-SSK” followed by the separator character “;” and finally CIBA-TID.
7. Security Considerations

??.

8. Protocol Interface

The protocol interfaces for CIBA procedures are specified in the corresponding GBA specifications [3GPP2 S.S0109, 3GPP2 S.S0114].

9. Message Definitions
The message definitions for CIBA procedures are specified in the corresponding GBA specifications [3GPP2 S.S0109, 3GPP2 S.S0114].

10. Parameter Definitions

The parameter definitions for CIBA procedures are specified in the corresponding GBA specifications [3GPP2 S.S0109, 3GPP2 S.S0114].
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