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1 Reason for Change

Resolution of comment D51 in CONRR. 

	D51
	2007.10.10
	T
	6.1.4.1
	Source: Ericsson
Form: Doc#0039
Comment:  In Network-Initiated scenarios, steps 2&3 only one of two possible way to check IP-address to SET_ID mapping. For network initiated scenarios both ways are described.

Proposed Change: Instead of current step 2&3 reuse step 4&5 in NW initiated scenarios.


2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR.
6 Detailed Change Proposal

6.1.4.1 ACA Procedures

Network-Initiated Scenarios: If, after receiving a SUPL INIT message from the H-SLP (and after applying the appropriate security mechanisms and notification/verification as described elsewhere in this document), the SET is authorized to continue with the SUPL sessions, then an existing, open mutually-authenticated TLS session SHOULD be used, or a previous resumable TLS session MAY be resumed as discussed in Section 6.1.1.4. If there is no open TLS session, or the SET or H-SLP choose not to resume a session, then the SET and H-SLP require a fresh TLS session, and the SET and H-SLP perform the appropriate steps as described in Section 6.1.3 for negotiating a SET-SLC authentication method.

The following steps are used by the H-SLP when the Alternative Client Authentication Mechanism is to be applied for authenticating the SET in a Network-initiated scenario:

1. Note that the SUPL INIT message was sent in response to an MLP request that supplied a SET_ID. The H-SLP internally assigned a SLP Session ID for the request. The H-SLP associates the response from the SET with the request from the MLP using the SLP Session ID. However, the H-SLP must first verify that the responding SET corresponds to the correct SET_ID. The remaining steps describe this authentication process.

2. The SET establishes a TLS 1.1 session with the H-SLP.  The SET MUST check that the TLS server certificate presented by the H-SLP is bound to the FQDN of the H-SLP configured in the SET.  

3. The H-SLP determines if the SLP Session ID in the first SUPL message (in response to SUPL INIT) corresponds to a currently valid SLP Session ID assigned by the H-SLP. If the SLP Session ID in the first SUPL message does not correspond to a valid SLP Session ID, then the H-SLP ends with the SUPL Session with the appropriate message. Otherwise, the H-SLP notes the corresponding SET ID.

4. Prior to responding to the first SUPL Message (SUPL POS INIT, SUPL START, SUPL AUTH REQUEST, SUPL TRIGGERED START, SUPL REPORT or SUPL END), the H-SLP  MUST verify the SET_ID of the SET. There are two methods for achieving this. 

a. Requesting the SET_ID. 

i. The H-SLP queries the underlying bearer network to find out the current SET_ID using the source IP address used by the SET.  

1. If a valid SET_ID is returned from the bearer for the source IP address of the first SUPL message sent by the SET then the H-SLP checks that the returned SET_ID is internally associated with the correct SET ID (see Step 3). If this check fails, then the H-SLP ends the SUPL session with the appropriate message. Otherwise, the SET is considered authentic, and the H-SLP continues with the SUPL session.

2.  If a valid SET_ID cannot be found the H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.

b. Requesting the IP address. 

i. The H-SLP queries the underlying bearer network to find out the source IP address being used by the SET associated with this e SET_ID (see Step 3).  

1. If the bearer network returns an IP address, then the H-SLP checks that this IP address corresponds to the Source IP address of the first SUPL message. If this check fails, then the H-SLP ends the SUPL session with the appropriate message. Otherwise, the SET is considered authentic and the H-SLP continues with the SUPL session. 

2. If an IP address cannot be found the H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.
5. The H-SLP MUST ensure that within a given TLS Session the source IP address of the SET MUST NOT change.  If a change is detected the H-SLP MUST terminate the SUPL Session with the relevant SUPL error message.
Note: a bearer network might support only one of the two types of query (requesting IP address or requesting SET_ID) in Step 4 for obtaining an SET_ID/IP address binding. The H-SLP is responsible for conforming with the method supported by the bearer network.
SET-Initiated Scenarios: When the SET wishes to initiate a SUPL session, an existing, open mutually-authenticated TLS session SHOULD be used, or a previous resumable TLS session MAY be resumed as discussed in Section 6.1.1.4. If there is no open TLS session, or the SET or H-SLP choose not to resume a session, then the SET and H-SLP require a fresh TLS session, and the SET and H-SLP perform the appropriate steps as described in Section 6.1.3 for negotiating a SET-SLC authentication method.

The following steps are used by the H-SLP when the Alternative Client Authentication Mechanism is to be applied for authenticating the SET in a SET-initiated scenario.

6. The SET establishes a TLS 1.1 session with the H-SLP.  The SET MUST check that the TLS server certificate presented by the H-SLP is bound to the FQDN of the H-SLP configured in the SET.  

7. Prior to responding to the first SUPL Message (e.g. SUPL START, SUPL TRIGGERED START), the H-SLP  MUST verify the SET_ID of the SET. There are two methods for achieving this.
a. Requesting the SET_ID. 

i. The H-SLP queries the underlying bearer network to find out the current SET_ID using the source IP address used by the SET.  

1. If a valid SET_ID is returned from the bearer for the source IP address of the first SUPL message sent by the SET then the H-SLP checks that the returned SET_ID is same as provided by the SET. If this check fails, then the H-SLP ends the SUPL session with the appropriate message. Otherwise, the SET is considered authentic, and the H-SLP continues with the SUPL session.

2.  If a valid SET_ID cannot be found the H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.

b. Requesting the IP address. 

i. The H-SLP queries the underlying bearer network to find out the source IP address being used by the SET associated with this SET_ID.  

1. If the bearer network returns an IP address, then the H-SLP checks that this IP address corresponds to the Source IP address of the first SUPL message. If this check fails, then the H-SLP ends the SUPL session with the appropriate message. Otherwise, the SET is considered authentic and the H-SLP continues with the SUPL session. 

2. If an IP address cannot be found the H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.
8. 
The H-SLP MUST ensure that within a given TLS Session the source IP address of the SET MUST NOT change.  If a change is detected the H-SLP MUST terminate the SUPL Session with the relevant SUPL error message.
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