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Change Request

	Title:
	LOCSIP TS, inter domain encryption in LS
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	LOC WG

	Doc to Change:
	OMA-TS-LOCSIP-V1_0-20090129-D

	Submission Date:
	03 Feb 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Åke Busin, Ericsson, ake.busin@ericsson.com

Yiyong Ma, Ericsson, yiyong.ma@ericsson.com

	Replaces:
	n/a


1 Reason for Change

It has been decided to reuse the "Watcher Agent" from Presence Enabler instead of defining the LOCSIP specific "Requesting Location Server". This has the implication that the security relation (including encryption of NOTIFY bodies) to Location Servers in another SIP Core currently is handled by the WA. This makes the role of WA in LOCSIP unnecessary divergent from the role it has in the Presence enabler. To resolve this it is proposed to move the handling of security relation to Location Servers in other domains to the Location Server. In addition it is proposed to let the Location Server forward request to the other domain instead of making back end subscriptions as it simplifies routing in SIP/IP Core. 
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and change LOCSIP TS document accordingly.

6 Detailed Change Proposal

Change 1:  First set of changes, remove security from WA
5.8  WATCHER AGENT
LOCSIP reuses the Watcher Agent (WA) entity from OMA Presence SIMPLE framework. 

The WA SHALL support the service authorization and traffic optimization for location subscriptions, according to the procedures described in [PRS_SPEC] “Watcher Agent”, with the following clarifications:

The following functions are supported by Presence RLS but not used in LOCSIP:

1) The event notification suppression as described in section 5.4.3 in [PRS_SPEC].

The WA SHALL support the following LOCSIP specific extensions:

1) Accept the SUBSCRIBE request with the feature tag for location services (as described in Appendix D), and include it in requests towards Location Server.
2) 
3) 
a. 
b. 
Change 2:  Second set of changes, revise Security section
6. Security

The security mechanism is divided into SIP signaling security and User Plane security.  SIP signaling security relies on mechanisms provided by the underlying SIP/IP Core. User Plane security that is provided by an additional mechanisms to ensure confidentiality. Integrity and message authentication are not needed since they are assumed to be provided by the underlying SIP/IP Core. The mechanism used for User Plane security in LOCSIP is  XML symmetric encryption [XMLENC] in combination with two types of key management schemes: symmetric-based and public key-based.

Figure 1 below illustrates the LOCSIP security reference architecture that will be used in the rest of this section.
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Figure 1: LOCSIP Security Architecture
The right side of the figure shows SUBSCRIBE requests within the same domain, i.e. when the location client (LC) – UE-based or AS-based- subscribes to locate a specific target from the same domain. In such a case, the LC sends the SUBSCRIBE request to the Location Server over SIP/IP core 2. For subscription to a group registered in the same domain as the LC, the SUBSCRIBE request is handled via the RLS. For group Targets in the same domain, the RLS forwards the SUBSCRIBE request to the LS over SIP/IP Core 2.

The left side of the picture shows SUBSCRIBE requests across domains, i.e. when the location client (LC) – UE-based or AS-based- subscribes to locate a specific target from other domain. In such a case, the LC sends the SUBSCRIBE request to its LS  over SIP/IP Core 1 that in turn forwards the SUBSCRIBE to the LS in the other domain using a separate security relation. The same procedure applies for subscription to a group Targets registered in another domain, i.e. the RLS sends the subscription request to the LS. The only communication across domains is between the LS in  SIP/IP cores 1 and the LS in SIP/IP cores 2.
6.1 SIP Signaling Security
The LS, WA or RLS or SHALL authenticate all incoming SIP requests. The LS, WA or RLS SHOULD rely on the authentication mechanisms provided by the underlying SIP/IP Core to accomplish user identity verification. 
When the SIP/IP Core corresponds with 3GPP IMS or 3GPP2 MMD networks the authentication mechanism SHALL be as specified in [3GPP-TS_33.203] / [3GPP2-S.R0086], and:
· the LS, WA or RLS SHALL authenticate the SIP request originator as specified in [3GPP-TS_24.229] / [3GPP2-X.S0013-004] section 5.7.1.4; and
· the WA or RLS SHALL, when acting on behalf of the Location Client, populate security related SIP header fields according to the procedures given in [3GPP-TS_24.229] / [3GPP2-X.S0013-004] section 5.7.3.

An AS acting as originating UA SHALL follow the authentication procedures given in [3GPP-TS_24.229] / [3GPP2-X.S0013-004] section 5.7.3.

The access level security mechanism SHALL be provided by the SIP/IP Core to support integrity and confidentiality protection of SIP signaling. 

When the SIP/IP Core corresponds with 3GPP IMS or 3GPP2 MMD networks, the integrity and confidentiality protection mechanism is specified in [3GPP-TS_33.203] / [3GPP2-S.R0086].
6.2 User Plane Security

User Plane security is in LOCSIP applied to the Location Information document as defined in section 9 that is carried in the body of SIP NOTIFY messages.  

Confidentiality is achieved by use of XML encryption [XMLENC]. The keys for the XML encryption are managed by two key management schemes, public key-based and GBA-based. The public key–based scheme is used for conveyance of location info from the LS  to an AS acting as LC.  The GBA-based scheme is used for conveyance of location info from the LS  to a terminal acting as LC.  The RLS and WA are  not active in the User Plane security function but the Location Information documents are passed transparently through the RLS. 


An LC SHALL be mutually authenticated with any LS sending Location Information to the LC.  
A LS SHALL be mutually authenticated with any LS in another SIP/IP Core sending Location Information to the LS.   

The Location documents included in SIP NOTIFY SHALL be encrypted using XML encryption as specified in [XMLENC]. The encryption shall be performed using keys as specified in section 6.2.1 to 6.2.8. 
6.2.1 Terminal acting as Location Client 

The SEC-CF [OMA SEC CF] describes how 3GPP GBA/GAA can be used to establish a security association between a client and a server over HTTP. As LOCSIP relies purely on SIP, a SIP-binding for the same procedures is needed. A new GBA Ua Security Protocol Identifier is needed.
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Figure 2: LS/WA initiation with authentication and GBA-based key derivation
Figure 2 describes the security procedures for GBA-based key establishment over SIP. This procedure assumes that both Terminal LC and BSF have previously established a valid Ks and B-TID using GBA according to SEC_CF.  The LC SUBSCRIBE contains the corresponding B-TID. The LS authorizes the LC by acquiring the corresponding KS_NAF from the BSF. The KS_NAF is used to derivate the Location Encryption Key (LEK) both on the network-side and on the LC after the SIP 200 OK reply. The LEK is used later to protect the location information including its updates location’.

The function to derivate the LEK using KS_NAF is described in section 6.2.6.2.

The Schema Definition is T.B.D. 

6.2.2 AS acting as Location Client 

In this case, we assume that both LC-AS has been provisioned with a public/private key pair or a digital certificate. The LC public key LC_PK or its digital certificate is made known to the LS/WA at subscribe time. The LC_PK or digital certificate is used by the LS to encrypt the LEK and securely transport it to the LC.

Figure 3 shows how the LEK is transported in-bound together with the encrypted location.

The Schema Definition is T.B.D.
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Figure 3 LS initiation with in-bound public key-based key establishment
6.2.3 LS acting as Proxy to other domain
This case covers the scenario that the LS forwards the requests to and from  a LS in another domain. In this case, we assume that both the LS has been provisioned with a public/private key pair or digital certificate and the public key/certificate is made known to the LS upon SUBSCRIBE. The LS public key/certificate LS_PK is used by the LS to encrypt the LEK and securely transport it. 
Figure 4 shows how the LEK is transported in-bound together with the encrypted location. 
The Schema Definition is T.B.D.
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Figure 4 LS initiation with public key in-bound public key-based key establishment
6.2.4 Location List (Group) Subscription

When an LC needs to perform a Location List (group) subscription, the RLS will act on behalf of the LC, sending multiple subscription requests to the corresponding LS routing back the responses, including LEK.
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Figure 5 LS/WA initiation with authentication and GBA-based key derivation for Location List Subscription
Figure 5 illustrates the subscription to a group – identified by G_ID consisting of two targets ID1 and ID2- when the LC is a terminal. We assume that the LC has performed a GBA bootstrap. The very first SUBSCRIBE arriving to the LS from a given LC will trigger a contact to the BSF to fetch the corresponding KS_NAF based on the B-TID and LEK derivation from KS_NAF. Further SUBSCRIBE requests to the same LS/WA with the same B-TID would be acknowledged. Note that the LEK is per LC, i.e. it is used for encrypting all locations of Targets to which a given LC has subscribed to. Note also that the RLS is transparent to the security procedures.
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Figure 6 LS/WA initiation with public key and in-bound public key-based key establishment
Figure 6 illustrates the subscription to a group – identified by G_ID consisting of two targets ID1 and ID2- when the LC is an AS. We assume that the LC has made its public key or certificate available to the LS. Only the first NOTIFY message to the same LS from the same LC would be responded with the LEK encrypted under the LC_PK. Further NOTIFY messages would only carry the encrypted location, Note that the RLS is mainly transparent to the security procedures. The same LEK is used for protecting further Location information, for any Target between said LC and LS.
6.2.5 Multiple LC: Terminal-based and AS-based
When the LS needs to send location to both types of LC, terminal- and AS-based, for security reasons, different Location Encryption Keys shall be used for each LC. The reason is that using the same LEK for two different LC would allow one of them to be able to continue decrypting locations after its subscription is finished. The LEK itself is derivated using the KS_NAF or distributed with key transport using public key LC_PK depending on their type, terminal-based or AS-based respectively.
6.2.6 Key Management Considerations
6.2.6.1 LOCSIP GBA Protocol Identifier
The Ua security protocol identifier that shall be used for LOCSIP is declared in OMNA GBA Protocol Identifier Registry [OMNA].
6.2.6.2 LEK Key Derivation
The LEK shall be derived from the key Ks_NAF using the GBA key derivation function (see Annex B of TS 33.220 [6]) as follows (see notation style is explained in Annex B of TS 33.220 [6]):

· FC = 0x01

· P0 = "locsip-lek" (i.e. 0x6C 0x6F 0x63 0x73 0x69 0x70 0x2D 0x6C 0x65 0x6B), and

· L0 = length of P0 is 10 octets (i.e. 0x00 0xA).

The Key to be used in key derivation shall be:

· Ks_NAF (i.e. NAF specific key) as specified in TS 33.220 [6].

In summary, the LEK shall be derived from the Ks_NAF and static string "locsip-lek" as follows:

· LEK = KDF (Ks_NAF, "locsip-lek")

6.2.6.3 Using XML encryption

· The LEK is protected using the XML EncryptedKey element together with an identifier Id and KeyName in order for the LC to be able to later locate the key corresponding to a received encrypted Location Information.

· Location Information is protected using the XML EncryptedData element.

6.2.6.4 Key Lifetimes

According to GBA, the KS_NAF lifetime shall be decided by the LS/WA, but it can’t be longer than the Ks obtained at BSF bootstrapping. Similarly, the LEK lifetime is decided by the LS/WA. It is FFS how the LS/WA informs the LC that the key lifetime is expired and how a key refreshment is performed.
6.2.7 RLS

T.B.D.

6.2.8 WA
To enable service to AS acting as LC the LS shall t.b.d.    

To enable service to terminals acting as LC the LS shall t.b.d.   
6.2.9 LS

To enable service to AS acting as LC the LS shall t.b.d.    

To enable service to terminals acting as LC the LS shall t.b.d.    

To enable service to a WA the LS shall t.b.d.    
Change 3:  Third set of changes, update SCR
Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

B.1 LOCSIP Client

	Item
	Function
	Reference
	Requirement

	LOCSIP-LC-C-01-M
	Location Information  subscriptions 
	5.1.2
	

	LOCSIP-LC-C-02-O
	URI List Subscription
	5.1.2.1
	

	LOCSIP-LC-C-03-O
	Request-contained URI List Subscription 
	5.1.2.2
	

	LOCSIP-LC-C-04-M
	Location Information notifications 
	5.1.2
	

	LOCSIP-LC-C-05-O
	URI List notifications 
	5.1.2.1
	

	LOCSIP-LC-C-06-M
	Location Information Processing 
	5.1.1
	

	LOCSIP-LC-C-08-O
	Event notification filtering 
	5.1.3
	

	LOCSIP-LC-C-09-O
	Handling notification of large objects 
	5.1.5
	

	LOCSIP-LC-C-10-O
	Conditional event notification according to [IETF-SubNotEtag] 
	5.1.6
	

	LOCSIP-LC-C-11-O
	Event notification throttling according to [IETF-EventThrottling] 
	5.1.7
	

	
	QoS Document
	
	

	
	Location Filter Document
	
	

	
	
	
	


B.2 LOCSIP Server

	Item
	Function
	Reference
	Requirement

	LOCSIP-LS-S-01-M
	Location Information Subscriptions 
	5.2.1
	

	LOCSIP-LS-S-02-O
	Local policy to limit the maximum number of simultaneous subscriptions from Location Client
	5.2.1.1
	

	LOCSIP-LS-S-03-M
	Location Information Notifications 
	5.2.1.6
	

	LOCSIP-LS-S-04-O
	Handling notification of large objects 
	5.2.1.6.1
	

	LOCSIP-LS-S-05-O
	Fetch Location Policies from Location Policy XDMS 
	5.2.2
	

	LOCSIP-LS-S-06-O
	Subscription to Location policy changes 
	5.2.2
	

	LOCSIP-LS-S-07-O
	Apply Location Authorization Rules 
	5.2.1.1
	

	LOCSIP-LS-S-08-O
	Apply Location Privacy Rules 
	5.2.1.1
	

	LOCSIP-LS-S-09-M
	Location Information Data Model 
	5.2
	

	LOCSIP-LS-S-10-M
	Fetch URI List(s) from Shared List XDMS 
	5.2.2
	

	LOCSIP-LS-S-11-O
	Subscribe to URI List(s) changes 
	5.2.2
	

	LOCSIP-LS-S-12-M
	Apply event notification suppression 
	5.2.1.5
	

	LOCSIP-LS-S-13-O
	Apply event notification filtering 
	5.2.1.2
	

	LOCSIP-LS-S-14-M
	Apply event notification throttling according to [IETF-EventThrottle] 
	5.2.1.4
	

	LOCSIP-LS-S-15-M
	Generate entity tag according to [IETF-SubNotEtag] and suppressing notifications 
	5.2.1.6
	

	LOCSIP-LS-S-16-M
	Compression of NOTIFY body using gzip 
	5.2
	


B.3 RLS

	Item
	Function
	Reference
	Requirement

	LOCSIP-RLS-S-01-M
	Reuse RLS from Presence SIMPLE 
	5.3
	

	LOCSIP-RLS-S-02-O
	Support feature tag for location service 
	5.3
	

	LOCSIP-RLS-S-03-O
	Backend subscription 
	5.3
	

	LOCSIP-RLS-S-04-O
	Support location filter
	5.3
	

	LOCSIP-RLS-S-05-O
	Support location QoS
	5.3
	


B.4 Watcher Agent
	Item
	Function
	Reference
	Requirement

	LOCSIP-REQ-S-01-O
	Reuse WA from Presence SIMPLE 
	5.8
	

	LOCSIP-REQ-S-02-O
	Support feature tag for locations ervices 
	5.8
	

	LOCSIP-REQ-S-03-O
	Back-end subscriptions 
	5.8
	

	LOCSIP-REQ-S-03-O
	SIP singalling security 
	5.8
	

	
	
	
	


B.5 XDM Client

	Item
	Function
	Reference
	Requirement

	LOCSIP-XC-C-01-M
	Mandatory XDMC functions 
	5.4
	

	LOCSIP-XC-C-02-O
	Optional XDMC functions 
	5.4
	

	LOCSIP-XC-C-03-M
	Location Rules Application Usage 
	5.4
	

	LOCSIP-XC-C-04-M
	URI List Application Usage 
	5.4
	


B.6 RLS XDMS

	Item
	Function
	Reference
	Requirement

	LOCSIP-RX-S-01-M
	Mandatory XDMS functions 
	5.6
	

	LOCSIP-RX-S-02-O
	Optional XDMS functions 
	5.6
	

	LOCSIP-RX-S-03-M
	Presence List Application Usage 
	5.6
	

	LOCSIP-RX-S-04-M
	Subscription to XML Document Changes 
	5.6
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


B.7 Location Policy XDMS

	Item
	Function
	Reference
	Requirement

	LOCSIP-LX-S-01-M
	Mandatory XDMS functions 
	5.5
	

	LOCSIP-LX-S-02-O
	Optional XDMS functions 
	5.5
	

	LOCSIP-LX-S-03-M
	Location Rules Application Usage 
	5.5
	

	LOCSIP-LX-S-04-M
	Subscription to XML Document Changes 
	5.5
	

	
	
	
	


B.8 GPM

	Item
	Function
	Reference
	Requirement

	LOCSIP-GPM-S-01-M
	Mandatory GPM functions 
	5.9
	

	LOCSIP-GPM-S-02-O
	Optional XDMS functions 
	5.9
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