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1 Reason for Change

In SUPL3.0, it will support unauthenticated SET positioning according to SUPL-EMER-04 in RD specs. Hence, in SUPL3.0 AD spec, we should consider security issues for this feature.
R01: change the text according to meeting discussion on monday.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to change SUPL3.0 AD accordingly.
6 Detailed Change Proposal

Change 1:  Change to chapter 5.4
5.4 Security Considerations

This section provides a brief high level description of the SUPL Security Function, the details of which are described in [OMA ULP].

5. 4.1 Authentication

Mutual authentication SHALL be supported between a SET and an H-SLP.  Server authentication SHALL be supported between a SET and an E-SLP, and mutual authentication MAY be supported between a SET and E-SLP.

When mutual authentication is performed, the SET SHALL act on behalf of the SET User via a SUPL Agent contained in the SET using the security credentials associated with the SET User, which in turn are provisioned by the SUPL Provider.

Note that a successful authentication of the SET User MUST result in a successful identification of the SET User’s ID (e.g., MSISDN).

Note that an SLP MUST perform an IMSI to MSISDN binding before the MSISDN of the authenticated SET User is securely identified
5.4.2 Providing the H-SLP Address to the SET

The H-SLP address is made available to the SET by the provisioning of the H-SLP address in the UICC, SET or a default H-SLP address is derived.  This address MUST be in the form of a FQDN and SHOULD be securely provisioned by the Home Network of the SET [OMA ULP].
5.4.3 Confidentiality and Data Integrity

TLS 1.1 [TLS] or PSK-TLS [PSK-TLS] SHALL be used to provide Confidentiality and Data Integrity between a SET and an SLP.  All SUPL Messages except “SUPL INIT” MUST be delivered within a TLS or PSK-TLS session between a SET and an SLP [OMA ULP].
For unauthenticated SET positioning, confidentiality and data integrity issue should be for further study.
5.4.4 Unauthenticated SET location services
The E-SLP may have risks of providing location services to unauthenticated SET which may abuse the location services under any circumstances. The E-SLP should not provide location services to unauthenticated SET unless that there are other entities asking location information of unauthenticated SET after E-SLP receiving SUPL START from unauthenticated SET.

Change 2:  Another change

<insert change info here>

Change 3:  etc

<insert change info here>
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