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1. Scope
(Informative)

This document describes the requirements of the Secure User Plane for Location (SUPL).

2. References

2.1 Normative References

[RFC2119]
“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt







2.2 Informative References

3GPP2
 SR0066-0  “IP Based Location Services”
URL: http://www.3gpp2.org/Public_html/specs/S.R0066-0_v1.0_110703.pdf







3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

SUPL Agent
Service access point which accesses the  network resources to obtain location information

MLS application
an application which requests and consumes the location information

Note: this could be further qualified by distinguishing the application provider and actually application consumer of the location information

Security Function
Security function manages the Authentication and Authorization for SUPL Agent s and MLS Applications to access User Plane Location Services

Note: Authentication between the SUPL Agent  and MLS applications is beyond the scope of this work

Trusted applications
Trusted applications are applications whose distribution and billing are controlled by the SUPL provider through secured channels that transcend location services (a DRM download server can provide a completely trusted environment including the management of location apps for example). Trusted applications do not require authentication and authorization upon service invocation. Authentication and authorization are considered implicit in the framework of application distribution.

Note: Trusted application may be either SUPL Enabled Terminal (SET)-resident or network-resident

Non-trusted applications
Applications to which the “trusted applications” definition is not applicable are qualified as non-trusted; therefore these types of applications must be authenticated and authorized in order to access User Plane Location Services. An example of non-trusted application would be an application downloaded from the internet into the handset.

MLS application and SUPL Agent  classes
MLS Application and SUPL Agent  can be classified as follows:

- Class1: MLS application and SUPL Agent  are in the SET

- Class 2: MLS application is in the network and the SUPL Agent  is in the SET

- Class 3: MLS application is in the SET and SUPL Agent  is in the network

- Class 4: MLS application and the SUPL Agent  are in the network

In this classification the LCS applications can be trusted or non-trusted.

SUPL Provider
Location information is sensitive personal information and requires specific care with privacy and security. In the case of a Mobile Network Operator it is important that whatever policy the Network Operator decides, when applicable on the provision of SUPL functionality cannot be breached. Valid scenarios would be:

1) The network operator is the single SUPL provider

2) The network operator and roaming partners are the only SUPL providers.

3) The network operator out-sources the SUPL functionality and  there is a single 3rd party SUPL provider

4) The network operator has an open policy on the provision of SUPL functionality and there are multiple 3rd party SUPL providers

Note: The OMA-Location WG seeks guidance on the placement of the statements above.

SUPL Enabled Terminal (SET)
A device that is capable of communicating with a SUPL network using the SUPL interface. Examples of this could be a UE in UMTS, a MS in GSM or IS-95, or a PC over an IP-based transport

SUPL User
The user of a SET







3.3 Abbreviations

OMA
Open Mobile Alliance

ANSI
American National Standards Institute

DTD
Document Type Definition 

GMLC
Gateway Mobile Location Center

GMT
Greenwich Mean Time

HTTP
Hypertext Transfer Protocol

HTTPS
HTTP Secure

LCS
Location Services

MLC
Mobile Location Center 

MLP
Mobile Location Protocol

MPC
Mobile Positioning Center

MS
Mobile Station

MSID
Mobile Station Identifier

SSL
Secure Socket Layer

TLS
Transport Layer Security

URI
Uniform Resource Identifier 

URL
Uniform Resource Locator

WAP 
Wireless Application Protocol

XML
Extensible Makeup Language







4. Introduction
(Informative)

Location services based on the location of mobile devices are becoming increasingly widespread. SUPL (Secure User Plane Location) employs user plane data bearer for transferring location assistance information such as GPS assistance data, and for carrying positioning technology-related protocols between mobile terminal and the network. SUPL is intended as an alternative and complement to the existing standards based on signalling in the mobile network control plane. 

To serve a location service to a client, considerable signalling and position information are transferred between mobile terminal and a location server. Currently, assisted-GPS (A-GPS) provides more accurate position of a targeted mobile than other available standardized positioning technologies. However, A-GPS over control plane requires modifications to existing network elements and interfaces (for signalling procedures between the terminal and the network). SUPL assumes that the mobile network or other used access network is capable of establishing a data bearer connection between terminal and location server.

SUPL utilises existing standards where available and possible, and SUPL should be extensible to enabling more positioning technologies as the need arises so that they utilise the same mechanism. In the initial phase, SUPL will provide full functionality of A-GPS with minimum changes of current network elements.

This SUPL RD describes the high-level functional requirements for SUPL including SUPL-specific security, interoperability, and privacy. The traceability of the SUPL requirements to the Location Architecture Overview RD requirements are noted.

5. Use Cases
(Informative)

5.1 Use case1: combined SUPL Enabled Terminal (SET) initiated and SUPL Network Initiated
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Table 1: Affected Areas for <Title>

5.1.1  ASK  \* MERGEFORMAT Short Description

Capability: Mobile Location Services SHALL allow the use of a general and synchronised privacy framework. This use case describes the need for having the same level of privacy management when both Network and SET initiated requests are performed.

An SUPL User has subscribed to a network resident MLS application. To allow an optimal performance of the MLS application, a part of this MLS application can reside in the SET. 

When the SUPL User accesses the network resident part of the MLS application, the first step is that the application requests location of the SUPL User from the network (Network Initiated SUPL request). Service Response is sent back to the SUPL User. Afterwards, the SET resident part of the MLS application will take hand on the service and will perform SET initiated SUPL requests if needed.

5.1.2 Actors

SUPL User wants to use the MLS application.

SUPL Enabled Terminal

SUPL Provider

Network resident MLS application. A part of this MLS application resides in the SET.

5.1.2.1 Actor Specific Issues

In this case, the SUPL User uses the same MLS application but from the SUPL aspects, both Network initiated and SET initiated requests are combined.

5.1.2.2 Actor Specific Benefits

In this case, the SUPL User benefits from an optimised MLS application through the use of SET initiated SUPL if needed.

5.1.3 Pre-conditions

Both Network and SET parts of the MLS application are known from the SUPL Provider

5.1.4 Post-conditions

From the SUPL User point of view, a unique MLS application is used. From the SUPL aspects, both Network and SET SUPL requests are performed. The same level of privacy is needed.
5.1.5 Normal Flow

SUPL User subscribes to the Network resident MLS application.

A part of this MLS application resides on the SET.

Network resident MLS application requests SUPL location of the SUPL User to the network 

Network resident MLS application sends back requested information to the SUPL User based on this first location. 

Network resident MLS application provides recommendations/conditions to the SET resident part of the MLS application. The SET part will then initiate SUPL location requests (SET Initiated) depending on the recommendations/conditions provided by the network resident part of the MLS application.

5.1.6 Alternative Flow

N/a

5.1.7 Operational and Quality of Experience Requirements

Even though both Network Initiated and SET Initiated SUPL requests are performed for the same MLS application used by the SUPL User, it is required that the SUPL User experiences a general and synchronised privacy management. The same level of privacy management shall be provided to the SUPL User.

5.2 Use Case <Service Category>, Title

<< For the second and subsequent Use Cases, the template for section 5.1 should be followed.  DELETE THIS COMMENT >>

5.3 Open Issues

<< Anything that the author(s) want to mention and which needs further clarification. (optional).  DELETE THIS COMMENT >>

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

All high-level functional requirements apply to “Use case1”: combined SUPL Enabled Terminal (SET) initiated and SUPL Network Initiated

6.1.1 General

1. SUPL SHALL allow positioning procedures performed in collaboration with the target mobile device and a network resident SUPL function

2. SUPL SHALL allow both mobile device initiated (self-locating) use cases and network initiated use cases.

3. SUPL SHALL support a network resident SUPL function to initiate the overall procedure in the network initiated scenario.

4. SUPL SHALL allow the Application Service Provider to choose the source where the location is acquired.

5. The SUPL reference architecture and specifications SHALL be agnostic to the underlying network technologies.

6. SUPL SHALL NOT impose any requirements on the underlying data bearer service.

7. SUPL reference architecture SHALL introduce logical functions supporting the identified use cases.

8. SUPL reference architecture SHALL allow inter-working with existing location related standards including but are not limited to LCS standards specified by 3GPP2 and 3GPP.

9. SUPL SHALL support the positioning of inbound roaming users as well as outbound roaming users.

10. SUPL SHALL support positioning procedures performed in collaboration with the target SET and a network resident SUPL function.
Note: Requirement traced to Arch Overview RD Req # 3.
11. SUPL SHALL support Network-initiated location requests.
Note: Requirement traced to Arch Overview RD Req # <tbd – add higher level requirement to Location Architecture Overview RD>.
12. SUPL SHALL support SET-initiated location requests.
Note: Requirement traced to Arch Overview RD Req # <tbd – add higher level requirement to Location Architecture Overview RD>.
13. The SUPL reference architecture and specifications SHALL be compatible with all underlying network technologies (Data Bearer Independence).  For example air interface standards (GSM, CDMA, WCDMA) and transport media (packet data services, SMS, etc) MUST be supported.
Note: Requirement traced to Arch Overview RD Req # 2.
14. SUPL SHALL NOT impose any requirements on the underlying data bearer service. Hence it MUST NOT be necessary to modify the architecture or functionality in underlying network technology.
Note: Requirement is SUPL-specific.
15. The SUPL reference architecture will introduce new logical functions. It MUST be possible for these functions to be either hosted in existing LCS elements (for example the GMLC) or in completely new physical entities.
Note: Requirement is SUPL-specific.
16. Immediate location requests SHALL be supported.
Note: Requirement traced to Arch Overview RD Req # 1.
17. Deferred location requests SHALL be supported.  Deferred location requests are requests, which require event-based location reporting, or location reporting triggered by some other condition.
Note: Requirement traced to Arch Overview RD Req # 1.
18. Periodic location requests SHALL be supported. Tracking is the use of periodic location requests for a specified time period.
Note: Requirement traced to Arch Overview RD Req # 9.
19. The architecture SHALL support storage of location information for a SET user in order to provide it at a later time.
Note: Requirement traced to Arch Overview RD Req # 3.
20. Location information is the result of a successful SUPL location transaction, and SHALL minimally consist of latitude, longitude and timestamp (time at which location estimate is made) but can contain other information, including shape, uncertainty, altitude, speed, direction, QoS, etc
Note: Requirement traced to Arch Overview RD Req # 35.
21. It SHALL be possible to differentiate between the priority of different location requests.
E.g., it may be necessary to differentiate emergency service requests from commercial services.
Note: Requirement traced to Arch Overview RD Req # <tbd – add higher level requirement to Location Architecture Overview RD>.
22. SUPL SHALL be made adaptable to different legislative environments and variable security requirements so that it is legal to deploy and use, enabling applications utilizing location information under the laws of different countries.
Note: Requirement traced to Arch Overview RD Req # 14.
23. A SUPL Agent SHALL be able to specify the desired Quality of Service (QoS), including but not limited to accuracy, response time and age of location, in requesting the location of the SET.  (6.1.31)
Note: Requirement traced to Arch Overview RD Req # 15.

24. Where multiple transmission methods are available in a network, and the primary transmission method fails or is not available (e.g. GPRS in a voice call with a class B handset) then it SHALL be possible to use an alternative bearer to successfully perform a full the session or complete a session that has be interrupted by the primary transmission method becoming unavailable. (6.1.36)
Note: Requirement traced to Arch Overview RD Req # 4.
6.1.2 Security

1. SUPL SHALL ensure that any location information that is stored or exchanged is secure and thus is not accessible to unauthorized access, i.e. unauthorized disclosure, usage, loss or corruption of location data is prevented.

- If SUPL provides the ability for the SET or SUPL network to store location information, the location data SHALL be stored in a secure manner and SHALL be available for retrieval by authorized applications.

- Note that the authorization here is governed by the SET user’s privacy requirements (i.e. user privacy preferences/profile) and local regulations. Access to the stored location data SHALL only be accessible to those applications that are authorized by the SET user.

- Emergency services and for lawful purposes are exempted from this requirement in that they can override any user privacy preference setting.   (6.1.25)

Note: Requirement traced to Arch Overview RD Req # 33.

2. SUPL SHALL deliver its content (data which facilitates the SUPL transaction) in a trustworthy and reliable manner, e.g. Location information SHALL be protected against eavesdropping or modification of the data traffic.  (6.1.37)
Note: Requirement traced to Arch Overview RD Req # 19.

3. It SHALL be possible to authenticate the SUPL Agent, SUPL network and SET user.  (6.1.23)
Note: Requirement traced to Arch Overview RD Req # 28.

6.1.3 Charging

4. SUPL SHALL support the ability for the SUPL provider to apply different charging schemes depending on the service provided.
Note that the cost of SUPL to a SET user may be a QoS parameter, which is negotiated between the SET user application and the SUPL Provider  (6.1.38)
Note: Requirement traced to Arch Overview RD Req # 12.

5. SUPL SHALL record the appropriate information to enable charging schemes, including but not limited to: SET identity, QoS requested, QoS provided timestamp.  (6.1.39)
Note: Requirement is SUPL-specific.

6.1.4 Administration and Configuration

1. The architecture SHALL enable SUPL service management and location information control in both the SET, and the network, depending on the SUPL Provider’s requirements.  (6.1.9)
Note: Requirement is SUPL-specific.

2. Where the SUPL provider supports the use case to supply the SET with assistance data only, the SET SHALL control the location information.  (6.1.10)
Note: Requirement is SUPL-specific.

6.1.5 Usability

1. As SUPL is time-sensitive, all SUPL events and transactions SHALL be time-stamped and SHALL use the most recent up-to-date data available (High Data Quality).

The content of the service SHALL be based on up-to-date data. Consistency and coherency are other important factors.  (6.1.32)
Note: Requirement traced to Arch Overview RD Req # 17.

2. SUPL SHOULD be available for value-added commercial applications as well as for emergency service applications within the technical limitations of each access network (Service Support). Additionally, the SUPL architecture SHALL be able to differentiate between emergency services from commercial services.

Note 1: SIM-less emergency calls cannot be supported by SUPL

Note 2: In some networks it is not possible to support simultaneous voice and data communication.  (6.1.33)

Note: Requirement traced to Arch Overview RD Req # 1.

6.1.6 Interoperability

1. The SUPL reference architecture SHALL allow co-existence with existing location related standards specified by 3GPP2 and 3GPP, i.e. the SUPL architecture SHALL NOT negatively impact the operation and performance of existing standards in any way. (6.1.7)
Note: Requirement traced to Arch Overview RD Req # <tbd – add higher level requirement to Location Architecture Overview RD>.

2. SUPL SHALL support the positioning of roaming SET users. This will include roaming in the context of the bearer utilised for the secure user plane, the SET user, the MLS application and both the SET user and the MLS application. The SUPL architecture needs to work within the framework of these roaming standards and provide support where gaps specific to SUPL are identified. (6.1.8)
Note: Requirement traced to Arch Overview RD Req # 20.

3. The SUPL architecture SHALL provide backward compatibility mechanisms (e.g. protocol versioning).  (6.1.28)
Note: Requirement is SUPL-specific.

4. The architecture SHALL support the ability for a SET to provide its SUPL specific capabilities to SUPL network.  (6.1.34)
Note: Requirement is SUPL-specific.

5. The architecture SHALL support the ability for a SUPL provider to provide its SUPL specific capabilities to the SET.  (6.1.35)
Note: Requirement is SUPL-specific.

6.1.7 Privacy

1. SUPL SHALL ensure that the end-user’s privacy is protected in all transactions consistent with the user's privacy preferences, except for emergency or lawful purposes depending on local/regional regulations. 

Note that multiple layers of privacy protection MAY be provided.  (6.1.24)
Note: Requirement traced to Arch Overview RD Req # 30.

2. SUPL SHALL support a general and synchronised privacy framework.

Note that MLS application, SUPL Agent, SUPL network and SET can be part of several domains: Mobile Network Operator, IT domain or device domain. Therefore, several service architectures can be derived from these three domains.

As the MLS application, SUPL Agent, SUPL network and SET can be part of the above-mentioned domains, the same level of privacy management SHALL be performed for all service architectures.  (6.1.26)

Note: Requirement traced to Arch Overview RD Req # 34.

6.1.8 Location technolgy

1. The architecture SHALL support Cell ID positioning.
Deployment of each technology option is a SUPL provider decision. However, in a Mobile Network, Cell ID SHALL always be the backup positioning method when other positioning methods fail. (6.1.14)
Note: Requirement traced to Arch Overview RD Req # 3.

2. The architecture SHALL support Enhanced Cell ID positioning.
Enhanced Cell-ID (E-CI) positioning is defined as enhancing Cell ID positioning by using additional measurements from the Mobile Network that are available in the SET.  (6.1.15)
Note: Requirement traced to Arch Overview RD Req # 3.

3. The architecture SHALL support AGPS positioning.  (6.1.16)
Note: Requirement traced to Arch Overview RD Req # 3.

4. The architecture SHALL support standalone-positioning technologies, e.g. autonomous GPS.  (6.1.17)
Note: Requirement traced to Arch Overview RD Req # 3.

5. The architecture SHALL support EOTD positioning if feasible.  (6.1.18)
Note: Requirement traced to Arch Overview RD Req # 3.

6. The architecture SHALL support OTDOA positioning if feasible.  (6.1.19)
Note: Requirement traced to Arch Overview RD Req # 3.

7. The architecture SHALL support AFLT positioning if AFLT measurements are available.  (6.1.20)
Note: Requirement traced to Arch Overview RD Req # 3.

8. The architecture SHALL support the delivery of assistance data from the SUPL network to the SET.  (6.1.22)
Note: Requirement is SUPL-specific.

6.2 Overall System Requirements

<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>


Table 9: High-Level Functional Requirements – Security Items

<text>

6.3 System Elements

<< This section identifies the high level requirements, on each system element in the use cases, identified in this specification, including the user’s device(s) if relevant. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Each subsection should have sub-subsection(s) covering the requirements on interfaces.  DELETE THIS COMMENT >>

System Element <letter>:
<System Element Description>
<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>

Table 10: System Elements

6.3.1 System Element A

<This section contains numbered high level requirements on System Element A.  DELETE THIS COMMENT >>

<Nr.>


Table 11: Requirements for System Element <A>

6.3.1.1 Interfaces to System Element X

<This subsection and the following subsections describe the high level requirements on the interfaces from System Element A to the other Elements in the System.  DELETE THIS COMMENT >>

6.3.1.2 Interfaces to System Element Y

<etc>

6.3.2 Network interfaces

<This clause identifies the high level network interface (bearers/protocols) needs to support the requirements identified in this specification.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

<Nr.>
<Ref: SE (letter)>


Table 12: Requirements for Network Interfaces

Appendix A. Change History
(Informative)

A.1 Approved Version History

Reference
Date
Description

n/a
n/a
No prior version –or- No previous version within OMA





A.2 Draft/Candidate Version <current version> History

<< This section is available in pre-approved versions – it should be removed in the actual approved versions.  DELETE THIS COMMENT >>

Document Identifier
Date
Sections
Description

Draft Versions

OMA-LOC_SUPL_RD-V1_0
11 Nov 2003
n/a
Initial skeleton draft RD

Draft Versions

OMA-LOC_SUPL_RD-V1_0-20040127
17 Jan 2004
6.1
Incorporates requirements approved so far

Draft Versions

OMA-LOC_SUPL_RD-V1_0-20040211
02 Feb 2004
3.2; 4; 5.1.1; 5.1.2; 5.1.3; 5.1.4; 5.1.5; 5.1.6; 5.1.7; 6.1.1; 6.1.2; 6.1.3; 6.1.4; 6.1.5; 6.1.6;

6.1.7; 6.1.8; 6.1.9; 6.1.10; 6.1.11; 6.1.12; 6.1.13; 6.1.14; 6.1.15; 6.1.16; 6.1.17; 6.1.18; 6.1.19; 6.1.20; 6.1.21; 6.1.22; 6.1.23; 6.1.24; 6.1 25; 6.1.26; 6.1.27; 6.1 28; 6.1.29; 6.1.30; 6.1.31; 6.1.32; 6.1.33; 6.1.34; 6.1.35; 6.1.36; 6.1.37; 6.1.38; 
6.1.39.
Mainly approved SUPL requirement by 0034R01; 0025R02; 0033R01; 0031R04

Draft Versions

OMA-LOC_SUPL_RD-V1_0-20040302
11 Feb 2004

· 0055r01, adding  “This document describes the requirements for the Secure User Plane Location Requirement (SUPL).” into chapter 1;

· Adding “3GPP2 SR0066-0  “IP Based Location Services”
URL: http://www.3gpp2.org/Public_html/specs/S.R0066-0_v1.0_110703.pdf” into chapter 2.2;

· Completed the abbreviations of chapter 3.3;

· Removed “<<OR This is an informative document, which is not intended to provide testable requirements to implementations.>>
<<If needed, describe or declare using appropriate normative references the additional conventions that are used.>>” of chapter 3.1;

· Removed the “Note” of each paragraph from 6.1.1 to 6.1.39;

· Removed Chapter 6.2; 6.3 and appendix B;

· Update the appendix A.



Draft Versions

OMA-LOC_SUPL_RD-V1_0-20040317
17 Mar 2004
All
· Applied new RD (OMA-Template-ReqDoc-20040205) template

· Rearanged High Level requirements


















Appendix B. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

B.1 App Headers

<More text>

B.1.1 More Headers










( 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ReqDoc-20040205]

( 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ReqDoc-20040205]

