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1 Reason for Change

Text for the Network Identity Phase 2 Technical Specification (TS) Document is proposed.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the contents of section 6 in the next revision of the TS.

6 Detailed Change Proposal

1 Scope

This document describes the technical specification to support Web Services based access to, and sharing of, attributes related to a Principal in a privacy-protected manner. 

The OMA Web Services Enabler Release (OWSER) has chosen to address this area in phases, providing, in [OWSER1.0] the basic infrastructure for Web Services (see [OWSER Core]) as well as fulfilling some requirements (see [NI-RD]) for federated Network Identity (NI) that serve as the foundation for attribute sharing and exchange. This phase of OWSER deals with the remaining requirements in [NI-RD] not covered by [OWSER1.0-NI], which broadly relate to accessing and sharing attributes (e.g., user location, presence status etc.) in a privacy-protected manner.

This specification for privacy-protected attribute sharing and exchange is based on that defined by the Liberty Alliance Project (LAP) Identity Web Service Framework (ID-WSF) and the Identity Federation (ID-FF) framework, and is compatible with the basic Web Services infrastructure defined in [OWSER Core].

6.1 Affiliation

Below, we include an example of an <AuthnRequest> where the Service Provider (SP) with ProviderID http://OWSERCompatibleSP.com is acting as a member of the affiliation with affiliationID http://OWSERCompatibleAffiliation.com. The presence of the optional AffiliationID element indicates that the SP is acting as a member of the affiliation.

<lib:AuthnRequest RequestID="1pY6tWugT8Vz+L8+rURp51oFX6rt" MajorVersion="1" MinorVersion="2" consent="urn:liberty:consent:obtained" IssueInstant="2005-03-24T21:42:4Z" xmlns:lib="urn:liberty:iff:2003-08">
<ds:Signature> . .. </ds:Signature>
<lib:ProviderID>http://OWSERCompatibleSP.com</lib:ProviderID>
<lib:AffiliationID>http://OWSERCompatibleAffiliation.com</lib:AffiliationID>
<lib:NameIDPolicy>federate</lib:NameIDPolicy>
<lib:ForceAuthn>false</lib:ForceAuthn>
<lib:IsPassive>false</lib:IsPassive>
<lib:ProtocolProfile>http://projectliberty.org/profiles/brws-post</lib:ProtocolProfile>
<lib:RequestAuthnContext>
<lib:AuthnContextClassRef>http://projectliberty.org/schemas/authctx/classes/Password-ProtectedTransport</lib:AuthnContextClassRef>
<lib:AuthnContextComparison>exact</lib:AuthnContextComparison>
</lib:RequestAuthnContext>
<lib:RelayState>Yu8IODlhcgGSUitRAA8UhbMmCZtuYalPA2gh</lib:RelayState>
<lib:Scoping>
<lib:ProxyCount>1</lib:ProxyCount>
</lib:Scoping>
</lib:AuthnRequest>
6.2 Attribute Query

Below, we include an example of a <Query>. The resource is identified by the ResourceID http://OWSER-attribute-provider.com/u6gh8jlx90bt8h1o. The query is for the name and home address of the resource.

<Query>

<ResourceID>http://OWSER-attribute-provider.com/u6gh8jlx90bt8h1o</Resource ID>
<QueryItem itemID="name">
<Select>/pp:PP/pp:CommonName</Select>
</QueryItem>
<QueryItem itemID="home">
<Select>/pp:PP/pp:AddressCard[pp:AddressType="urn:liberty: id-sis-pp:addrType:home"]</Select>
</QueryItem>
</Query>
Below, we include an example of a <QueryResponse> to the above <Query>. The resource’s common name is returned as Dr. Genie Wunderkid, with an alternative common name being Dr. Genie Wunder. The resource’s address is also provided.

<QueryResponse>

<Status code="OK"/>
<Data itemIDRef ="name">
<CommonName>
<CN>Genie Wunderkid</CN>
<AnalyzedName nameScheme="firstlast">
<FN>Genie</FN>
<SN>Wunderkid</SN>
<PersonalTitle>Dr.</PersonalTitle>
</AnalyzedName >
<AltCN>Genie Wunder</AltCN>
</CommonName>
</Data>
<Data itemIDRef="home">
<AddressCard id=’9812’>
<AddressType>urn:liberty:id-sis-pp:addrType:home<AddressType>
<Address>
<PostalAddress>c/o Senthil Sengodan$12278 Scripps Summit Drive</PostalAddress>
<PostalCode>92131-2341</PostalCode>
<L>San Diego</L>
<ST>ca</ST>
<C>us</C>
</Address>
</AddressCard>
</Data>
</QueryResponse>
6.4 Usage Directives

When a Service Provider makes an attribute query to an Attribute Provider using the <Query> element, the Service Provider MAY include a <UsageDirective> header that indicates its policies for handling the attributes. When the Attribute Provider responds to the Service Provider with a <QueryResponse> element, the Attribute Provider MAY include a <UsageDirective> header that indicates its policies for subsequent use of the released attributes. Thus, the <UsageDirective> header in the <Query> element describes intended usage of the attributes, while the <UsageDirective> header in the <QueryResponse> element describes the required usage of the attributes by the recipient.

When a <UsageDirective> header is included, the procedure described in Section 6.3 of [Liberty-IDWSF-Soap-Binding] MUST be followed. Examples of usage directives may be found in Section 6.3.3 of [Liberty-IDWSF-Soap-Binding].

[Liberty-IDWSF-Soap-Binding] “Liberty ID-WSF SOAP Binding Specification,” Version 1.0, Liberty Alliance Project.
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