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1 Reason for Change

Action Item MWS-2005-A026 “Fulup to provide clarification on review issue #12”

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the contents of section 6 in the next revision of the AD in section 4.2, 4.3, 4.4. [NOTE: Changes to the reference sections forthcoming.]

6 Detailed Change Proposal

FIRST CHANGE

Transport Layer Channel protection:

Liberty Security Mechanisms, request for messages in between sender and recipient to have their integrity and confidentiality be ensured by suitable SSL/TLS cipher suite. While a fix set of cipher is not imposed TLS1.0/SSL3.0 is recommended.

Message confidentiality protection:

Liberty allow messages to be relay/proxy, in order to protect sensitive information from unauthorized entities.  Liberty requires peer to use confidentiality mechanism as message body encryption and/or Name Identifiers, URI encryption. 

Authentication Mechanism:

Liberty specifies a set of authentication mechanism in order to accommodate various deployment scenario, with two properties: Peer Entity authentication and Message Authentication.

· Peer Entity Authentication relies upon the inherent security properties of TLS/SSL and support both unilateral and mutual authentication.

· Message authentication relies on verification of digital signature, using X.509 V3 certificate, SAML assertion or Bearer token.

Authentication Schema

Liberty authorization mechanism relies upon XML schema support, in order to foster conveyance of authorization information within a given message exchange. Proxy schema for conveying the identity of a proxy, Session context to convey session status from an entity to an other and ressourceAccess to convey information regarding the accessing entity and the resource for which access is being attempted.

Message authorization

Those model are optional mechanism use to convey authorization and resource access information supplied by a trusted third party as the Discovery Service. Liberty recommend to use the Web Service Security SAML profile as the mean by which the sender authenticates to the recipient.

For further information: “Liberty ID-WSF Security Mechanisms”
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