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1 Reason for Change

Text for the Network Identity Phase 2 Technical Specification (TS) Document is proposed.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the contents of section 6 in the next revision of the TS. Note that the content here is proposed as an addition to (and not replacement of) the content in the corresponding sections of the current version of the TS.

6 Detailed Change Proposal

We propose incorporation of the text below in the next revision of the TS.

6.3 Attribute Transfer

An attribute query MAY be done using the reversed HTTP binding for SOAP, as specified in [Liberty-paos-v1.0]. When this is the case, the procedures specified in [Liberty-paos-v1.0] MUST be followed.

Examples of scenarios where the reversed HTTP binding for SOAP may be used are:

· The attribute provider is hosted on a device that supports a HTTP client but not a HTTP server. This may be the case when the device is resource constrained.

· The attribute provider is hosted on a device that is not generally addressable or reachable from the Internet.

As described in Section 7 of [Liberty-paos-v1.0], two message exchange patterns are supported:

1. In the request-response message exchange pattern, a PAOS-enabled user agent sends a HTTP request to a HTTP server, which then sends the SOAP request in the HTTP response. The user agent sends the SOAP response in a second HTTP request. When the request-response message exchange pattern is used, the procedures specified in Section 8 of [Liberty-paos-v1.0] MUST be followed.

2. In the response message exchange pattern, a PAOS-enabled user agent sends a HTTP request to a HTTP server, which then sends the SOAP response in the HTTP response. When the response message exchange pattern is used, the procedures specified in Section 9 of [Liberty-paos-v1.0] MUST be followed.

An example of the request-response message exchange pattern is as follows. A user agent on a mobile device sends a HTTP request to a HTTP server in order to purchase an item. In the HTTP response message, the HTTP server includes a SOAP request for the credit card number of the user. The user agent, acting as the attribute provider for the credit card attribute, issues a new HTTP request to the HTTP server, in which it sends the SOAP response message containing the credit card number. The HTTP server responds with a 200 OK message.

An example of the response message exchange pattern is as follows. A user wishes to poll a messaging service for confirmation of message delivery. In order to do so, the user agent sends a HTTP request to the HTTP server hosting the messaging the service, inquiring about the message delivery confirmation. The HTTP response from the HTTP server contains a SOAP response message containing information confirming the message delivery.

[Liberty-paos-v1.0]
“Liberty Reverse HTTP Binding for SOAP Specification,” Version 1.0, Liberty Alliance Project.

6.3 Attribute Modification

The example below depicts how an address is inserted or modified in a personal profile stored at profile.MobileOperator.com.

<Modify>

<ResourceID>http://profile.MobileOperator.com/8fhelk9savbq4p0j</ResourceID>
<Modification overrideAllowed="True">

<Select>/pp:PP/pp:AddressCard[pp:AddressType= ’urn:liberty:id-sis-pp:addrType:home’]</Select>
<NewData>
<AddressCard id=’45387’>
<AddressType>urn:liberty:id-sis-pp:addrType:home</AddressType>
<Address>
<PostalAddress>Sophie Wunderkid$1234 Wonderland Drive</PostalAddress>
<PostalCode>12345-1234</PostalCode>
<L>Olympia</L>
<ST>CA</ST >
<C>us</C>
</Address>
</AddressCard>
</NewData>
</Modification>
</Modify>
3.2 Definitions

Service Instance: A service instance is a running Web Service at a distinct protocol endpoint [Liberty-idwsf-disco].

Resource Offering: A resource offering is the association of a resource and a service instance. This association is necessary as there is a many-to-many relationship between resources and service instances. A single service instance may serve many resources. For example, a personal profile service provider would typically serve up many profiles behind a single service instance, as having a separate protocol endpoint for each profile would be impractical. [Liberty-idwsf-disco].

Discovery Service: The Discovery Service allows requesters to discover resource offerings [Liberty-idwsf-disco].

[Liberty-idwsf-disco] “Liberty ID-WSF Discovery Service Specification,” Version 1.0, Liberty Alliance Project.

6.4 Usage Directives

The figure below illustrates the optional usage directive header being included in the Query message from the Service Provider to the Attribute Provider. It also depicts the optional usage directive header being included in the Query Response message from the Attribute Provider to the Service Provider.


The schema below taken from [Liberty-IDWSF-Soap-Binding] provides an example of a UsageDirective header. As seen in the example below, the usage directive indicates that the usage of the attribute must be compliant with EU usage directive regulations.
<UsageDirective id="directive1000" ref="#datarequest001" S:mustUnderstand="1">
<cot:PrivacyPolicyReference xmlns:cot="http://circle-of-trust.com/isf">
http://circle-of-trust.com/policies/eu-compliant
</cot:PrivacyPolicyReference>
</UsageDirective>
6.5.1 Interaction Redirect

When an Attribute Provider (acting as the Web Service Provider) wishes to request the Service Provider (acting as the Web Service Requester) to redirect the Principal to a URL at the Attribute Provider, the mechanism specified in Section 4 of [Liberty-IDWSF-Interaction-Svc] MUST be adhered to. The RedirectRequest element is used for this purpose, and indicates to the Service Provider to redirect the Principal. After the necessary information has been obtained by the Attribute Provider, the Attribute Provider redirects the Principal back to the Service Provider.

6.7 Discovery Service
When a Service Provider wishes to determine the Attribute Provider(s) hosting required resource(s) on behalf of a specific Principal, it MAY contact a Discovery Service to obtain such information. The Discovery Service MAY also provide the requesting Service Provider with necessary credentials needed to access the Attribute Provider.
The Discovery Service allows requesters to discover resource offerings. A resource offering is the association of a resource and a service instance. A service instance is a running Web Service at a distinct protocol endpoint. This association is necessary as there is a many-to-many relationship between resources and service instances. A single service instance may serve many resources. For example, a personal profile service provider would typically serve up many profiles behind a single service instance. 
The figure below illustrates a Calendar Service Instance hosting the Calendar resource for various Principals (P1,P2,P3,P4,P5,P6). The various resource offerings, denoting the association of the calendar resource for each of the Principals with the Calendar Service Instance, are also depicted in the figure. In this specific case, there are six resource offerings.

The figure below depicts a single service instance hosting three different resources, namely Calendar, Contact Book and Personal Profile, for a specific Principal P1. The various resource offerings, denoting the association of the resources for the specific Principal with the common Service Instance, is also depicted in the figure. In this specific case, there are three resource offerings.


The schema below provides an illustration of a Resource Offering as the association between a Resource (depicted by ResourceID) and a ServiceInstance. In the example below, the ResourceOffering element has two child elements, the ResourceID and the ServiceInstance elements.  The uri http://CalendarServiceProvider.com/profiles/l4m0B82k15csaUxs in the ResourceID element denotes a specific Principal’s Calendar resource. The ServiceInstance element describes the service type, the service provider ID and a description of the service itself.
<ResourceOffering xmlns="urn:liberty:disco:2003-08">
<ResourceID>http://CalendarServiceProvider.com/profiles/l4m0B82k15csaUxs</ResourceID>
<ServiceInstance xmlns="urn:liberty:disco:2003-08">
<ServiceType>urn:CalendarService:2003-08</ServiceType>
<ProviderID>http://CalendarServiceProvider.com/</ProviderID>
<Description>
<SecurityMechID>urn:liberty:security:2003-08:TLS:SAML</SecurityMechID>
<Endpoint>https://soap.CalendarServiceProvider.com/soap/</Endpoint>
</Description>
</ServiceInstance>
</ResourceOffering>
6.7.1 Discovery Lookup

In order to obtain information on suitable resource offerings, a requester needs to initiate a discovery lookup procedure. The procedure described in Section 5.1 of [Liberty-idwsf-disco] MUST be followed. As indicated in the figure below, a requestor sends a Query message to the Discovery Service, which responds using a Query Response message.


The Discovery Lookup Query message from the Requestor to the Discovery Service MUST adhere to the specifications in Section 5.1.1 of [Liberty-idwsf-disco]. The Discovery Lookup Query contains the ResourceID element, which indicates to the Discovery Service the specific resource(s) being requested. 
The example below shows a Discovery Lookup Query schema.
<Query xmlns="urn:liberty:disco:2003-08">
<ResourceID> http://CalendarServiceProvider.com/profiles/l4m0B82k15csaUxs</disco:ResourceID>
<RequestedServiceType>
<ServiceType> urn:CalendarService:2003-08</disco:ServiceType>
</RequestedServiceType>
</Query>
The Discovery Lookup QueryResponse message from the Discovery Service to the Requestor MUST adhere to the specifications in Section 5.1.2 of [Liberty-idwsf-disco]. The Discovery Lookup QueryResponse message contains the ResourceOffering element(s) that satisfy the query.
The example below shows a Discovery Lookup QueryResponse schema.

<QueryResponse xmlns="urn:liberty:disco:2003-08">
<ResourceOffering xmlns="urn:liberty:disco:2003-08">
<ResourceID>http://CalendarServiceProvider.com/profiles/l4m0B82k15csaUxs</ResourceID>
<ServiceInstance xmlns="urn:liberty:disco:2003-08">
<ServiceType>urn:CalendarService:2003-08</ServiceType>
<ProviderID>http://CalendarServiceProvider.com/</ProviderID>
<Description>
<SecurityMechID>urn:liberty:security:2003-08:TLS:SAML</SecurityMechID>
<Endpoint>https://soap.CalendarServiceProvider.com/soap/</Endpoint>
</Description>
</ServiceInstance>
</ResourceOffering>
</QueryResponse>
6.7.2 Discovery Update

In order to insert, delete or modify Resource Offerings at a Discovery Service, a Discovery Update procedure needs to be initiated. The procedure described in Section 5.2 of [Liberty-idwsf-disco] MUST be followed. As indicated in the figure below, the initiator sends a Discovery Update Modify message to the Discovery Service, which in turn sends a Discovery Update ModifyResponse message back to the initiator. 

The Discovery Update Modify message from the Initiator to the Discovery Service MUST be as specified in Section 5.2.1 of [Liberty-idwsf-disco], while the Discovery Update ModifyResponse message from the Discovery Service to the Initiator MUST be as specified in Section 5.2.2 of [Liberty-idwsf-disco]. 

An example of Discovery Update Modify and ModifyResponse are included below.
<Modify xmlns="urn:liberty:disco:2003-08">
<ResourceID>http://example.com/disco/d0CQF8elJTDLmzEo</disco:ResourceID>
<InsertEntry>
<ResourceOffering xmlns="urn:liberty:disco:2003-08">
<ResourceID>http://CalendarServiceProvider.com/profiles/l4m0B82k15csaUxs</ResourceID>
<ServiceInstance xmlns="urn:liberty:disco:2003-08">
<ServiceType>urn:CalendarService:2003-08</ServiceType>
<ProviderID>http://CalendarServiceProvider.com/</ProviderID>
<Description>
<SecurityMechID>urn:liberty:security:2003-08:TLS:SAML</SecurityMechID>
<Endpoint>https://soap.CalendarServiceProvider.com/soap/</Endpoint>
</Description>
</ServiceInstance>
</ResourceOffering>
<AuthenticateRequester descriptionID Refs="saml"/>
<AuthorizeRequester descriptionIDRefs="samlclientTLS"/>
</InsertEntry >
<RemoveEntryentryID="1"/>
</Modify>
<ModifyResponse xmlns="urn:liberty:disco:2003-08" new EntryIDs="2">
<Status code="OK"/>
</ModifyResponse>
[Liberty-idwsf-disco] “Liberty ID-WSF Discovery Service Specification,” Version 1.0, Liberty Alliance Project.

6.8 LUAD

Definition: “User agents and devices that send or consume protocol messages specified in the ID-WSF (or ID-FF) specifications are called Liberty enabled User Agents and Devices. The defining characteristic of a LUAD is that it is closely associated with one user (or a few users, such as a family).” [Liberty-idwsf-client-profiles-v1.1]
It is possible that a Web Service Consumer (WSC) or a Web Service Provider (WSP) is associated with one or a few users, rather than many users. User agents and devices hosting such WSCs or WSPs are known as Liberty enabled User Agents and Devices (LUAD). When this is the case, the mechanisms specified in [Liberty-idwsf-client-profiles-v1.1] MUST be adhered to.
6.8.1 LUAD acting as WSC

When a LUAD acts as a WSC, the mechanisms specified in Section 3 of [Liberty-idwsf-client-profiles-v1.1] MUST be adhered to. A LUAD WSC may not be associated with a browsing session.
6.8.2 LUAD acting as WSP

When a LUAD acts as a WSP, the mechanisms specified in Section 4 of [Liberty-idwsf-client-profiles-v1.1] MUST be adhered to.

[Liberty-idwsf-client-profiles-v1.1] “Liberty ID-WSF Profiles for Liberty Enabled User Agents and Devices,” Version 1.1, Liberty Alliance Project.

6.9 Security

6.9.1 Authentication

Two types of authentication mechanisms are specified in order to accommodate various deployment scenarios - Peer Entity authentication and Message Authentication.

· Peer Entity Authentication: When a Web Services Requestor (WSR) interacts directly with a Web Services Provider (WSP), the Provider may use the communication channel authentication feature to convey its identity. A candidate mechanism is SSL3.0/TLS1.0 client-side X.509 v3 certificate based authentication. When communicating Providers use Peer Entity Authentication, the procedures specified in Section 6.2 of [Liberty-IDWSF-Security-Mechanisms] MUST be adhered to. The null and peer entity authentication mechanisms, as specified in Section 6.2 of [Liberty-IDWSF-Security-Mechanisms] MUST be supported.

· Message authentication: When a WSR interacts with a WSP via one or more active intermediaries (e.g. proxy), the Provider may explicitly convey its identity to the recipient. Two types of message authentication MAY be supported:

· X.509 v3 Certificate Message Authentication

· SAML Assertion Message Authentication

· When communicating Providers use Message Authentication, the procedures specified in Section 6.3 of [Liberty-IDWSF-Security-Mechanisms] MUST be adhered to. The null and bearer message authentication mechanisms, as specified in Section 6.3 of [Liberty-IDWSF-Security-Mechanisms] MUST be supported.

6.9.2 Confidentiality and Privacy

Confidentiality and privacy mechanisms are needed to guarantee that transported information will only be understandable by the authorised parties. Confidentiality mechanisms are provided at multiple levels, namely transport, message and resource identifier level. Such mechanisms MUST adhere to Section 5 of [Liberty-IDWSF-Security-Mechanisms].

· Transport Layer Channel Protection: When the communicating providers interact directly without any active intermediary (e.g. proxy), then transport layer protection mechanism can insure integrity and confidentiality of messages exchange. Suitable SSL/TLS cipher-suites MUST be used to achieve transport layer channel protection.  As specified in Section 5.1 of [Liberty-IDWSF-Security-Mechanisms], the following SSL/TLS cipher-suites SHOULD be used:

·  TLS_RSA_WITH_RC4_128_SHA
· TLS_RSA_WITH_3DES_EDE_CBC_SHA
· TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
· TLS_RSA_WITH_AES_CBC_SHA
· TLS_DHE_DSS_WITH_AES_CBC_SHA 
Other protocols such as Kerberos and IPSEC MAY be used as long as they provide an equivalent level of protection.

· Message Confidentiality Protection: In the presence of active intermediaries (e.g. proxy, gateway, broker) the integrity and confidentiality of message exchanges between communicating Providers MUST be assured at the message level. In this case communicating peers MUST protect sensitive information from unauthorized entities. As specified in Section 5.2 of [Liberty-IDWSF-Security-Mechanisms], to fulfil this requirement, peers MUST use the confidentiality mechanisms specified in [wss-sms] to encrypt the child elements of the SOAP body.

· Identifier Privacy Protection: When information conveyed by a trusted authority for consumption by the invoked services contains privacy sensitive data (e.g. federate name space identifier), such information MUST be protected from untrusted intermediary entities. The encryption of the Name Identifier and/or the URI mechanism MUST be available. The procedures specified in Section 5.3 of [Liberty-IDWSF-Security-Mechanisms] MUST be adhered to.

6.9.3 Authorization

In order to generate, convey and consume authorization information, the procedures specified in Section 8 of [Liberty-IDWSF-Security-Mechanisms] MUST be adhered to. The authorization mechanisms rely upon XML schema support, in order to foster conveyance of authorization information within a given message exchange. These include proxy schema for conveying the identity of a proxy, session context to convey session status from an entity to another, and resource access to convey information regarding the accessing entity and the resource for which access is being attempted.
6.9.4 Message Correlation

The messages exchanged between participants of the protocol MAY require assurance that a response correlates to its request. In order to do this, the Request may include a correlation element in the message header in order to address this issue. The mechanisms specified in [LibertySOAPBinding] MUST be adhered to.

[Liberty-IDWSF-Security-Mechanisms-v1.0] “Liberty ID-WSF Security Mechanisms,” Version 1.0, Liberty Alliance Project.
6.10 Bootstrapping Identity based Web Services Framework
In order to access the Identity based Web Services Framework, two mechanisms are provided: 

· The Discovery Service bootstrap
· Authentication Service and SSO Service
6.10.1 Discovery Service Bootstrap

The Discovery Service Bootstrap is a mechanism by which an Identity Provider can provide a Service Provider with resource offerings needed to contact a Discovery Service, by leveraging the Identity Federation Framework. When the Discovery Service Bootstrap is supported, the mechanisms specified in Section 6 of [Liberty-idwsf-disco] MUST be adhered to.
6.10.2 Authentication Service

The Authentication Service is a mechanism by which an Identity Provider can provide a Service Provider with resource offerings needed to contact other Providers including the Discovery Service. When the Authentication Service is supported, the mechanisms specified in Section 5 of [Liberty-idwsf-AuthnSSO] MUST be adhered to.
6.10.3 SSO Service

When the SSOS is supported, the mechanisms specified in Section 6 of [Liberty-idwsf-AuthnSSO] MUST be adhered to.

[Liberty-IDWSF-AuthnSSO] “Liberty ID-WSF Authentication Service and Single Sign-On Service Specification,” v1.1, Liberty Alliance.

6.6 Dynamic Proxying of identity Providers

Dynamic proxying of Identity Providers enables an Identity Provider receiving an authentication request requesting authentication of a Principal, to proxy the authentication request to another Identity Provider that may have already authenticated the Principal. Dynamic proxying of Identity Providers MUST follow the mechanism specified in Section 3.2.2.7 of [Liberty-idff-protocols-schema-v1.2]. 
5 Description of Functional Elements

5.1 Service Provider

As defined in Section 3.2, a Service Provider is “an entity that provides services and/or goods to Principals.” 
A Service Provider may act as a Web Services Requestor (WSR) in its interaction with an Attribute Provider that is acting as a Web Services Provider (WSP). In such a case, the Service Provider may use the Attribute Query mechanism to request attributes from the Attribute Provider. When a Service Provider makes an attribute query to an Attribute Provider using the <Query> element, the Service Provider MAY include a <UsageDirective> header that indicates its policies for handling the attributes. The Service Provider may also use the Attribute modification mechanism to modify attributes pertaining to a Principal at the Attribute Provider.
A Service Provider may also take on the role of a LUAD Web Service Consumer (WSC) when it resides on a Liberty User Agent and Device (LUAD).
5.2 Identity Provider

As defined in Section 3.2, an Identity Provider is a “special type of Service Provider role that creates, maintains, and manages Identity information for Principals, and can provide an Authentication Assertion to other Service Providers within an Authentication Domain (or even a Circle of Trust).” When Identity Federation for a specific Principal occurs between a Service Provider and an Identity Provider, then Single Sign On is possible for that Principal. The Service Provider may also belong to an affiliation.
5.3 Discovery Service

As defined in Section 3.2, the Discovery Service “allows requesters to discover resource offerings.” A resource offering, as defined in Section 3.2, is “the association of a resource and a service instance. This association is necessary as there is a many-to-many relationship between resources and service instances. A single service instance may serve many resources. For example, a personal profile service provider would typically serve up many profiles behind a single service instance, as having a separate protocol endpoint for each profile would be impractical.”

When a Service Provider wishes to determine the Attribute Provider(s) hosting required resource(s) on behalf of a specific Principal, it MAY contact a Discovery Service to obtain such information. The Discovery Service MAY also provide the requesting Service Provider with necessary credentials needed to access the Attribute Provider.

In order to obtain information on suitable resource offerings, a requester needs to initiate a discovery lookup procedure at the Discovery Service. In order to insert, delete or modify Resource Offerings at a Discovery Service, a Discovery Update procedure needs to be initiated at the Discovery Service.
5.4 Attribute Provider

As defined in Section 3.2, an Attribute Provider is “a special type of Service Provider, whose service is to provide Attributes about a Principal.”
An Attribute Provider may act as a Web Services Provider (WSP) in its interaction with a Service Provider that is acting as a Web Services Requester (WSR). In such a case, when the Service Provider uses the Attribute Query mechanism to request attributes from the Attribute Provider, the Attribute Provider may respond with the attributes requested. When the Attribute Provider responds to the Service Provider with a <QueryResponse> element, the Attribute Provider MAY include a <UsageDirective> header that indicates its policies for subsequent use of the released attributes.

When the Service Provider uses the Attribute modification mechanism to modify attributes pertaining to a Principal at the Attribute Provider, the Attribute Provider responds with a modification response message.

The Attribute Provider may be hosted on a device that does not support a HTTP server, or that is not generally reachable or addressable from the Internet, in which case the PAOS mechanism may be used to retrieve attributes from the Attribute Provider.
Appendix A. Static Conformance Requirements (Normative)


The notation used in this appendix is specified in [CREQ].

A.1 IdP

	Item
	Function
	Reference
	Status
	Requirement

	NI-IdP-001
	DS Bootstrap, Authentication Service, SSO Service
	6.10
	M
	NI-IdP-002 OR NI-IdP-003

	NI-IdP-002
	DS Bootstrap
	6.10.1
	O
	NI-IdP-002

	NI-IdP-003
	Authentication Service
	6.10.2
	O
	NI-IdP-004

	NI-IdP-004
	SSO Service
	6.10.2
	O
	

	NI-IdP-005
	Basic Security Mechanisms
	6.9
	M
	NI-IdP-006

	NI-IdP-006
	Authentication
	6.9.1
	M
	

	NI-IdP-007
	Confidentiality
	6.9.2
	O
	

	NI-IdP-008
	Authorization
	6.9.3
	O
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Table 1: SCR for IdP

A.2 DS

	Item
	Function
	Reference
	Status
	Requirement

	NI-DS-001
	Discovery Service
	6.7
	M
	NI-DS-002 AND NI-DS-003

	NI-DS-002
	Discovery Lookup
	6.7.1
	M
	

	NI-DS-003
	Discovery Update
	6.7.2
	M
	

	NI-DS-004
	Interaction Service
	6.5
	O
	NI-DS-005

	NI-DS-005
	Interaction Redirect
	6.5.1
	O
	

	NI-DS-006
	LUAD
	6.8
	O
	NI-DS-007

	NI-DS-007
	LUAD as DS
	6.8.3
	O
	

	NI-DS-008
	PAOS
	6.3
	O
	

	NI-DS-009
	Basic Security Mechanisms
	6.9
	M
	NI-DS-010

	NI-DS-010
	Authentication
	6.9.1
	M
	

	NI-DS-011
	Confidentiality
	6.9.2
	O
	

	NI-DS-012
	Authorization
	6.9.3
	O
	

	NI-DS-013
	
	
	
	

	NI-DS-014
	
	
	
	

	NI-DS-008
	
	
	
	

	
	
	
	
	


Table 2: SCR for DS
A.3 SP

	Item
	Function
	Reference
	Status
	Requirement

	NI-SP-001
	Affiliation
	6.1
	M
	

	NI-SP-002
	Attribute Query
	6.2
	O
	

	NI-SP-003
	Attribute Modification
	6.3
	O
	

	NI-SP-004
	Usage Directives
	6.4
	O
	

	NI-SP-005
	Discovery Lookup
	6.7.1
	O
	

	NI-SP-006
	Interaction Redirect
	6.5.1
	O
	

	NI-SP-007
	PAOS
	6.3
	O
	

	NI-SP-008
	Basic Security Mechanisms
	6.9
	M
	NI-SP-009

	NI-SP-009
	Authentication
	6.9.1
	M
	

	NI-SP-010
	Confidentiality
	6.9.2
	O
	

	NI-SP-011
	Authorization
	6.9.3
	O
	

	
	
	
	
	

	
	
	
	
	


Table 3: SCR for SP

A.4 LUAD WSC

	Item
	Function
	Reference
	Status
	Requirement

	NI-SP-001
	Affiliation
	6.1
	M
	

	NI-SP-002
	Attribute Query
	6.2
	O
	

	NI-SP-003
	Attribute Modification
	6.3
	O
	

	NI-SP-004
	Usage Directives
	6.4
	O
	

	NI-SP-005
	Discovery Lookup
	6.7.1
	O
	

	NI-SP-006
	Interaction Redirect
	6.5.1
	O
	

	
	
	
	
	

	NI-SP-007
	Basic Security Mechanisms
	6.9
	M
	NI-SP-008

	NI-SP-008
	Authentication
	6.9.1
	M
	

	NI-SP-009
	Confidentiality
	6.9.2
	O
	

	NI-SP-010
	Authorization
	6.9.3
	O
	

	NI-SP-011
	Authentication Service
	6.10.2
	M
	

	NI-SP-012
	SSO Service
	6.10.3
	O
	


Table 4: SCR for LUAD WSC

A.5 LUAD WSP

	Item
	Function
	Reference
	Status
	Requirement

	NI-SP-001
	Affiliation
	6.1
	M
	

	NI-SP-002
	Attribute Query
	6.2
	O
	

	NI-SP-003
	Attribute Modification
	6.3
	O
	

	NI-SP-004
	Usage Directives
	6.4
	O
	

	NI-SP-005
	Discovery Lookup
	6.7.1
	O
	

	NI-SP-006
	Interaction Service
	6.5
	O
	

	NI-SP-007
	PAOS
	6.3
	O
	

	NI-SP-008
	Basic Security Mechanisms
	6.9
	M
	NI-SP-009

	NI-SP-009
	Authentication
	6.9.1
	M
	

	NI-SP-010
	Confidentiality
	6.9.2
	O
	

	NI-SP-011
	Authorization
	6.9.3
	O
	

	
	
	
	
	

	
	
	
	
	


Table 5: SCR for LUAD WSP

A.6 AP

	Item
	Function
	Reference
	Status
	Requirement

	NI-AP-001
	Affiliation
	6.1
	M
	

	NI-AP-002
	Attribute Query
	6.2
	M
	

	NI-AP-003
	Attribute Modification
	6.3
	M
	

	NI-AP-004
	Usage Directives
	6.4
	O
	

	NI-AP-005
	Interaction Service
	6.5
	O
	NI-AP-006

	NI-AP-006
	Interaction Redirect
	6.5.1
	O
	

	NI-AP-007
	Basic Security Mechanisms
	6.9
	M
	NI-AP-008

	NI-AP-008
	Authentication
	6.9.1
	M
	

	NI-AP-009
	Confidentiality
	6.9.2
	O
	

	NI-AP-010
	Authorization
	6.9.3
	O
	

	
	
	
	
	


Table 6: SCR for AP

A.7 IS

	Item
	Function
	Reference
	Status
	Requirement

	NI-IS-001
	Interaction Service
	6.5
	M
	NI-IS-002

	NI-IS-002
	Interaction Redirect
	6.5.1
	M
	

	NI-IS-003
	Basic Security Mechanisms
	6.9
	M
	NI-IS-004

	NI-IS-004
	Authentication
	6.9.1
	M
	

	NI-IS-005
	Confidentiality
	6.9.2
	O
	

	NI-IS-006
	Authorization
	6.9.3
	O
	

	
	
	
	
	

	
	
	
	
	


Table 7: SCR for IS
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Discovery Service





Initiator





Discovery Lookup Query Response





Discovery Lookup Query





Discovery Service





Requestor





Query Response


(Usage Directive)





Query


(Usage Directive)





Attribute Provider





Service Provider





Calendar Resource for Principals P1,P2,…,P6








Calendar Service Instance





Resource Offerings: Association of Calendar Resource for Pi with Calendar Service Instance























Personal Profile








Contact Book





P1





P2





P3





P4





P5





P6








Calendar





Resource Offerings: Association of Various Resources for P1 with Different Service Instances








Service Instance








Various Resources for Principal P1




















Query


(Usage Directive)RedirectRequest





Attribute Provider





Service Provider
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