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1 Reason for Change

Comments and Revisions to the Text provided in OMA-MWS-2005-0038-Intro-Text for the “Introduction” section of the Network Identity Phase 2 Technical Specification (TS) Document are proposed.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the Revisions to OMA-MWS-2005-0038-Intro-Text provided in section 6 below in the contents of section 4 of the next TS revision.

6 Detailed Change Proposal

Comments 
4.1 OWSER Core Web Services Without OWSER Network Identity
The OWSER Enabler Release includes a Core specification defining  standard  protocols to be used in interactions between Web Service Requestors and Web Service Providers  including an XML Message Envelope (SOAP) , a Web Services Registry access protocol (UDDI) and  mechanisms for encapsulating security tokens as header elements in a SOAP message envelope  (OASIS Web Services. Security) 
The following diagram and associated flows illustrate the Web Service interactions enabled by the OWSER Core specification in the absence of Network Identity protocols and services 
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The execution flow for diagram above follows.

1. Web Service Requestor determines how to locate and interact with a Web Service Provider
1 A) Web service requestor uses out-of-band information, such as local configuration information to identify a particular Web Service provider, or
1 B) Web Service Requestor uses a Web Services Registry to locate a Web Service Provider offering the desired service.
1B1. Web service requestor uses out-of-band information, such as local configuration information to identify a particular Web service Registry. 

1B2. Web Service Requester populates a UDDI Query message 

1B3. Web Service Requestor sends the query message to the Registry 

1B4. Web Service registry returns a response message containing information enabling the Web Services Requestor to locate and communicate with a Web Service Provider offering the desired service

2. Web Service Requester populates a message described with WSDL that is conformant to the SOAP/HTTP content described, encapsulates a security token in a SOAP header as specified by the OWSER Core to populate the requester identity and credentials.

3. Web Service Requestor sends the message to the Web Service Provider.

4. The Web Service Provider receives the messages, extracts and processes the security token contained in the security header in order to authenticate the user, performs its function and populates the response message with the attribute information.
5. The response message is returned to the Web Service Requester.

Note: this example is simplified for clarity, and does not reflect elements such as encryption, signing, proxies and other elements or functions that are covered by OWSER Core.

4.2 Web Services using OWSER Network Identity
The foundations of Network  Identity are laid down  in the OWSER V1.0 Network Identity specifications, based on the Liberty Alliance Identity Federation Framework (ID-FF)  which define a distinguished Service provider, the Identity Provider, and associated protocols , (Identity Federation, Name Registration) that together  enable management of Federated user identities across multiple Service Providers within a Circle of Trust while allowing users to manage and  control the identifiers by which they are  known at any individual Service Provider (thus protecting the user’s privacy across multiple, independent interactions with multiple Service Providers). The  OSWER V1.0 Network Identity specifications also define  Single Signon services that leverage Identity Federation  to allow users of Web-based Application Service Providers  to authenticate to multiple such Services Providers  within a Circle of Trust via  the sharing an of an authentication event at a  trusted party (the Identity Provider).

This specification builds on those foundations by providing additional mechanisms, based on the Liberty Alliance Identity Web Services Framework (ID-WSF) and conformant to the OWSER core specifications that enable applications to leverage Federated Identity and Single Signon in Web service interactions between WSRs and WSPs and to provide seamless access to users’ identity attributes in a privacy-protected manner.  This specification defines a class of Web Service Provider, an Attribute Provider, and associated protocols used to manage access to users’ identity attributes (subject to user consent).  A distinguished Attribute Provider, the ID-WSF Discovery Service, enables discovery by a WSR of the Attribute Providers capable of providing identity attributes associated with a particular user and optionally, provides assertions than can be used by WSRs in subsequent Web service interactions with those Attribute Providers.

4.2.1 Accessing a User’s Identity Attributes 

The following diagram and associated flows describe the interactions needed to access a user’s identity attributes at an Attribute Provider
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The execution flow for diagram above follows.

1. WSR authenticates the user by issuing an ID-FF authentication request to the IdP. 

Note: The ID-FF authentication request utilizes redirection through the application client as described in detail in the OWSER v1.0 Network Identity specifications and OWSER Network Identity Phase 2 Architecture document. The details are not repeated here
.

2 IdP returns an ID-FF SAML assertion authenticating the user to the WSR and a ID-WSF resource offering for the user’s ID-WSF Discovery Service
3. WSR uses the resource offering and SAML Assertion provided by the IdP to bind and authenticate to the user’s ID-WSF Discovery Service and request a ID-WSF resource offering and SAML Assertion for an Attribute Provider capable of providing the desired user Identity Attributes.
4. ID-WSF Discovery Service authenticates the WSR and populates a response message containing a ID-WSF resource offering and SAML assertion for an Attribute Provider capable of providing the desired user Attributes.

5. ID-WSF Discovery Service returns the response message to the WSR

6. WSR uses the resource offering and SAML assertion provided by the ID-WSF Discovery Service to authenticate to the attribute Provider and request the desired Attributes 
7. Attribute Provider authenticates the WSR and populates a response message containing the desired Attributes

8. Attribute Provider returns the Response to the WSR 
Note: this example is simplified for clarity, and does not reflect elements such as encryption, signing, proxies and other elements or functions that are covered by Liberty specifications.

4.2.3 Single Signon in a Web Services Environment
For a Web Services based environment, a Liberty IdP can offer Single sign-on (SSO) services to a Web Service Requester (WSR) by supporting the ID-WSF Authentication Service and the ID-WSF Single Sign-on Service.  Note that a WSR cannot use the Liberty ID-FF SSO service of OWSER 1.0 NI directly, as these were designed for a browser-based environment, where the SSO to a Service Provider (SP) was achieved through browser redirection of the authentication request.

In the absence of the browser redirection feature, a WSR authenticates directly with the IdP and convey the results of this authentication event to any SP (WSP) it interacts with within the Circle of Trust. The IdP must support the Liberty ID-WSF Authentication Service, which uses the standard SASL protocols to implement authentication exchanges.

The result of the authentication includes a resource offering to an ID-WSF Single Sign-on Service (SSOS). The WSR then interacts with the SSOS to obtain appropriate credentials to interact with any WSP within the Circle of Trust. The authentication request/response information in this interaction with the SSOS is exactly the same as that for browser based SSO, only the encapsulating protocol and transfer mechanisms are different. 

One option, for a Liberty ID-WSF enabled WSR, is where the SSOS returns the resource offering for a special WSP, the Discovery Service for a Principal’s attributes. This DS may, in turn, be queried to obtain the resource offering for the WSP hosting the resource corresponding to a particular attribute.

Note that the ID-WSF Authentication Service and SSOS are available to any WSR for interactions that need not be related to accessing a user’s identity attributes.

Note also that this solution continues to preserve the user’s privacy through the use of anonymous or pseudonymous name identifiers valid at a specific WSP. Such identifiers were set at the time of identity federation.

The use of the Authentication Service and the SSOS is described below.
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The execution flow for diagram above follows.

1 WSR determines how to locate and interact with a Web Service Provider. 

1A. Web service requestor uses out-of-band information, such as local configuration information to identify a particular Web Service provider, or

1B. Web Service Requestor uses a Web Services Registry to locate a Web Service Provider offering the desired service

Note: The detailed interactions for 1B are identical for those described for 1B in section 4.2 and are not repeated here.
2 WSR uses out-of-band information, such as local configuration information to identify an ID-WSF Authentication Service.

3. WSR populates an ID-WSF Authentication Service Request as needed to acquire a security token enabling it to authenticate to the ID-WSF SSOS service.

4. WSR sends the authentication request to the ID-WSF Authentication Service.

5. ID-WSF Authentication Service validates the Authentication Request and populates an Authentication Response .containing a security token enabling the WSR to authenticate to the ID-WSF SSOS.

6. ID-WSF Authentication Service returns the Authentication Reponses to the WSR.
7. WSR populates an ID-WSF SSOS request including a SOAP Header containing the token obtained from the ID-WSF Authentication Service and a SOAP body containing an ID-FF Authentication Request.
.8. WSR sends a request to the ID-WSF SSOS asking for an assertion enabling to it interact with the WSP

9. ID-WSF SSOS validates the request and populates a SOAP response message containing an ID-FF authentication response

10. ID-WSF SSOS returns the response message to the WSR

11. WSR sends the request to the WSP and receives a response. 

Note: The details of this interaction are identical to those described in bullets 2-5 in section 4.1 above and are not repeated here.
Note: this example is simplified for clarity, and does not reflect elements such as encryption, signing, proxies and other elements or functions that are covered by Liberty specifications.
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