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1 Reason for Change

Remove Network Identity information and references from Core Specification document.
2 Impact on Backward Compatibility

None, Network Identity function now addressed in its own enabler (OWSER NI).
3 Impact on Other Specifications

None, Network Identity function now addressed in its own enabler (OWSER NI).
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Update the Core Specification document to include the changes to remove Network Identity information and references.
6 Detailed Change Proposal

7. Scope

This document is part of a group of documents [OWSEROvw] [OWSERBP] that will be used to specify components of the OMA Web Services Enabler Release (OWSER). This document specifies the Web Service technologies that will be used to publish, discover and use these components in a secure, controlled and auditable manner.

The OMA Web Services Enabler (OWSER) defines the means by which OMA applications can be exposed, discovered and consumed using Web Services technologies.  The purpose of the OWSER is to provide designers of Web Services within OMA with solutions to common functions using Web Services technologies.  Without such a framework, designers of Web Services within OMA would almost certainly try to solve these problems on their own, each in their own way.  Such an effort would inevitably lead to brittle implementations, interoperability problems, and increased time to market. These goals are consistent with those expressed in the OMA Service Enabler Strategy White Paper [OMASES]. 

The OMA Web Services Enabler (OWSER): Overview document [OWSEROvw] provides the rationale for using Web Services and an overview of the technologies to implement a set of identified common functions that are expected to be available to all OMA applications.


The OMA Web Services Enabler (OWSER) Best Practices: WSDL Style Guide [OWSERBP] provides non-normative information on the use of WSDL that may be used by OMA-defined Web Services.

7.3 Informative References

	[WSDL1.2]
	“Web Services Description Language (WSDL) Version 2.0 Part 1: Core Language”, R. Chinnici, M. Gudgin, J-J. Moreau, S. Weerawarana , W3C Working Group Draft, URL:http://www.w3.org/TR/wsdl20/ 

“Web Services Description Language (WSDL) Version 2.0 Part 2: Message Patterns”, M. Gudgin, A. Lewis, J. Schlimmer, W3C Working Group Draft, URL:http://www.w3.org/TR/wsdl20-patterns/
“Web Services Description Language (WSDL) Version 1.2 Part 3: Bindings”, J-J. Moreau, J. Schlimmer, W3C Working Group Draft, URL:http://www.w3.org/TR/wsdl12-bindings/

	[XMLInfoSet]
	W3C Recommendation "XML Information Set", J. Cowan, R. Tobin, October 2001, URL:http://www.w3.org/TR/2001/REC-xml-infoset-20011024/

	[SAML-Security]
	“Security and Privacy Considerations for the OASIS Security Assertion Markup Language (SAML)”, Committee Specification 01, 31 May 2002, URL:http://www.oasis-open.org/committees/download.php/1375/oasis-sstc-saml-sec-consider-1.0.pdf

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. IETF RFC 2234, D. Crocker, Ed., P. Overell, November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[P3P]
	“The Platform for Privacy Preferences 1.0 (P3P1.0) Specification”, Lorrie Cranor, Marc Langheinrich, Massimo Marchiori, Martin Presler-Marshall, Joseph Reagle, W3C Recommendation 16 April 2002, URL:http://www.w3.org/TR/2002/REC-P3P-20020416/

	[DOS]
	“DOS-resistant Authentication with Client Puzzles”, Tuomas Aura, Pekka Nikander and Jussipekka Leiwo, URL:http://research.microsoft.com/users/tuomaura/Publications/aura-nikander-leiwo-protocols00.pdf

	[MIME]
	“Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies”, IETF RFC 2045, November 1996, URL:http://www.ietf.org/rfc/rfc2045.txt

	[OWSEROvw]
	“OMA Web Services Enabler (OWSER): Overview”, Version 1.1, Open Mobile Alliance(, URL:http://www.openmobilealliance.org/ 

	
	

	[OWSERBP]
	“OMA Web Services Enabler (OWSER) Best Practices: WSDL Style Guide”, Version 1.1, Open Mobile Alliance(, URL:http://www.openmobilealliance.org/

	[SOAP1.2]
	"SOAP Version 1.2 Part 0: Primer", Nilo Mitra, W3C Recommendation, 24 June 2003, URL:http://www.w3c.org/TR/2003/REC-soap12-part0-20030624/
"SOAP Version 1.2 Part 1: Messaging Framework", Martin Gudgin, Marc Hadley, Noah Mendelsohn, Jean-Jacques Moreau, Henrik Frystyk Nielsen, W3C Recommendation, 24 June 2003, URL:http://www.w3c.org/TR/2003/REC-soap12-part1-20030624/ 

"SOAP Version 1.2 Part 2: Adjuncts", Martin Gudgin, Marc Hadley, Noah Mendelsohn, Jean-Jacques Moreau, Henrik Frystyk Nielsen, W3C Recommendation, 24 June 2003, URL:http://www.w3c.org/TR/2003/REC-soap12-part2-20030624/ 

	[STG]
	“Security Taxonomy and Glossary”, L. Wheeler, URL:http://www.garlic.com/~lynn/secure.htm 

	[WSGloss]
	“Web Services Glossary”, W3C Working Draft , 8 August 2003, URL:http://www.w3.org/TR/2003/WD-ws-gloss-20030808/

	[21CFR11]
	21 CFR Part 11. Electronic Records; Electronic Signatures; Final Rule Electronic Submissions; Establishment of Public Docket; Notice, URL:http://21cfrpart11.com/files/library/government/21cfrpart11_final_rule.pdf

	[OCSP]
	"X.509 Internet Public Key Infrastructure – Online Certificate Status Protocol - OCSP," M. Myers, et al., IETF RFC 2560, June 1999, URL:http://ietf.org/rfc/rfc2560.txt

	[RFC2828]
	“Internet Security Glossary”, R. Shirley, IETF RFC 2828, May 2000, URL:http://www.ietf.org/rfc/rfc2828.txt .

	[WebArch]
	“Web Services Architecture Requirements”, W3C Working Draft, Aug 8, 2003, URL:http://www.w3.org/TR/2003/WD-ws-arch-20030808/

	[X800]
	CCITT Recommendation X.800 (1991), “Security architecture for Open Systems Interconnection for CCITT applications”, URL:http://online.vsi.ru/library/ITU-T/original/recs/x/x.0800e.zip

	[OCSPProf]
	“Online Certificate Status Protocol Mobile Profile, Version 1.0”, Open Mobile Alliance(, OMA-WAP-OCSP-200211210-d, URL:http://www.openmobilealliance.org/

	[OMADict]
	“Dictionary for OMA Specifications Version 1.0”, Open Mobile Alliance(, OMA-Dictionary-V1_0, URL:http://www.openmobilealliance.org

	[XACML]
	“eXtensible Access Markup Language (XACML) Version 1.0”, OASIS Standard, 18 February 2003, URL:http://www.oasis-open.org/committees/download.php/2406/oasis-xacml-1.0.pdf

	[OMASES]
	“OMA Service Enabler Strategy White Paper, Version 1.1”, Open Mobile Alliance(, OMA-WP-SvcEnablerStrat-V1_1, URL:http://www.openmobilealliance.org/

	[RFC3280]
	 “Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile”, R. Housley, W. Ford, W. Polk, D. Solo, IETF RFC 3280, April 2002 URL:http://www.ietf.org/rfc/rfc3280.txt

	[WSS-SAML]
	"Web Services Security: SAML Token Profile", OASIS Working Draft, URL: http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wss

	[WSS-Kerberos]
	"Web Services Security Kerberos Token Profile", OASIS Working Draft, URL:http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wss

	[XKMS]
	“XML Key Management Specifications (XKMS 2.0)”, W3C Candidate Recommendation, 5 April 2004, URL:http://www.w3.org/TR/xkms2/


7.4 Security

This section provides an informative sub-section describing security services and a normative sub-section for technologies that may be used to implement such security services.  This specification incorporates existing standards by reference, and adds additional profiling where needed.  In some cases, the referenced standards are drafts, subject to change. They are referenced because of high maturity or acceptance, with the knowledge that they will change before final release. 

The following list the goals and non-goals for providing security specifications for the OWSER.

Goals:

· Specify Web Services security technology suitable for heterogeneous infrastructure environments including Web Service nodes that are limited in processing power and network access, as well as nodes that are not restricted by such factors.  

NOTE: This version of the specification does not specifically address the requirements of Web Service nodes that have such limiting factors.


· Use existing and emerging XML and Web Services security standards.

· Specify Web Services security technology suitable for environments where resource-constrained devices are possible Web Service nodes. 

NOTE: This version of the specification does not consider aspects of Web Service nodes that have any constraining factors.
Non-Goals:

· Define terminal specific definitions to meet terminal requirements (these may be specified in a different specification, or a subsequent version of this specification).

· Define PKI for mobile (see WAP work).

· Provide a tutorial introduction to XML and Web Services security.

· Specify a complete solution for non-repudiation.

· Address security or privacy aspects of identity management.
Security considerations include the following:

· Support for security features to address security threats, risk and vulnerabilities. These features are discussed below and include support for confidentiality, integrity, authentication, authorization, access control, privacy, key management and security policy. Considerations to address the threat of non-repudiation are also discussed.

· Allow multiple security token formats, multiple security algorithms and technologies, extensible mechanisms.

· Flexibility of choice of protocol layer for applying security, enabling cost effective choices to meet varying risks.

· Consideration of different device capabilities and requirements.

· Consistency with other efforts, including the W3C Web Services Architecture working group, the OASIS WS-Security TC, WS-I basic security profile and other efforts.

7.4.1 Security Services (informative)

The security services in this section are intended to identify the security requirements of OMA Web Services and to describe the traditional security goals of reducing vulnerabilities of information, assets and resources. 

Important security services include confidentiality, integrity, authentication, authorization, access control, non-repudiation, privacy, key management and security policy. An important consideration is the mitigation of denial of service attacks. This section summarizes the features and their relevant technologies allowing the normative section that follows to focus on profiling of standard technologies for OMA.










NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

