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1 Reason for Contribution

IETF GEOPRIV WG is developing a common policy authorization framework (draft-ietf-gepriv-common-policy-00). The common policy framework provides an extensible way for defining authorization policies for accessing any resource. The common framework is currently already used e.g. for location information access authorization, and presence authorization. The common policy framework fulfills the needs of OMA PoC Access List management, and therefore it is proposed that the common policy based authorization rules are used to implement the OMA Access List management.

The below text is from OMA-RD_PoC-V1_0-20040506-C just to clarify the requirement:

2.1.1.1 PoC accept / reject list and answer mode management

On the reject list the PoC subscriber maintains the identities of PoC subscribers and/or PoC groups from whom the PoC subscriber does not wish to receive PoC session invitiations. 

On the accept list, the PoC subscriber maintains the identities of PoC subscribers and/or PoC groups from whom the PoC subscriber agrees to receive PoC session invitations.  In addition to the accept list, there is a single auto-answer mode flag which is applicable to PoC subscribers and/or PoC groups on the accept list.  If the PoC subscriber sets the auto-answer mode flag ON, PoC session invitations from the accept list PoC subscribers and/or PoC groups SHALL be answered automatically. If the auto-answer mode flag is set to OFF, then the manual-answer mode is applied.

The PoC service entity SHALL maintain a list of sources per PoC subscriber that are to be rejected with no noticification to the PoC subscriber.

The PoC service entity SHALL reject PoC session invitations destined for a PoC subscriber when he has notified the service provider that he wishes to reject all PoC session invitations from the specified sources.
2 Summary of Contribution

This contribution proposes an XCAP application usage for managing Access Lists.

3 Detailed Proposal

[All new text]

5.1.2 Access List Management
Access list management shall use the common policy authorization framework as defined in [draft-geopriv-common-policy-00]. The access list management is used to allow or deny access to a resource. The access lists SHALL be managed by XCAP application usage for access list management as defined  in subsection 5.1.2.1

5.1.2.1 XCAP Application Usage for Access List Management

This section describes how XCAP is used to manipulate access lists. The XCAP Application Unique Identifier and other data required for any XCAP application usage are defined in [OMA-PAG-GM-Spec].

5.1.2.1.1 Structure of Access Lists

An access list contains two logical functions: the accept list and a reject list. The access list contains the following information elements:

· PoC subscriber identities from whom the user is willing to receive session invitations

· PoC subscriber identities from whom the user is not willing to receive session invitations

· Answer mode setting

NOTE: The access list may be extended later with additional attributes.

The access list document contains any number of rules, all of which are matched against the request according to the principles described below. 

A rule contains three main elements: conditions, actions, and transformations [draft-ietf-geopriv-common-policy-00].

The conditions defines the conditions that need to be met before a certain rule is applied. The actions and transformations parts define the operations the server MUST execute before initiator of the request (the caller) is allowed to progress with the session invitation. 

5.1.2.1.2 Conditions

Only one condition element is defined here:

· identity

The identity element defines the identity against which the caller’s identity is matched. If the identities match, the rule in question applies to the initiator of the session invitation. Then subsequent rules, if any, are processed.

The identity element can contain 

· individual identities,

· domains, 

· a reference, or

· “any” parameter, meaning that the condition matches to all callers.

If a reference is used, it shall be an HTTP reference to a resource list conforming to [draft-ietf-xcap-list-usage-02]. The GM server SHALL retrieve the list entries and populate the identity element with the individual entries stored in the external list. 

The domain and any parameter may contain any number of exceptions to the condition. The exceptions are used to implement a simple blacklist functionality.

5.1.2.1.3 Actions

Actions define the action to be taken by the GM server for those callers whose identity matches the identity element in the conditions part. Two actions are defined here

· Block

· Allow

If no rule applies to the request, the default action to be taken by the GM server is allow.

5.1.2.1.4 Transformations

Transformations define the operations the GM server MUST execute before providing any information to the caller. One transformation is defined here

· Answer mode, which defines the behaviour of the PoC Server in case the caller is allowed to perform the action requested. Answer mode has two values: manual or automatic.

5.1.2.2 Manipulating the access list

The access list is managed according the generic XCAP operations defined in Subsection 4.x and [draft-ietf-simple-xcap-02].

4 Intellectual Property Rights Considerations

None known.

5 Recommendation

It is proposed to discuss the provided material in the meeting and adopt the text to OMA-PAG-GM-AD.
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