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1 Reason for Contribution

Use Case is required for the GM RD
2 Summary of Contribution

Describes Usage of Access List Management for both corporate and public users.
3 Detailed Proposal

1.1.1 Use Case – Access Control Lists 

1.1.1.1  ASK  \* MERGEFORMAT Short Description

This use case describes the role of Access Control lists. It shall be possible for Access Control lists to be created, modified and deleted by the subscriber or another authorised user. 

1.1.1.2 Actors

Corporation: Acme Communications pays the subscription for Push to Talk service and Instant Messaging Service for Corporate Communications purposes

Corporate Users: Atul, Andrew, Paul, Sunny, Nick, Gary, Adrian are all users of Push to Talk service and Instant Messaging Service who are employed by Acme Communications

Individual Subscribers: Nadja, Izumi, "Mr Spammer", "Mr Angry", "Mr Hacker" and "Mr Abusive", are individual subscribers to and users of the Push to Talk service and Instant Messaging Service not affiliated with Acme Communications

Service provider: Is the organisation, could be the Network operator, which provides the subscribers and users with the Push to Talk service and Instant Messaging Service.
Actor Specific Issues

Acme Communications 
· Want to ensure that their corporate users have access to all the other employees and cannot be blocked by an individual employee

· Want secure transport of the contents of their Access Control lists

· Want a practical way to Create and Manage Access Control Lists using fixed corporate computer resources (not restricted to provisioning using a handset)

· 
· Want to maintain employee morale by allowing employees to add and remove other non Acme employees to their Access Control lists but not allow them to fully modify the Access Control settings of other employees. 

Corporate Users 

· Want to add and remove other friends and family to their Access Control lists. 

· Want to prevent unauthorised users having access to or being able to modify their Access Control Lists

· Want to prevent abusive Push to talk calls and block spammers

· Want a practical way to Create and Manage Access Control Lists using personal computer resources in addition to using a handset.

· Want the flexibility to use the same Access Control lists for the Push to Talk service and Instant Messaging Service and other services.


· 
Individual Subscribers  

· Want to add and remove friends and familly to their Access Control lists. 

· Want to prevent unauthorised users having access to or being able to modify their Access Control Lists

· Want to prevent abusive Push to talk calls and block spammers

· Want a practical way to Create and Manage Access Control Lists using personal computer resources in addition to using a handset.

· Want the flexibility to use the same Access Control lists for the Push to Talk service and Instant Messaging Service and other services.

Individual Subscriber "Mr Spammer",
· "Mr Spammer" wants to send unsolicited Instant Messages for his lottery winner fraud scam to users of the Instant Messaging service
Individual Subscriber "Mr Angry",

· "Mr Angry" wants to place Push to Talk calls to people and pick arguments with them
Individual Subscriber "Mr Abusive",

· "Mr abusive" wants to place abusive Push to Talk calls to people and also send obscene Instant Messages to them
Individual Subscriber "Mr Hacker",

· "Mr Hacker" likes to break into computer systems and gain access to or change the personal information of people that is stored there. He often sells this information to "Mr Spammer".
5.2.1.2.1 Actor Specific Benefits

Acme Communications  

· Confidence that the service they are paying for is useful for corporate purposes
· Confidence that their corporate employee information is private and secure

Users and Individual Subscribers

· Have services that they can use without becoming victims of  the activities of "Mr Spammer", "Mr Angry", "Mr Hacker" and "Mr Abusive".
· Have simple easy to use configuration of authorisation policies for different services
Service Provider

· Reduces complaints from subscribers regarding SPAM

1.1.1.3 Pre-conditions
Acme Communications and all the Individual Subscribers have a valid subscription to the Push to Talk service and Instant Messaging Services. The users have access to a Network for Push to Talk service and Instant Messaging Services.

The Individual Subscribers have mobile terminals which support creation and modification of Access Control lists.

"Mr Spammer", "Mr Angry", "Mr Hacker" and "Mr Abusive" may have access to modified terminals that provide access to the Access Control Lists and other group management functions with the ability to modify parameters or spoof identities, 

1.1.1.4 Post-conditions

Acme Communications, all the Users and Nadja and Izumi all have a satisfactory communication experience which enhances their ability to communicate for both business and social purposes.

"Mr Spammer", "Mr Angry", "Mr Hacker" and "Mr Abusive", find that their anti social and often illegal activities are frustrated.

1.1.1.5 Normal Flow

Acme Communication Corporation creates using their fixed corporate computer resources an Access Control list containing a list of the identies of Acme users Atul, Andrew, Paul, Sunny, Gary, Nick and Adrian. This Access Control lists is assigned as an Accept List and allocated to all the Acme Users.

 Different attributes are assigned to the Accept lists of each of the users – Atul, Andrew, Paul, Sunny, Nick, and Adrian are all allocated attributes that indicate that this Access Control list applies to both the Push to Talk service and Instant Messaging Service, While the Access Control list of Gary indicates that this only applies to the Instant Messaging Service since Gary does not use the Push to Talk service. 

Acme corporation creates an associated authorisation policy for the accept list that only allows their network administrators to delete, or modify these entries on the accept list but allows the user to whom the list applies to add additional entries to the accept list and to modify and remove those additional entries added by the user as well as allowing that user to create, add modify, remove and delete their reject list.

Adrian adds his friend Izumi's telephone number to his accept list using his mobile terminal. 
Izumi adds Adrian to her accept list using her PC from home. Andrew adds his friend Nadja's SIP URI to his accept list using his PC from the office. Nadja requests her Service Provider to add Andrew's SIP URI to her accept list.

"Mr Hacker" attempts to hack into the Access control lists of other Paul and Nick using his mobile terminal and his PC but is prevented by strong security mechanisms that authenticate and prevent the spoofing by "Mr Hacker" of Paul and Nick's identities. "Mr Hacker" also manages to hack into an intermediate router and get packets routed to himself but is unable to gain any information about the users because the Access Control list information is securely encrypted.

"Mr Spammer" discovers Gary's identity from a business card and sends him an instant message from his mobile terminal anonymously with details of his lottery winner scam. Gary decides he does not want to receive any more SPAM from "Mr Spammer" so he uses the capability of his mobile terminal to add the anonymous user that sent him the SPAM to his reject list. The network entities are able to resolve the anonymous address of "Mr Spammer" and add "Mr Spammer" to Gary's Reject list. Further SPAM instant messages from "Mr Spammer" to Gary are rejected based on "Mr Spammer" being on his Reject List.

Izumi receives and abusive instant message from "Mr Abusive". Izumi adds "Mr Abusive" to her Reject List. Further instant messages from "Mr Abusive" to Izumi are rejected based on "Mr Abusive" being on her Reject List.

Sunny accepts a PoC Call from "Mr Angry" who gets upset on the call and starts shouting. Sunny terminates the PoC Call but "Mr Angry" calls again. Since Sunny is set up so that calls from users not on the accept list are manually answered he does not have to accept the call. Sunny then adds "Mr Angry" to his Reject List. Further PoC Calls from "Mr Angry" to Sunny are rejected based on "Mr Angry" being on his Reject List.

1.1.1.6 Alternative Flow

None

1.1.1.7 Operational and Quality of Experience Requirements

· The corporation wants secure transport of the contents of their Access Control lists.

· 
· Users want the ability to to add and remove other friends and familly to their Access Control lists. 

· Users want to prevent unauthorised users having access to or being able to modify their Access Control Lists

· Users want to prevent abusive Push to talk calls and block spammers

· Corporations and user want a practical way to Create and Manage Access Control Lists using personal computer resources in addition to using a handset.

· Users want the flexibility to use the same Access Control lists for the Push to Talk service and Instant Messaging Service and other services.

· 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The use case should be incorporated into the Group Management RD.
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