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1 Reason for Change

To clarify the types of permissions associated with group management functions.

The changes contained in this revision of the use case take into account those proposed in OMA-PAG-2004-0196-Access-Privileges, plus general comments.

Note: It was also suggested to add a definition for  “suspend group”. However, it is felt that it would be better to capture a requirement for suspend as a group management function, rather than a definition, otherwise definitions for ‘create group’, ‘delete group’ etc would probably also be necessary. Requirements for ‘group suspend’ will be captured in a separate CR.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To be included in GM RD.

6 Detailed Change Proposal

5 Use Cases







(Informative)

5.x  Assigning Permissions
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Table 1: Affected Areas for P2P Using a Group List

5.x.1     Short Description

In this scenario, a Sales Representative of an enterprise creates a group list to discuss the best sights and places to visit in San Francisco, where a big Sales Convention is to be held. The list is to contain some of her colleagues plus some Sales Representatives from other companies whom she knows well and likes to socialises with. As group creator, she is allowed to authorise other members to perform certain management functions. The use case also shows how some actors automatically get assigned some or all permissions to perform group management operations. 

5.x.2    Actors

Mobile Service Provider

An enterprise, owning the mobile device subscriptions of its employees

Maria, Sally, Molly and John who are employees of the same enterprise and use Mobile devices
Employees of other enterprises who are added to the group list

5.x.2.1  Actor Specific Issues

The group creator (Maria) wants to allow other members of the group to perform certain group management functions

The enterprise wants to be able suspend or delete the group if necessary

5.x.2.2  Actor Specific Benefits

All members of the group can communicate quickly and effectively using a group list

Maria can give permission to other members of her group list to manage the group on her behalf

The enterprise can offer its employees a flexible way to communicate in groups

The Service Provider generates revenue 

5.x.3  Pre-conditions

Maria, Sally, Molly and John’s  mobile service subscriptions are owned by their company

Maria and her colleagues can use an IM service as part of the mobile service subscription owned by their company

As part of the subscription that the enterprise has with the Service Provider, the group creator (Maria) is allowed to grant permissions to other group members to perform some group management functions.

Some of the potential group members have service subscriptions with different service providers

5.x.4  Post-conditions

The chat group is suspended.

5.x.5  Normal Flow

1. Maria and her sales colleagues, Sally, Molly and John think it would be a good idea to set up a discussion forum to  discuss places to visit and sights to see in San Francisco, the location of a big industry sales convention. They think it is a good idea to invite  sales representatives from other companies who will also be there 

2. Maria creates a group initially comprising herself Sally, Molly and John. As group creator, Maria is assigned full administrative rights and is also allowed the right to assign permissions to other members 

3. The enterprise who owns Maria’s subscription  is automatically given ‘group suspend’ and ‘group delete’ permissions as part of  the contract it has for GM services with the Service Provider.  [The Service Provider does NOT have permission to ‘add’ or ‘delete’ members, or to hand out those permissions to anyone else.  Also, the permission to delegate the ‘group suspend’ command and the permission to delegate the ‘group delete’ command are separate from permission to perform ‘suspend’ and ‘delete’; the latter permissions are automatically available to the Service Provider]

4. Maria authorises  Sally, Molly and John to be able to add members to the list from their sales contacts in other companies who are coming to the convention. Maria also gives Sally the right to delete members from the group.  Maria gives Sally the right to delegate (i.e., pass on) the “add member” and “delete member” permissions to other people; Maria withholds such delegation permission from Molly and John.
5. Sally, Molly, and John are notified that they have been given additional administrative permissions for this group, and are given the opportunity to accept or reject the new permissions.  All of them accept the granting of these permissions.
6. Sally, Molly and John add Sales reps from other companies as members to Maria’s trip discussion group.

7. John has second thoughts about  Bill who is a rival from another company, who he has already added to the group . When accessing the group list data, John finds out that he has not been assigned rights to delete other members from the group. 

8. John sends a text message to Maria. Maria is busy so she asks Sally to delete Bill from the group

9. Weeks of happy instant messaging follow discussing the best places to visit, eat, drink and take customers to in San Francisco.  

10. David, a colleague of Maria’s from San Francisco hears about Maria’s chat forum and decides to ask their enterprise IT department to add him as a member of the group. David is informed that he must contact the group administrator .

11. Just before leaving for the convention, Maria requests her enterprise IT department to suspend the group during the week of the convention,  but she thinks it will be a good idea to keep the group list and resume discussions just before the next convention in Miami.

5.x.6 Alternative Flow

None

5.x.7  Operational and Quality of Experience Requirements

· Users with administrative rights shall be able to manage groups in a user friendly way.

· The look and feel of group data should be uniform regardless of device used to access it

· Administrative access should be possible from any device type, over any network type.

In addition to the above use case,  the following derived requirements are to be added to existing text in section 6 of the RD:

6.1.10 Administration and Configuration

It  SHALL be possible for principals with administrative rights to 

· grant permission to other principals to access the group list and perform group management functions.

· delegate the granting of permissions to other principals 

The right to grant permission to access the group list and  perform group management functions SHALL be separate to the right to delegate the granting of  permissions 
Only those principals with administrative rights to grant permissions SHALL be able to do so.

Principals who have been granted permissions SHALL be able to accept or reject these permissions.
Some principals MAY automatically be assigned permission to perform certain management functions, e.g. the subscriber (account owner) MAY get permission to suspend or delete the group
6.1.3 Group Management

It SHALL be possible to use the Group as a means to establish session for other services (e.g., POC) where the group’s policy control the session and who may participate in the session. 
It SHALL be possible to define “roles” that represent a given set of permissions.  Assignment of those roles to particular Group Members is equivalent to assigning the corresponding set of permissions.

Service Providers SHALL be able to suspend and delete groups, e.g. in case of non-payment for services
Principals who try to execute their administrative rights MUST first be authenticated

The GM enabler SHALL support the ability to notify principals with administrative rights of all transactions performed. These transactions MAY also be logged.

Administrative access SHOULD be possible from any device type, over any capable network .
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