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1 Reason for Change

This is to complete an action item given to the authors to propose high level requirements to Security, Charging, Administration & Configuration, Interoperability and Privacy in individual CR’s after discussion on contributions OMA-PAG-2004-0148-GM-RD_FunctionRequirements_6.1 and OMA-PAG-2004-0164R01-LATE-Poz-comments-to-0148-Functional-Reqts on the PAG GM conference call on June 14th. 

A major goal of the OMA when it was formed was to remove the "silo" aspect of many services as seen by end users.  The ARCH group has been working to defining a system (called the OSE) that better integrates the OMA-defined enablers (and using applications) to achieve this goal.  A key tenet that is being proposed by ARCH is that each enabler should limit its specification to only those functions that are required to achieve the desired enabler.  In this way, the Service Provider (using a mechanism such as policy enforcement, being defined in the PEEM breakout group of REQ) has control over the functions that tie a system together (such as security, charging) but which are not essential ("intrinsic") to the individual enablers.  To quote an example from the current draft OSE document:

" For example, some enablers require having an identifier for the requesting entity. The requirement to perform the enabler's function is that there be a way to distinguish one requestor from another; it is not a requirement for the requestor's identity be verified using any particular mechanism (e.g. password, certificate, biometrics). The need to authenticate the requestor is a policy statement under the control of a Service Provider; it is not a requirement to perform the function of the enabler. Therefore, the authentication process is outside the scope of the enabler specification, allowing it either to be implemented as an added value by the enabler implementation or left to the policy enforcer enabler."

The security requirements for GM should reflect this notion of delegating such security choices to the deploying Service Provider.  The enabler must do nothing to prevent the security functions from being performed, but these security functions must not be incorporated into the GM enabler specification.  
This CR proposes additional requirements on Security.

Rev. 1 contains agreed changes from the PAG GM RD conference call on 16th July.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None identified

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Change Security section of GM RD per material in section 6
6 Detailed Change Proposal

6.1.1 Security


GM service enabler SHALL support
· the mutual authentication of the enabler implementation and GM subscriber implementations.
· logging of the information about any GM interactions

· the integrity and confidentiality of GM message exchanges



Should there be a mechanism to perform security functions in a common way, the GM enabler SHALL support the use of such an enabler instead of duplicating such functionality.
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