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1 Reason for Change

This is a follow-up contribution to the Nortel contributions submitted to June 2004’s OMA PAG meeting in Bangkok, and is in response to OMA-PAG-2004-0276R01-Polite_Blocking_Inconsistency.

This contribution further clarifies the use of appropriate 200-Class response to Presence subscription requests, complying with the RFC on “A Presence Event Package for the Session Initiation Protocol (SIP)” (draft-ietf-simple-presence-10), and supporting polite blocking as specified in that RFC.
This contribution therefore proposes changes to Section 6.2.6.2 (Polite Blocking) in the current OMA Presence AD, as detailed in sister contribution OMA-PAG-2004-0253R01-Clarify-SIMPLE-AD-Polite-Blocking-Call-Flow. 
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

None known.

5 Recommendation

Approve this CR and incorporate the proposed changes to Section 6.2.6.2 (Polite Blocking) in the current OMA Presence AD, as detailed in sister contribution OMA-PAG-2004-0253R01-Clarify-SIMPLE-AD-Polite-Blocking-Call-Flow.  
6 Detailed Change Proposal

Both RFC 3265 (Session Initiation Protocol (SIP)-Specific Event Notification) and draft-ietf-simple-presence-10 (A Presence Event Package for the Session Initiation Protocol (SIP)) specify the use of response codes 200, 403 or 603, and 202 to convey a successful (i.e., authorized), rejected, and pending (i.e., pending authorization) subscription, respectively.   

RFC 2779 (Instant Messaging/Presence Protocol Requirements) states the following requirement for “polite blocking”:

· 5.1.5. B MUST inform A if B refuses A's SUBSCRIPTION. Note that B may choose to accept A's SUBSCRIPTION, but fail to deliver any information to it (so-called "polite blocking"). See 5.1.15.

· 5.1.15. It MUST be possible for B to configure the PRESENCE SERVICE to deny A's subscription while appearing to A as if the subscription has been granted (this is sometimes called "polite blocking").  The protocol MUST NOT mandate the PRESENCE SERVICE to service subscriptions that are treated in this manner.   

RFC 3265 describes the use of response code 202 to support polite blocking:  

· Section 3.1.6.1, Paragraph 7) If the notifier cannot immediately create the subscription (e.g., it needs to wait for user input for authorization, or is acting for another node which is not currently reachable), or wishes to mask authorization policy, it will return a "202 Accepted" response.  This response indicates that the request has been received and understood, but does not necessarily imply that the subscription has been authorized yet.

· Section 5.2, Paragraph 1) The mere act of returning a 200 or certain 4xx and 6xx responses to SUBSCRIBE requests may, under certain circumstances, create privacy concerns by revealing sensitive policy information.  In these cases, the notifier SHOULD always return a 202 response.  While the subsequent NOTIFY message may not convey true state, it MUST appear to contain a potentially correct piece of data from the point of view of the subscriber, indistinguishable from a valid response.  Information about whether a user is authorized to subscribe to the requested state is never conveyed back to the original user under these circumstances.

draft-ietf-simple-presence-10 describes the use of response code 200 to support polite blocking:  

· Section 6.6.2, Paragraph 5) Polite blocking, as described in [13], is possible by generating a 200 OK to the subscription even though it has been rejected (or marked pending). Of course, an immediate NOTIFY will still be sent.  The contents of the presence document in such a NOTIFY are at the discretion of the implementor, but SHOULD be constructed in such a way as to not reveal to the subscriber that their request has actually been blocked. Typically, this is done by indicating "offline" or equivalent status for a single contact address.

We propose that, to properly support polite blocking, response code 200 be used to convey all successful, rejected, and pending subscriptions in the OMA Presence Architecture Document, i.e., 

· 200 OK SHALL be returned if the notifier is ABLE to immediately complete the authorization check on the requested resource.  If the requested resource passes authorization check, then immediately return a NOTIFY that indicates the current state.  Else, immediately return a NOTIFY that indicates “offline”.  In any case, the NOTIFY SHALL have “Subscription-State” header value of “active”.  
· 200 OK SHALL be returned if the notifier is UNABLE to immediately complete the authorization check on the requested resource.  This is immediately followed by a NOTIFY indicating “offline”.  If the requested resource later passes authorization check, then return a 2nd NOTIFY indicating the current state (if different from “offline”).  Else, do NOT return a 2nd NOTIFY.  All NOTIFY messages SHALL have “Subscription-State” header value of “active”.   
Rationale:

1. Since all NOTIFY messages SHALL have “Subscription-State” header value of “active” anyway, it would be more appropriate to consistently return 200 OK (proper response code for conveying successful subscription) to effectively masks sensitive authorization policy, unequivocally indicating successful authorization check, regardless of whether the requested resource actually passes authorization check or not.  Returning 202 Accept conveys an ambiguous response since it merely indicates that the subscription has been understood, and that authorization may or may not have been granted, and is therefore not as effective in masking sensitive authorization policy. 

2. RFC 3265 only provides an extensible framework by which SIP nodes can request notification from remote nodes indicating that certain events have occurred.  The event notification mechanisms defined in RFC 3265 are NOT intended to be a general-purpose infrastructure for all classes of event subscription and notification.

3. draft-ietf-simple-presence-10 (already in the RFC queue) defines a Presence event package, provides a concrete instantiation of the general event notification framework defined for SIP in RFC 3265, and describes the behavior that modifies the behavior described in RFC 3265.  The modified behavior described in draft-ietf-simple-presence-10 includes the use of response code 200 (instead of 202) as response code to support polite blocking.   
We believe that there may not be a need to clarify with IETF the usage of response code 200, 202, etc. to convey successful, rejected, and pending subscriptions to support polite blocking, as such usage is already clearly specified in draft-ietf-simple-presence-10 and rigorously rationalized above, therefore expediting timely completion of the Presence AD to meet the PoC schedule.   
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