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1 Reason for Contribution

It is proposed to use 3GPP mechanism for GM server accessing, when SIP/IP core is IMS. This proposal is identical as the normative content in section 7.1.1 of PoC AD.

This paper analyses the Ut interface security specified in 3GPP.

Currently 3GPP has specified the Ut interface security mechanism in TS 33.141 v6.0.0 for Release 6. It is now an approved version for Release 6. The mechanisms are based on WAP2.0, a mobile profile of TLS 1.0, for transport protection and GAA (Generic Authentication Architecture) mechanism developed in 3GPP, for credential delivery and therefore authentication purpose. Though the specification is titled as Presence security, it also covers general list and group management as it reads in section 4, architecture overview:

A Presence List Server is responsible of storing grouped lists of watched presentities and enable a Watcher Application to subscribe to the presence of multiple presentities using a single SIP SUBSCRIBE transaction. The Presence List Server also stores and enables management of filters in the presence list,
On the other hand, the TS 33.141 utilizes the generic authentication framework called GAA specified in TS 33.220, 33.221, 33.222 and TR 33.919. As the name implying, it was developed for various mobile services based on generic mechanism for authentication and other security features. These services could be a 3GPP specific service, e.g. MBMS that is not based on IMS. In OMA since the group management over IMS is the first application utilising GAA, it seems not economical to mandate the usage of the 3GPP GAA at the moment. 

Therefore in current version of AD, it is allowed either using the HTTP Digest based security or security mechanism based on the TS 33.141. If in later case, it is proposed that the password (or secret key) management could be either based on provisioning, or the 3GPP GAA mechanism. Indications of using either mechanism is already defined in corresponding RFC and TSs, which allows the migration from HTTP Digest to GAA. The two options can also co-exist in server side, since the indication of mobile capability of using GAA and the server's indication of using either mechanism are specified in GAA TS series.

The proposal suggests OMA to use 3GPP as tailored and optimized manner. 

2 Summary of Contribution

Editor’s note:  The mechanism for securing the Ut/GM-3 interface is currently under discussion in 3GPP and 3GPP2.

If GM authentication is based on Ut interface specified in 3GPP, it is proposed that the password (or secret key) management could be either based on provisioning, or the 3GPP GAA mechanism. 

It is also proposed that a PoC server shall support both HTTP Digest and 3GPP mechanism based on TS 33.141, and the GM client can implement either one mechanism. This will enable the IOP.
3 Detailed Proposal
See section 5.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to agree changes shown below and capture changes in the AD document.
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***NEXT CHANGE***

4.5 Features and Functions:

4.5.1 Preconditions

4.5.1.1 Authentication

The GM Subscriber must be authenticates before using the GM Services. The authentication can be performed either by the GM Service, the under laying transport network or other authentication framework.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the mechanism for securing Ut interface SHALL be applied to the GM-3 interface.  Specifically [3GPP TS 33.141] SHALL be used to provide the security protection, where the GAA mechanism referred in [3GPP TS 33.141], as an underlying network mechanism, SHOULD be used. Alternatively, the GM Service use HTTP Digest authentication as specified in [RFC 2617] could also be used. Both mechanisms MUST be implemented in the GM Service, and the GM Client MUST implement either HTTP Digest authentication or [3GPP TS 33.141] as specified in [FIX_ME: OMA_GM_SPEC_1_0]

Description of how authentication is performed by the under laying transport network or other authentication framework is out of the scope of this specification. 

Editor’s note:  The mechanism for securing the Ut/GM-3 interface is currently under discussion in  3GPP2.

***END OF CHANGE***
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