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1 Reason for Change

To capitalize the verbs [shall], [should] and [may] in section 6. 

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

None.

6 Detailed Change Proposal

Make the following changes to section 6.1.3.7 Search in the GM RD:

6
Requirements
(Normative)

6.1 High-Level Functional Requirements (Generic)

This section describes the functional requirements that are generic to all data stored and managed by the GM enabler.
6.1.1 General

1) The end-user SHALL be able to store his per-user information (e.g., URI Lists, access/reject lists etc.) in the network.

2) Such information SHALL be stored as one or more documents described in an extensible and platform-neutral format.

3) Each such document SHALL be identified by at least one globally unique identifier (i.e., a URI according to RFC 2396).

4) A document containing such information SHALL be associated with at least the following properties:
a) Owner:  This property identifies who has this administrative role, i.e., permissions to perform all document management functions.

b) Identifier:  This property contains the URI of the document.

c) Timestamp:  This property identifies the last time when any property or content of the document was changed.

5)
It MAY be possible for an authorised principal to access and manage documents from more than one device or client at the same time.
6) It SHOULD be possible to provision the GM client using existing OMA Device Management and Provisioning enablers. (This requirement is expected to be fulfilled in future releases of the GM enabler)
7) If provisioning data relevant to GM is present in the smartcard, the GM client SHALL be able to retrieve that data.  (This requirement is expected to be fulfilled in future releases of the GM enabler)
6.1.2
Delegation

1) The GM enabler SHALL allow principals to authorise other principals to perform selected operations on their behalf.  

2) For the document management functions identified in Section 6.1.3, there SHALL be a permission which allows principals to delegate those functions to other principals.

3) Having the permission to perform a function SHALL be separate from the permission to delegate the function to other principals. 

6.1.3
Document Management Functions

The sub-sections below identify the set of available document management functions.

1) Document management functions SHALL be controlled by permissions which determine the capabilities available to a principal wishing to perform such functions.  

2) It SHALL be possible to define “roles” that represent a given set of permissions.  Assignment of those roles to particular principals is equivalent to assigning the corresponding set of permissions.

3) The service provider SHALL have permissions to perform all document management functions.
4) The owner of a document SHALL have permissions to perform all document management functions pertaining only to the specific document in question.
5) A principal MAY be assigned permissions to perform some or all of the document management functions by the service provider.
6) Permissions MAY be assigned at any time during the lifetime of document.  

7) Principals who try to perform a document management function SHALL first be authenticated.
6.1.3.1
Create

1) Principals with the appropriate management permission SHALL be able to create a document.  When creating a document, it SHALL be possible to define document specific properties (e.g., add properties).

2) A principal who creates a document SHALL be its owner.

6.1.3.2
Copy

Principals with the appropriate management permission SHALL be able to copy documents, for example, create a new document from existing documents. 
6.1.3.3   
Delete

Principals with the appropriate management permission SHALL be able to delete a document.
6.1.3.4   
Modify

1) Principals with the appropriate management permission SHALL be able to modify a document.  
2) When modifying a document, it SHALL be possible to define document specific properties (e.g., add/modify/remove properties).
6.1.3.5
Suspend

1) Principals with the appropriate management permission SHALL be able to suspend access to and use of a document by all other principals.

2) When access to and use of a document is suspended, no operation can be performed on that document, except to take it out of the suspend state or delete it.

6.1.3.6
Resume

1) Principals with the appropriate management permission SHALL be able to resume usage of a suspended document.

2) After a resume operation, all proper operations can be performed on that document (except for the resume operation).

6.1.3.7
Search

1) It SHOULD be possible to search for the existence of a document using its document identifier.  
2) It SHOULD be possible to search for the existence of an document based on certain content of the document (e.g. the identifier of a PoC Group member).
3) Visibility determines which principals are able to find a document when performing a search.   
4) Principals with the appropriate management permission SHALL be able to define the visibility of a document.

5) It SHALL be possible to limit the number of search results.

6) Searches SHALL be limited to documents owned by the Service Provider.

7) Search results SHALL be subject to Service Provider policy or end-user privacy settings.

8) Wildcards MAY be used when searching for documents.

6.1.3.8
Administration and Configuration

Principals with appropriate management permission SHALL be able to configure the following:

1) The maximum number of documents that can be created per subscription.

2) Different values for the maximum number of documents that can be created for different subscriptions.

3) Different values for the maximum number of documents that can be created for different document types.

4) Permission to receive notification of administration or configuration changes.

6.1.4
Security

1) GM service SHALL support:

a) Mutual authentication of the enabler implementation and GM end-user implementations.

b) Logging of the information about any GM interactions.

c) Integrity and confidentiality of GM message exchanges.

2) If there is a mechanism to perform the security functions mentioned above in a common way, the GM enabler SHOULD support the use of such an enabler instead of duplicating such functionality.
6.1.5
Charging

Mechanisms SHALL be provided for the Service Provider to charge for the use of GM, for example as part of another service enabler.

Examples of charging include:

· The creation, modification or deletion of a document.
· The number of documents the end-user has configured.
6.1.6
Usability

6.1.6.1
Caching

1) The GM Client MAY locally cache documents.  

2) The GM Service SHOULD provide functionality and information to support caching. 

6.1.7
Interoperability

Interoperability of the GM enabler is provided through the definition of open interfaces and a consistent format of documents and GM functions in compliance with the requirements presented in this document.  The GM functions, open interfaces and document formats SHALL provide explicit interoperability to include at least the following:
1) Administration of documents.
2) Transfer of documents over open interfaces.
3) General structure of the documents transferred over open interfaces.
4) Collection and general format of charging information.
6.1.8
Privacy

Access to GM information SHALL conform to privacy requirements specified in [Privacy].
6.2
Document Types

6.2.1
Shared Documents (Generic)

This section describes additional functional requirements for the shared document types supported by the GM enabler. 

It SHALL be possible to use shared documents for multiple services (e.g., PoC, IM Services).
6.2.1.1
URI List
A URI List SHALL have the following properties, in addition to those properties specified in Section 6.1.1:

1) Display name:  A human readable and comprehensible name.

The following requirements apply to URI List members:

1) Every URI List member SHALL be identified by a globally unique identifier (i.e., a URI as defined in RFC 2396).

2) A URI List member MAY have a human readable and comprehensible display name.

3) It SHOULD be possible to determine, subject to appropriate authorization, if a principal is a member of a URI List using the principal’s identifier.

The following requirements apply to URI List management, in addition to those specified in Section 6.1.3:

1) The service provider SHALL be able to set the maximum number of URIs in a URI List.
6.2.2 Access Control Policy Framework (Generic)

Access control policy is a set of lists (e.g., access control lists such as accept/reject lists) and associated rules that define how to behave on incoming requests.  Whenever an access control policy is defined by a specific service enabler, the Management of the associated document SHOULD follow the common rules.
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