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1 Reason for Change

This contribution provides an initial description of the Aggregation Proxy.

[R01] Input from 0574 (Siemens), 0577R01 (Nokia) and 0578R01 (Nokia) and comments from the WG incorporated.

[R02] Comments from the group incorporated.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve for inclusion in the latest version of the XDM Specification.

6 Detailed Change Proposal

2.1
Normative References

	[RFC2246]
	"The TLS Protocol Version 1.0", T. Dierks, and C. Allen, RFC 2246, January 1999. URL:http://www.ietf.org/rfc/rfc2246.txt

	[RFC2616]
	"Hypertext Transfer Protocol -- HTTP/1.1", R. Fielding, J. Gettys, J. Mogul, H. Frystyk, L. Masinter, P. Leach, and T. Berners-Lee, RFC 2616, June 1999. URL:http://www.ietf.org/rfc/rfc2616.txt

	[3GPP TS 24.109]
	3GPP TS 24.109 “Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details (Release 6)”

	[3GPP TS 33.222]
	3GPP TS 33.222 “Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS) (Release 6)”


** Next change **

5.3
Aggregation Proxy


The Aggregation Proxy is the contact point for the XDM Client to access XML documents stored in any XDMS.
The Aggregation Proxy SHALL act as an HTTP Proxy defined in [RFC2616] with the following clarifications. The Aggregation Proxy:
1. SHALL support authenticating the XDM Client; mutual authentication MAY be supported;
2. 
3. SHALL forward the XCAP requests to the corresponding XDM Server, and forward the response back to the XDM Client;
4. SHALL be able to protect the XCAP traffic from eavesdropping by enabling TLS transport security mechanism. The TLS resumption procedure SHALL be able to use according to [RFC2818].
When realized in 3GPP/3GPP2 IMS the Aggregation Proxy SHALL act as an Authentication Proxy defined in [3GPP TS 33.222] with the following clarifications. The Aggregation Proxy:

1. SHALL assert the XDM client identity to the XDMS as described [3GPP TS 24.109], if the authenticated identity is not inserted by XDM Client;

** Next change **

6.3 Procedures at the Aggregation Proxy

The Aggregation Proxy performs security procedures, as well as the request forwarding procedure for HTTP traffic. The first function is covered in section 6.3.1 and 6.3.2, and the request forwarding procedure is covered in section 6.3.3.
6.3.1 Authentication

The authentication function SHALL be performed over GM-3 reference point (see [GMAD]). The initial HTTP request from XDM Client SHALL be interrogated by the Aggregation Proxy using the HTTP Digest mechanism as specified in [RFC2617].

The XDM Client SHALL support the ability to initiate the TLS hand shake procedure according to Transport Layer Security (TLS) [RFC2818]; if so, the Aggregation Proxy SHALL negotiate with the XDMC the common algorithm for the whole session. The security parameters are described in section 6.4.1.

6.3.2 XDM Client identity assertion
When realized in 3GPP/3GPP2 IMS the procedures described [3GPP TS 24.109] SHALL be followed with the following clarifications:
1. The Aggregation Proxy SHALL check whether a XDM Client identity has been inserted in X-3GPP-Intended-Identity header of HTTP request. If so, the Aggregation Proxy SHALL check the value in the header is equal to the authenticated identity.
2. If the X-3GPP-Intended-Identity is not included, the Aggregation Proxy SHALL insert authenticated identity in the X-3GPP-Asserted-Identity header of the HTTP request.
6.3.3 XCAP request forwarding
The Aggregation Proxy SHALL forward each XCAP request to the corresponding XDM Server based on the AUID and the XUI values in the HTTP Request URI. The response to the XCAP request SHALL be sent back to the originating XDM Client.
** Next change **

6.4 Security Procedures

6.4.2.
Authorization

The XDMS shall check that the identity of the requesting XDMC has granted access rights to perform the requested operations.
When realized in 3GPP/3GPP2 IMS, the identity of the requesting XDM is obtained from the X-3GPP-Asserted-Identity or the X-3GPP-Intended-Identity.
By default, the initial creator of a document is its primary principal. The primary principal SHALL have permission to perform all operations defined in section 6.1.1.


** End of changes **
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