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1 Reason for Change

To clarify the security procedures used when content indirection is being used.

To close comments 3-060 and 3-061.

	3-060
	2004.12.06
	5.2.7.1
	Presence XDM specification needs to define how authorisation and authentication is handled when a watcher is fetching the information via HTTP (what happens if in different domains or service providers networks?)

If a solution cannot be found add a note "The functions for handling authorisation  will be for FFS”

(Source: Ericsson)
	[2005.01.27]: Open. Haris to clarify where this is specified or provide some text. 

	3-061
	2004.12.06
	5.2.7.1
	Will it be possible when the watcher is in another domain? How to authenticate that watcher?

If a solution cannot be found add a note "The function for handling watcher in another domain is for FFS"

(Source: Ericsson)
	[2005.01.27]: Open. Haris to clarify where this specified or provide some text. See 3-60.  


2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Add the proposed text under the proposed sections in the Presence Spec (OMA-TS-Presence_SIMPLE-20050208-D).

Close comments 3-060 and 3-061 covered by that contribution with the resolution “No action necessary, covered by OMA-PAG-2005-136”

6 Detailed Change Proposal

>>>>>>>>>>>>Add the following references in section 2.1 >>>>>>>>>>>>>

[RFC2818]
“HTTP Over TLS”

[RFC2246]
“The TLS Protocol Version 1.0”

>>>>>>>>>>>>Make the proposed changes in section 5.1.1.2.1>>>>>>>>>>>>>

5.2.1.1.1 Performing content indirection

If the Presence Source decides to use the content indirection mechanism for publishing an initial or modified value of a presence attribute, the Presence Source SHALL follow the following procedures:

1. Construct as many HTTP or optionally HTTPS URIs as objects to be stored; and

· Store the MIME objects behind the created HTTP or optionally HTTPS URI(s) in the Content Server using the HTTP PUT method defined in [RFC 2616].

The Presence Source MAY be provisioned with the HTTP or optionally HTTPS URI of the content server where the MIME objects will be stored. This can be done with OTA Provisioning or local configuration. In case it is performed with OTA Provisioning it SHALL use the value of  CONTENT-SERVER-URI defined in Appendix B.
If the Presence Source is provisioned with an HTTPS URI it SHALL perform according to [RFC2818].
2. Use the “multipart/related” content type as described in [RFC2387] with the content indirection mechanism as specified in [CONTENTIND] for the publication of presence information format as follows:

· Set a CID URI referencing to other MIME multipart body which contains the content indirection information as the value of the XML element whose value is delivered as an indirect content; 

· Include the presence document of the format “application/pidf+xml” or “application/pidf-partial+xml” in the root of the body of the “multipart/related” content;

Specify the part having information about the MIME object by using the “message/external-body” content type, defining the HTTP or optionally HTTPS URI, versioning information and other information about the MIME object as described in [CONTENTIND]. The versioning information is used for determining whether or not the MIME object indirectly referenced by a URI has changed or not.
>>>>>>>>Make the proposed changes in section 5.2.8.1>>>>>>>>>>>>>>>>>>

5.2.1.2 Fetching indirect content

A watcher MAY support the content indirection mechanism [CONTENTIND]. If supported, the watcher SHALL indicate the support for the “message/external-body” content type by using the “Accept” header field in the SUBSCRIBE request. 

If the watcher receives an indirect content in a NOTIFY request, the watcher SHALL fetch the content from the Content Server as defined in [CONTENTIND].
If the URI received as indirect content in the NOTIFY request is an HTTPS URI the watcher SHALL perform according to [RFC2818].

>>>>>>>Make the proposed changes in section 5.3.1.3>>>>>>>>>>>>>>>>>>

5.2.1.3 Handling of large objects

The PS MAY support the “multipart/related” content type in accordance with [RFC2387]:

If supported, the PS SHALL process a presence document represented as “multipart/related” content type as follows:

· If the  “multipart/related” content type contains direct MIME object data,
· The PS SHALL check the size of the direct MIME object data. If the size exceeds the upper limit as defined by Presence Server policies the Presence Server SHALL stop processing and return the SIP response “413 Request Entity Too Large”. The upper limit used by the Presence Server SHALL be at least equal to or greater than the respective limit defined for the Presence Source.

· If the size of the direct MIME object data is within the PS's upper limit, the PS SHALL either store the MIME object in case of initial publication or replace an existing content in case of modify operation. The PS MAY store the received MIME object in the Content Server by creating an appropriate HTTP or optionally HTTPS URI therein (according to the procedures described in 5.2.1.1.1) and uploading the content via the HTTP PUT method [RFC2616].

· If the “multipart/related” content type contains an indirect MIME object included in a “message/external-body” content type and the content indirection [CONTENTIND] mechanism is supported by the PS, 

· The PS SHALL check the existence of the MIME object by fetching the content stored behind the HTTP or optionally HTTPS URI from the Content Server using the HTTP GET method [RFC 2616] and associate the value of the relevant presence attribute with the fetched content.  If the PS cannot access the MIME object referenced by the HTTP or optionally HTTPS URI, the PS SHOULD exclude the MIME object from the presentity’s presence document and continue the processing.

If the URI used for the storage of the indirect content is an HTTPS URI the PS SHALL perform according to [RFC2818].
If the PS does not support the “multipart/related” content type, then the PS shall send a 415 (Unsupported Media Type) response and indicate the supported content types in the “Accept” header field.
>>>>>>>>Make the proposed changes in section 5.3.2.2>>>>>>>>>>>>>>>>>>

5.2.1.4 Handling of large objects

The PS MAY generate notifications using the “multipart/related” content type in accordance with [RFC2387], if:

· the presence information formatted as “application/pidf+xml” includes references to other MIME objects; and 

· the watcher indicates support for the “multipart/related” content type using the “Accept” header field in the SUBSCRIBE request.

If the watcher does not indicate support for the “multipart/related” content type or a MIME object cannot be accessed by the PS, the PS SHOULD exclude the MIME object from the notification.

If the size of the MIME object data in the NOTIFY request exceeds the limit defined for the Watcher the PS SHALL handle the MIME object data as indirect content, i.e. store the MIME object data in the Content Server and include an HTTP or optionally HTTPS URI in the notification pointing to the stored MIME object. 

If the reference to the MIME object is an HTTPor optionally HTTPS URI, the PS SHALL either:

· fetch the content using the HTTP GET method defined in [RFC 2616] and include as direct content in the notification; or

· include an HTTP or optionally HTTPS URI as indirect content in the notification pointing to the MIME object.

Access to indirect content SHALL be restricted to the watcher.  Any appropriate mechanism may be used, given it does not impose any requirements to the watcher other than having to issue an HTTP GET to fetch the indirect content from the provided URI.

In the case of sending the MIME object as direct content, the PS SHALL modify the value of the relevant presence attribute in the presence document to refer to the MIME object included in the “multipart/related” content type.

>>>>>>>>>>>Make the proposed changes in section 5.8>>>>>>>>>>>>>>>>>>

9.4 Content Server

The Content Server SHALL support the HTTP protocol GET and PUT methods [RFC2616], and the procedures defined in [CONTENTIND]. 
The Content Server MAY support TLS as defined in [RFC2246]. 
If the Content Server supports TLS it SHALL follow the procedures defined in [RFC2818].
The Content Server SHALL authenticate the Presence Sources that attempt to store MIME objects. Any appropriate mechanism may be used, given it does not impose any requirements to the Presence Source other than having to issue an HTTP PUT to store the indirect content to the provided URI.
It is used to store MIME objects needed for content indirection of presence information. 

The MIME objects are pointed using URLs included in publication of Presence Sources, and in notification for Watchers. 

The Presence Server MAY according to the Presence Source, Watchers and local policy, support indirect notification using the Content Server for publications that did not use content indirection. The Presence Server MAY also support direct notification for publications that did use the content indirection.

Editors Note: May need to use this in 5.3.

The Content Server can be used by Presence Sources as described in section 5.1.1.2, Watchers as described in 5.2.7 and the Presence Server as described in sections 5.3.1.2 and 5.3.2.2.
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