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1 Reason for Change

The problem is in the ruleset defined for OMA PoC group document and OMA PoC User Access Policy (but not in <list> element defined in PoC group document). They inherit the xml schema of <identity> and/or <external-list> condition from IETF common-policy paper. It is not possible to add one identity or an external-list to the list unless sending the full updated list. In other words, if you have, e.g., already 2 identities, and you wish to add one more identity (or external-list) into condition in the same rule, you must PUT all three elements, instead of only the 3rd new identity.

Let's use an illustructive example is shown below the problem: according to current common policy draft defines <identity> xml schema:

"  <xs:element name="identity" substitutionGroup="cp:condition">

       <xs:complexType>

         <xs:choice>

           <xs:element name="id" type="xs:string"

              maxOccurs="unbounded"/>

           <xs:sequence>

             <xs:element name="domain" type="xs:string"/>

               <xs:sequence minOccurs="0">

                 <xs:element name="except" type="xs:string"

                    maxOccurs="unbounded"/>

               </xs:sequence>

           </xs:sequence>

           <xs:element name="anonymous" type="xs:string"

              minOccurs="0" maxOccurs="1"/>

              <xs:sequence minOccurs="0">

                 <xs:element name="domain" type="xs:string"/>

              </xs:sequence>

           <xs:element name="any-identity" type="xs:string"

              minOccurs="0" maxOccurs="1"/>

         </xs:choice>

       </xs:complexType>

     </xs:element>

"

We may have a condition something like this: 

<conditions>                


 <identity>



<!--This is an element-->
  <id>user1</id>


<!-- This is an element-->
  <id>user2</id>


<!-- This is an element-->
 </identity>



 <external-list>list1</external-list>
<!-- This is an element defined in OMA schema-->
</conditions>

To add a new identity into the same condition, we can try a few alternatives:

1. PUT 
ruleset/rule" 

http://XCAP-root/AUID/users/XUI/mypocgroup/~~/

ruleset/rule
[@id="f3g44r1"]/conditions/identity/

<identiy>

  <id>user3</id>

</identity>

# Selecting by parent element name. This would replaces the whole list, so the list would contain only user3. 

2. PUT 
ruleset/rule" 

http://XCAP-root/AUID/users/XUI/mypocgroup/~~/

ruleset/rule
[@id="f3g44r1"]/conditions/identity/id

<id>user3</id>

# Selecting by element's name. It's not allowed in xcap, since the HTTP URL points to all <id> elements in the list. Therefore the XDMS server should return error  “409 Conflict” response including an “alt-value” element. 

3. PUT 
ruleset/rule" 

http://XCAP-root/AUID/users/XUI/mypocgroup/~~/

ruleset/rule
[@id="f3g44r1"]/conditions/identity/id[1]="user3"

# Selecting using position constrains. This will cause replacement of the first identity. The other way round, if guessing the last item+1, suppose the guess is wrong then the given position is out of the list it's a failure. The only guaranteed method is to GET each time before PUT anything, to see what's the latest item. This is clumsy so it's not a good solution either.

4. 
If-None-Match: *

PUT 
ruleset/rule" 

http://XCAP-root/AUID/users/XUI/mypocgroup/~~/

ruleset/rule
[@id="f3g44r1"]/conditions/identity[id="user3"]

<id>user3</id>

# Selecting by using the child element as the key. This is not allowed by XCAP, (in XPath it's possible, see W3C REC-xpath-19991116, section 5 and 5.2), we cannot use this way either. 
Here is a quote from XCAP draft (6.3) which explains the node selector, as we can see selecting node by using :

"  node-selector          = element-selector ["/" attribute-selector]

   element-selector       = step *( "/" step)

   step                   = by-name / by-pos / by-attr / by-pos-attr
   by-name                = NameorAny

   by-pos                 = NameorAny "[" position "]"

   position               = 1*DIGIT

   by-attr                = NameorAny "[" "@" att-name "=" <">

                              att-value <"> "]"

   by-pos-attr            = NameorAny "[" position "]" "[" "@"

                              att-name "=" <"> att-value <"> "]"

   NameorAny              = QName / "*"   ; QName from XML Namespaces

   att-name               = QName

   att-value              = AttValue      ; from XML specification

   attribute-selector     = "@" att-name

"

If we want to allow the solution 4,  the XCAP syntax needs to be changed, namely:

"node-selector          = element-selector ["/" attribute-selector]

   element-selector       = step *( "/" step)

   step                   = by-name / by-ele / by-pos / by-attr / by-pos-attr

   by-name                = NameorAny

   by-ele


  = NameorAny "[" ele-name "=" <"> 

ele-value <"> "]"

   by-pos                 = NameorAny "[" position "]"

   position               = 1*DIGIT

   by-attr                = NameorAny "[" "@" att-name "=" <">

                              att-value <"> "]"

   by-pos-attr            = NameorAny "[" position "]" "[" "@"

                              att-name "=" <"> att-value <"> "]"

   NameorAny              = QName / "*"   ; QName from XML Namespaces

   ele-name               = QName

   att-name               = QName

   ele-value              = EleValue      ; from XML specification

   att-value              = AttValue      ; from XML specification

   attribute-selector     = "@" att-name"

Here is a quote from XCAP draft (7.10) which explains the If-None-Match header usage in this case:

   "In another example, a client may wish to insert a new element into a

   document, but wants to be sure that the insertion will only take

   place if that element does not exist.  In other words, the client

   wants the PUT operation to be a creation, not a replacement.  To

   accomplish that, the client can insert the If-None-Match header field

   into the PUT request, with a value of *.  This tells the server to

   reject the request with a 412 if resource exists."

One more potential solution could be 
 If-None-Match: *

PUT 
ruleset/rule" 

http://XCAP-root/AUID/users/XUI/mypocgroup/~~/

ruleset/rule
[@id="f3g44r1"]/conditions/identity/entry[@id="user3"]

</entry id="user3">

# Assuming the entry is the new attribute, and using the att-value to select. This would be ok, if the schema was changed in OMA defined condition, i.e. the same way as the XCAP_List when expressing a resource list. 

If we change the XML schema for identity, then the list should be like this:

<identity>

 </entry id="user1">

 </entry id="user2">

</identity>

<external-list>

 </entry id="list1">

</external-list>

Another reason to define own schma is that in ruleset condition, we use only the identity, but not the child element <display-name> defined for each <identity> or<external-list>, therefor we need to re-define the new schema for them.
Conclusiion: It may not be a problem when group is small, but in case of bigger group then the scale will become a problem. Also the same problem would present in other specifications where <identity> and <exteral-list> are used as condition in rules, e.g. Presence. So we propose to adopt the solution 1 above, i.e. change the schema of any condition specified in PAG specifications.

Another small clerical fix in the attached CR is: <is-list-member> is defined in section 5.1.3 as boolean, but in the example it is defined as empty element:

      <cr:conditions>

          <cr:is-list-member/>

        </cr:conditions>
Now its schema is corrected as empty.
2 Impact on Backward Compatibility

3 Impact on Other Specifications

The other PAG specifications that have specified ruleset.
The XDM core spec, section 6.6.2.2.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the text provided in Section 6 in a revision of the XDM Specification.

6 Detailed Change Proposal

*** FIRST CHANGE ***

5. PoC XDM Application Usages

5.1 PoC Group

5.1.1 Structure

The structure of a PoC Group document is based on a “list-service” template. Each “list-service” document SHALL describe one PoC Group.

The PoC Group document SHALL conform to the structure of the “list-service” document described in this sub‑clause. The schema definition is provided in section 5.1.3.

The <list-service> root element

a) SHALL include a “uri” attribute representing the PoC Group Identity;

b) MAY include any other attributes from any other namespaces for the purposes of extensibility;

c) MAY include a <display-name> element containing a human readable name;

d) MAY include a <list> element containing the group members;

e) MAY include an <invite-members> element indicating whether the group members will be invited;

f) MAY include a <max-participant-count> element;

g) MAY include a <ruleset> element representing the authorization policy associated with this group;

h) MAY include any other elements from any other namespaces for the purposes of extensibility.

Each <list> element SHALL be composed of a sequence of zero or more elements, each of which is

a) an <entry> element containing a SIP URI (as defined in [RFC3261]) or a TEL URI (as defined in [RFC3966]) identifying a single user; or

b) an <external> element pointing to a URI List in the Shared XDMS as defined in [SHAREDXDM]. 

The structure of the <ruleset> element SHALL conform to [COMMONPOL]. Each <ruleset> element is composed of a sequence of zero or more <rule> elements.

The <conditions> child element of any <rule> element MAY include the following child elements:

a) the <identity> element as described in [XDMSPEC] Section 6.6.2, except the <anonymous> child element;

b) the <external-list> element as defined in [XDMSPEC] Section 6.6.2;

c) the <other-identity> element as defined in [XDMSPEC] Section 6.6.2;
d) the <is-list-member> element as defined in Section 5.1.3.

Other types of <conditions> elements described in [COMMONPOL] are not defined by this specification. This means that, if present, the PoC server ignores such elements.

NOTE: Once the [COMMONPOL] has modified the XML schema for <identity> as defined in section 5.1.3, it will be referred in this section and in section 5.1.3. 
The <actions> child element of any <rule> element MAY include the following child elements defined in Section 5.1.3:

a) the <allow-conference-state> element

b) the <allow-invite-users-dynamically> element

c) the <join-handling> element

d) the <allow-initiate-conference> element

e) the <allow-anonymity> element

The <transformations> child element of any <rule> element MAY include the following child elements defined in Section 5.1.3:

a) the <is-key-participant> element

5.1.2 Application Unique ID

The AUID SHALL be “org.openmobilealliance.poc-groups”.

5.1.3 XML Schema

The “list-service” document SHALL be composed according to the XML schema detailed in this sub‑clause.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema
   targetNamespace="urn:oma:params:xml:ns:list-service"
   xmlns:xs="http://www.w3.org/2001/XMLSchema"
   xmlns:cr="urn:ietf:params:xml:ns:common-policy"
   xmlns:rl="urn:ietf:params:xml:ns:resource-lists"
   elementFormDefault="qualified" attributeFormDefault="unqualified">

  <!-- This import brings in the IETF common policy -->

  <xs:import namespace="urn:ietf:params:xml:ns:common-policy"/>

  <!-- This import brings in the common extensions for authorization rules in [XDMSPEC]-->
  <xs:import namespace="urn:oma:params:xml:ns:common-policy"/>
  <!-- The root "group" element -->

  <xs:element name="group">

    <xs:complexType>

      <xs:sequence maxOccurs="unbounded">

        <xs:element name="list-service" type="list-service-type"/>

      </xs:sequence>

    </xs:complexType>

  </xs:element>

  <xs:complexType name="list-service-type">

    <xs:sequence>

      <xs:element name="display-name" type="xs:string" minOccurs="0"/>

      <xs:element name="list" type="list-type" minOccurs="0"/>

      <xs:element name="invite-members" type="xs:boolean" minOccurs="0"/>

      <xs:element name="max-participant-count" type="xs:nonNegativeInteger" minOccurs="0"/>

      <xs:element ref="cr:ruleset" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:attribute name="uri" type="xs:anyURI" use="required">

    <xs:anyAttribute namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

  </xs:complexType>

  <xs:complexType name="list-type">

    <xs:sequence>

      <xs:element name="entry" type="rl:entryType" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="external" type="rl:externalType" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>







  <!-- OMA specific "conditions" child elements -->

  <xs:element name="is-list-member" substitutionGroup="cr:condition"/>
  <!--OMA specific "actions" child elements -->

  <xs:element name="allow-conference-state" type="xs:boolean" substitutionGroup="cr:action"/>

  <xs:element name="allow-invite-users-dynamically" type="xs:boolean" substitutionGroup="cr:action"/>

  <xs:element name="join-handling" type="xs:boolean" substitutionGroup="cr:action"/>

  <xs:element name="allow-initiate-conference" type="xs:boolean" substitutionGroup="cr:action"/>

  <xs:element name="allow-anonymity" type="xs:boolean" substitutionGroup="cr:action"/>

  <!-- OMA specific "transformations" child elements -->

  <xs:element name="is-key-participant" type="xs:boolean" substitutionGroup="cr:transformation"/>

</xs:schema>

*** NEXT CHANGE ***

5.2 PoC User Access Policy

5.2.1 Structure

The PoC User Access Policy document SHALL conform to the structure of the “ruleset” document described in [COMMONPOL] and extended in section 5.2.3, with the extensions and constraints given in this sub‑clause.

The PoC User Access Policy document makes use of the following two elements defined for the <rules> element in [COMMONPOL]: 

· <conditions>

· <actions>

NOTE 1: This specification does not define any value for the <transformations> element defined as a child of the <rules> element in [COMMONPOL]. This means that, if present, the PoC server ignores this element.

The <conditions> element supports the following elements

a) the <identity> element, as defined in [XDMSPEC] Section 6.6.2, except the <anonymous> child element.

b) the <external-list> element, as defined in [XDMSPEC] section 6.6.2.

c) the <other-identity> element, as defined in [XDMSPEC] section 6.6.2.

NOTE 2: This specification does not define any value for those elements defined as a part of the <conditions> element in [COMMONPOL] (e.g., <sphere>, <validity>) but which are not explicitly identified in the list above. This means that, if present, the PoC server ignores such elements.

NOTE 3: Once the [COMMONPOL] modifies the XML schema as defined in section 5.1.3, it will be referred in this section and in section 5.1.3. 
The <actions> element supports the <allow-invite> element, as defined in section 5.2.3 and 5.2.6.

5.2.2 Application Unique ID

The AUID SHALL be “org.openmobilealliance.poc-rules”.

5.2.3 XML Schema

The PoC User Access Policy document SHALL conform to the XML schema detailed in [COMMONPOL] and extended in [XDMSPEC] section 6.6.2, with the extensions given in this sub‑clause.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:oma:params:xml:ns:poc-rules"

  xmlns:cr="urn:ietf:params:xml:ns:common-policy"

  xmlns:xs="http://www.w3.org/2001/XMLSchema"

  elementFormDefault="qualified" attributeFormDefault="unqualified">

  elementFormDefault="qualified" attributeFormDefault="unqualified">

  <!-- This import brings in the common extensions for authorization rules in [XDMSPEC]-->
 <xs:import namespace="urn:oma:params:xml:ns:common-policy"/>

  <!-- This import brings in the IETF common policy -->

 <xs:import namespace="urn:ietf:params:xml:ns:common-policy"/>

  <!-- OMA specific "conditions" child elements -->


 <xs:element name="allow-invite" substitutionGroup="cr:action">

  <xs:simpleType>

    <xs:restriction base="xs:string">

      <xs:enumeration value="reject"/>

      <xs:enumeration value="pass"/>

      <xs:enumeration value="accept"/>

    </xs:restriction>

  </xs:simpleType>

   </xs:element>

</xs:schema>

Editor note: It must be clarified how to register the OMA specific namespace.
5.2.4 MIME Type

The MIME type for PoC User Access Policy documents SHALL be “application/auth-policy+xml” defined in [COMMONPOL].

5.2.5 Validation constraints

The PoC User Access Policy document SHALL conform to the XML Schema described in [COMMONPOL] and extended in sub‑clause 5.2.3, with the additional validation constraints described in this sub-clause.

The <entry> child element of <identity>, if present, SHALL contain a SIP URI or a TEL URI. 

For a given <ruleset>, the same value of an <entry> element SHALL NOT occur in two “rules” which have different values for <allow-invite>. If this constraint is violated, the PoC XDMS SHALL return an HTTP “409 Conflict” including the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Same user in contradictory rules”.

For a given <ruleset>, the same value of an <external-list> element SHALL NOT occur in two “rules” which have different values for <allow-invite>. If this constraint is violated, the PoC XDMS SHALL return an HTTP “409 Conflict” including the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Same users in contradictory rules”.

NOTE: These validation constraints ensure that the end user is alerted to a contradictory choice, and also ensures that the PoC server has an unambiguous way of evaluating the rules.

Any AUID value other than “resource-lists” in the Document URL contained in an <external-list> element SHALL be a validation error. If so, the <external-list> insertion SHALL fail with an HTTP “409 Conflict” response which includes the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Wrong type of shared list”.

If the XUI value of the Document URL proposed in an <external-list> element does not match the XUI of the PoC User Access Document URI, this SHALL be a validation error. If so, the <external-list> element insertion SHALL fail with an HTTP “409 Conflict” response, which includes the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Access denied to shared list”.

5.2.6 Data Semantics

The PoC User Access Policy document SHALL conform to the semantics for the “conditions” and “actions” described in [COMMONPOL] and extended in [XDMSPEC] section 6.6.2, together with the clarifications required for the PoC service as given in this sub‑clause.

When evaluating a “rule” against an identity, the value of an <entry> element, if present, is compared against that identity to see if the “rule” is applicable.


The PoC User Access Policy document can contain references to URI Lists stored in Shared XDMS (as defined in [SHAREDXDM]).

The <allow-invite> element defines the action the PoC Server is to take when processing a PoC session invitation for a particular user. This element has one of the following three values, whose use is described in [OMA-POC-CP] section 7.3.2.2. The value is of an enumerated integer type:

“reject”
instructing the PoC server to automatically reject the invitation. This is the default value taken in the absence of the element. This value is assigned the numeric value of 0.

“pass”
instructing the PoC server to not reject the invitation. This value is assigned the numeric value of 1.

“accept”
instructing the PoC server to automatically accept the invitation. This value is assigned the numeric value of 2.

5.2.7 Naming conventions

The name of the PoC User Access Policy document SHALL be “pocrules”.

5.2.8 Global documents

This application usage defines no global documents.

5.2.9 Resource interdependencies

This application usage defines no additional resource interdependencies.

5.2.10 Authorization policies

The authorization policies SHALL be defined according to [XDMSPEC].

*** NEXT CHANGE ***

B.2 Manipulating PoC User Access Policy

B.2.1 Obtaining PoC User Access Policy rules

Figure B.3 describes how XDM client obtains PoC User Access Policy rules.
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Figure B.1- XDM Client obtains PoC User Access Policy rules

The details of the flows are as follows:

1) The user “sip:ronald.underwood@example.com” wants to obtain the document describing his PoC User Access Policy rules. For this purpose the XDMC sends an HTTP GET request to the Aggregation Proxy.

GET http://xcap.example.com
/services/org.openmobilealliance.poc-rules/users/sip:ronald.underwood@example.com/pocrules HTTP/1.1

...

Content-Length: 0

where the filename “pocrules” is a standardized naming convention (see section 5.2.7).

2) Based on the AUID the Aggregation Proxy forwards the request to PoC XDMS.

3) After the PoC XDMS has performed the necessary authorisation checks on the request originator, the PoC XDMS sends an HTTP “200 OK” response including the requested document in the body.

HTTP/1.1 200 OK

Etag: "etu15"

...

Content-Type: application/auth-policy+xml

<?xml version="1.0" encoding="UTF-8"?>

<ruleset xmlns="urn:ietf:params:xml:ns:common-policy"
xmlns:poc="urn:oma:params:xml:ns:poc-rules">

  <rule id="f3g44r1">

    <conditions>

      <identity>

        <entry id="tel:5678;phone-context=+43012349999/>

        <entry id="sip:percy.underwood@example.com"/>
      </identity>

    </conditions>

    <actions>

      <poc:allow-invite>true</poc:allow-invite>

    </actions>

  </rule>

</ruleset>

4) The Aggregation Proxy routes the response to the XDM Client.
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