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1 Reason for Change

a) Justification:

This CR addresses XDM Problem Report # 0025, which is as follows:
	Problem Report Number
	0025

	Submitter's Classification
	Specification Problem (INT)

	State
	SA Review

	Resolution
	No Resolution Given

	Problem Resolution ID
	No Resolution ID Given

	Raised
	2006-08-07 11:04

	XDM Version
	XDM 1.0

	Specification
	XDM Core Specification - OMA-TS-XDM_Core-V1_0-20050415-C

	Location in Spec
	6.6.2 Authorization Rules (Spec. version 20060612)

	Problem Summary
	Matching Any Authenticated Identity issue

	Problem Text
	According draft-ietf-geopriv-common-policy next rules match any user, 
authenticated and unauthenticated (chapter 7.1.4.1 in version 08 and 
chapter 7.1.3.2 in version 10): 
<rule id="f3g44r5"> 
<conditions> 
<identity/> 
</conditions> 
<actions/> 
<transformations/> 
</rule> 

<rule id="f3g44r57"> 
<conditions/> 
<actions/> 
<transformations/> 
</rule> 

Above situation is possible when client deletes the last entity (one 
element) from specified rule (i.e. in some of PoC Access or Presence 
Policy Rules). In this case it is not clear how target server has to 
react when matching an identity against the rule (either to match or 
not to match). 

Note 1: 
Ietf common policy version 09 (chapter 7.1) introduced next statement 
to clarify above situation, but description in examples from same 
document is still confusing: 
"If the <identity> element is absent, or it is present but is empty 
(meaning that there are no child elements), identities are not 
considered, and thus, other conditions in the rule apply to any user, 
authenticated or not." 

Note 2: 
OMA restricts that extension elements are defined together with 
identity element in same condition. So, only sphere or validation (or 
some user defined) additional condition child elements are possible to 
be created together with an identity element in same condition. 
Application server (POC XDMS, Presence XDMS) according OMA has to 
ignore other elements not defined in structure of Application Usage, 
so sphere, validation and other user defined condition child elements 
will be ignored in specified rule and that rule will be treated as the 
rule with only identity element in condition. 

According Note 1 and Note 2 statements, if there is an empty identity 
condition element (or there is none of OMA allowed childs in 
condition) in a rule, the rule will not match an entity when it is 
evaluated. 

This is not so obvious and also different interpretation is possible 
(especially according description in common policy examples), so 
please clarified this situation and adds a statement or note in XDM 
Core specification. 

Please, clarified and adds some note in XDM Core to explain (to 
define) situation when a rule with an empty external-list in condition 
is defined.


b) Clauses affected:

6.6.2.1 of the XDM Specification.

c) Summary of change:  

If the <identity> or <conditions> element is empty, common-policy-08 (referenced by XDM R1.0) and common-policy-11 (latest version of draft) state the following:
From common-policy-08, section 7.1.1:

“As usual, if the <identity> element is (or all its child elements are) omitted, identities are not considered and, thus, the condition matches any user, authenticated or not.”
From common-policy-11, section 7.1.1:

“If the <identity> element is absent, or it is present but is empty (meaning that there are no child elements), identities are not considered, and thus, other conditions in the rule apply to any user, authenticated or not.”
Although they read differently, the net effect in XDM R1.0 is that the rule matches any user (authenticated or not), since XDM R1.0 does not allow the <conditions> element to have more than one child element (<identity>, <external-list>, <anonymous-request> or <other identity>).  Therefore, XDM R1.0 is clear about the behaviour if the <identity> or <conditions> element is empty and no additional clarification is needed.
However, XDM R1.0 does not describe the behaviour for an “empty” <external-list> element.  Therefore, this CR proposes additional text to explain this.
d) Consequence if not approved:  

Possible interoperability issues for authorization policies that use the <external-list> condition.

e) Reason for revision: 

n/a
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve the proposed changes for the latest version of the XDM Specification, and the following response in the PR database:
--- BEGIN RESPONSE ---

”The XDM Specification clearly states, through its reference to ietf-draft-common-policy (specifically section 7.1.1) that a rule with an empty <conditions> element or an empty <identity> element matches any user (authenticated or not), and so no additional clarification is needed in the XDM Specification.  However, a CR has been agreed to clarify the meaning of an empty <external-list> element (see OMA-PAG-2006-0466R01).
NOTE: The applicable text in section 7.1.1 of ietf-draft-common-policy differs between the -08 version (referenced by XDM R1.0) and the -11 version (latest version of draft).  However, since XDM R1.0 restricts the <conditions> element to only one child element, the interpretation of -08 and -11 are the same for XDM R1.0.”
--- END RESPONSE ---

6 Detailed Change Proposal

CHANGE # 1:  Section 6.6.2.1 Structure
Every rule in an authorization policy document SHALL support the following extensions to [COMMONPOL]: 

· the <external-list> condition element (as defined in section 6.6.2.2);

· the <anonymous-request> condition element (as defined in section 6.6.2.2);

· the <other-identity> condition element (as defined in section 6.6.2.2).

If present in any rule, the <external-list> element allows for matching those identities that are part of a URI List (as defined in section 6.6.2.2).  If the <external-list> element is empty (i.e. there are no child elements), or if all the child elements resolve to URI Lists that are empty, then the corresponding rule does not match for any user.
If present in any rule, the <anonymous-request> element matches those incoming requests that have been identified as anonymous.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, an AS SHALL use the procedures as defined in chapter 5.7.1.4 in [3GPP TS 24.229]  / [3GPP2 X.S0013.4] how to identify the source of the request anonymous.

Note: If the authorization policy document includes a rule having an <anonymous-request> condition element, an XDM client should not specify another rule containing an <identity> condition element with a <many/> child element and the same <actions> and/or <transformations> element(s) as the rule with the <anonymous-request> condition element.

If present in any rule, the <other-identity> element, which is empty, matches all identities that are not referenced in any rule. It allows for specifying a default policy.

The <conditions> element of a rule SHALL contain no more than one of <identity>, <external-list>, <anonymous-request> or <other-identity>.

If the <external-list> element contains an XCAP node URI, then the node selector part SHALL be percent-encoded as defined by [XCAP] section 6 before it is inserted into an XCAP document.
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