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1 Reason for Change
Access Control Rights to XDM resources and procedures at the XDM Access Control Server (XACS).
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
Approve proposed modifications to the specification.
6 Detailed Change Proposal

Change 1:  Create new chapter 6.4 “Procedures at the WebDAV Server”
6.4 Procedures at the XDM Access Control Server
An XDM Access Control Server (XACS) is a basic WebDAV [RFC2518] server combined with Access Control Protocol [RFC3744] features. This specification does not mandate that the full feature set of [RFC2518] MUST be implemented. The minimum requirement is to support PROPFIND, PROPPATCH, REPORT [RFC3253] and ACL [RFC3744] methods in terms of [RFC3744] requirements.  

In terms of WebDAV access control lists, the core XCAP specifies that the owner of a resource has <DAV:read> and <DAV:write> access rights. With WebDAV ACLs a more fine-grained privileges can be given to users, especially when sharing resources.  The privileges (<DAV:read>, <DAV:write> and so on) are used by access control elements  (ACE).  Several ACEs are combined into an access control list (ACL).´The owners of documents are principals which are manifested to clients as a WebDAV resource, identified by a URI.

6.4.1 Principal Entities

WebDAV ACL does not mandate a body for principal resources, only properties are meaningful.  It is thus RECOMMENDED that principals have a base URI like "http://principals.example.com/" for a domain  "example.com".  For a user "joe" the principal URI is then  "http://principals.example.com/joe/self".  The user "joe" is thus an XCAP user identity (XUI).  It is anticipated that users can create private groups onto these collections, for example the user "joe" has  then <DAV:bind> privilege to the collection "http://principals.example.com/joe/".  The principal can then create group resources, i.e. group principal resources or other collections into this collection.  It should be noted that a collection is not regarded as a principal.  The "DAV:group-member-set" property contains then the principal URIs belonging to the group.  These group   resources may then be referenced by ACEs.  Also group principal URIs may be referenced by the "DAV:group-member-set" property allowing thus nested groups.  For new created groups of a principal the server  MUST provision <DAV:all> privileges to the owner (principal)  of the resource.  If the server does not intend to support user defined groups the user will not be provisioned <DAV:bind> privilege to his/her principal collection so clients trying to create a private principal group URI will be responded with 403 "Forbidden" return code.

It is RECOMMENDED that while provisioning users for XCAP application usages, users are given <DAV:all> privileges to their application usage "home directories".  This allows users full control to them: creation of sub-directories, setting access control rights and so on.
It should be noted that once the group principals are being created with the PUT method, the <DAV:displayname> property MUST be non-empty and <DAV:resourcetype> MUST report <DAV:principal> element to the corresponding property request.
6.4.2 Privileges

The Appendix B of WebDAV ACL [RFC3744] specification lists normative privileges for different methods.  This specification extends this table for DELETE method so that <DAV:unbind> privilege on a target resource allows also the unbinding of the resource from the parent collection.

Note: In practice this means that if a user has a <DAV:all> or a <DAV:write> privilege on a resource, the user is able to perform a successful DELETE operation.

6.4.3 Aggregation of privileges

The chapter 3.12 of WebDAV ACL [RFC3744] specification defines some allowed and disallowed aggregation rules for <DAV:read> and <DAV:write> and other privileges.  Given these constraints and while it is also possible to query the implemented aggregation model of a server with <DAV:supported-privilege-set> it is RECOMMENDED that <DAV:read> contains only <DAV:read-current-user-privilege-set>, i.e. it does not contain <read-acl> privilege and similarly, <DAV:write> does not   contain <write-acl> privilege. <DAV:write> will then contain <DAV:bind>, <DAV:unbind>, <DAV:write-properties> and <DAV:write-content> privileges.
6.4.4 Processing of PROPFIND, PROPPATCH, REPORT, OPTIONS

These methods are processed based on RFC3744 requirements, i.e. it not required to support the full RFC2518 specification.
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