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1 Reason for Change

This CR introduces the changes needed to add access control to the XDM Core TS according to the proposal in OMA-PAG-2006-0727-INP_Access_Control_of_XDM_Documents_Using_XCAP.

The changes are in short:

· New XSD-SUP file is added as a Normative reference
· Definition of “Access Control Document” is added.

· Empty “Client Delegation” chapter populated

· Empty “Server Delegation” chapter populated

· “Common Application Usages” chapter is extended

· Authorisation chapters are extended

· Authorisation Policies defined

· 2 new chapters about XML Document and Directory Access Control added

2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

A set of CRs addressing the changes needed to other XDM2 specifications will be submitted in parallel with this CR 
If this CR is accepted another CR to address the SCR table will be submitted.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt the changes proposed in Section 6. 
Note for the editor: Please use proper headings and activate all reference links
6 Detailed Change Proposal

Change 1:  Chapter 2.1

	[XSD_COMMONPOL]
	“XDM – Common Policy”, Candidate Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm_commonPolicy-V1_0, URL: http://www.openmobilealliance.org/ 

	[XSD_SEARCH]
	“XDM – Search”, Candidate Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm_search-V1_0, URL: http://www.openmobilealliance.org/ 

	[XSD_XCAPDIR]
	“XDM – XCAP Directory”, Candidate Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm_xcapDirectory-V1_0, URL: http://www.openmobilealliance.org/ 

	[XSD_XCAPERR]
	“XDM – XCAP Error”, Candidate Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm_xcapError-V1_0, URL: http://www.openmobilealliance.org/ 

	[XSD_XDM2_Media_Ext]
	“XDM 2 Media Extensions for Common Policy and Extended Group Advertisement”, Candidate Version 1.0, Open Mobile Alliance(, OMA-SUP-XSD_xdm_MediaExtensions-V1_0, URL: http://www.openmobilealliance.org/ 

	[XSD_XDM2_ACD]
	“XDM 2 – Access Control Document” , Candidate Version 1.0, Open Mobile Alliance(, OMA-SUP-XSD_xdm_acd-V1_0, URL: http://www.openmobilealliance.org/


Change 2:  Chapter 3.2

Definitions

	Access Control Document
	An XML document containing information about who has access to do a particular operation towards an XCAP server

	Global document
	A document placed under the XCAP global tree that applies to all users of that application usage.

	Global tree
	A URL that represents the parent for all global documents for a particular application usage within a particular XCAP root. (Source: [XCAP])

	XCAP Application Usage
	Detailed information on the interaction of an application with an XCAP server. (Source: [XCAP])

	XCAP Server
	An HTTP server that understands how to follow the naming and validation constraints defined in this specification. (Source: [XCAP])


Change 3:  Chapter 4
4   Introduction

Various OMA enablers such as, Presence, Push to Talk Over Cellular (PoC), Instant Messaging (IM), etc. need support for access to and manipulation of certain information that are needed by these enablers.  Such information is expressed as XML documents and stored in various document repositories in the network where such documents can be located, accessed and manipulated (created, changed, deleted) by authorised principals. 

This specification defines the common protocol for access and manipulation of such XML documents by authorized principals.  This specification reuses the IETF XML Configuration Access Protocol (XCAP). 

XCAP defines:

· A convention for describing elements and attributes of an XML document as a HTTP resource, i.e., accessible via an HTTP URI

· A technique for using HTTP GET, PUT and DELETE methods for various document manipulation operations (e.g., retrieving/adding/deleting elements/attributes, etc.)

· The concept and structure of an XCAP Application Usage by which service or enabler specific documents can be described

· A default authorization policy for accessing and manipulating documents

This specification also defines a technique by which changes to such XML documents can be conveyed to an XCAP Client.  This reuses an IETF-defined SIP event package by which an XDM Client subscribes to changes to all documents that it owns.  
This specification also defines a technique to perform access control of document manipulation operations towards a user’s various document repositories allowing other authorized Principals than the Primary Principal to perform such operations.
Common, reusable as well as enabler-specific document formats and associated XCAP application usages are described in separate specifications (e.g., [Shared_XDM] [PoC_XDM] [Presence_XDM] and [RLS_XDM]) that make use of the XCAP protocol specified here for their document management.

Change 4:  Chapter 6.1.4
6.1.4    Access control of the XML Document Management
An XDM Client MAY per application usage specify how the XDMS shall perform access control of Principals’ XDM operations towards this application usage. 

An XDM Client SHALL specify the access control rules in an XML document as defined in section 6.7.4. 
An XDM Client SHALL use the XDM procedures as defined in section 6.1.1 and section 6.1.2 except the Create and Delete Document XDM operations in section 6.1.1.2.1 and section 6.1.1.2.2.  An XDM Client SHALL use the Document URI as defined per application usage to address the Access Control Document.

An XDM client MAY specify who has access to an Access Control Document. This SHALL be done by defining these rules inside the Access Control Document itself as defined in section 6.7.4.
Change 5:  Chapter 6.2.4
6.2.4    Access control of the XML Document Management
6.2.4.1   Creating an Access Control Document.

An XDM server SHALL if the application usage defines an Access Control Document create one and only one Access Control Document when a directory is created for a Primary Principal in the “users” tree.  The document URI to this document SHALL be as defined by access controlled application usage. 
By default the XDM server SHALL create an Access Control Document that grants the Primary Principal access to all operations in the application usage directory belonging to the Primary Principal and to all operation towards the corresponding Access Control Document.

6.2.4.2     Deleting an Access Control Document.

An XDM server SHALL delete the corresponding Access Control Document when the Primary Principal’s directory in the “users” tree is deleted.

6.2.4.3     Handling of an Access Control Document.
An XDM server SHALL follow the procedures defined in section 6.2.1 and section 6.2.2 except that a PUT handling (see section 6.2.1.2) with the purpose to create a document or DELETE handling (see section 6.2.1.4) with the purpose to delete a document SHALL NOT be allowed. If an XDM client performs a PUT or DELETE operation of this kind, the XDM server SHALL reject the request with a HTTP “403 Forbidden” response.

An XDM server SHALL do access control of an access to an Access Control Document by using the rules specified inside the document. If access is not granted the XDM server SHALL reject the request with a HTTP “403 Forbidden” response if the request is an XCAP request and with SIP “403 Forbidden” response if it is a SIP request.

6.2.4.4     Performing access control of an XML Document Mangement Operation.

An XDM server SHALL perform access control of all operation towards a user’s application usage directory.

An XDM server SHALL perform access control as defined per application usage.

If the application usage does not define a method for access control to a user’s directory an XDM server SHALL check that only the Primary Principal owning the XUI or trusted applications are granted access.
Change 6:  6.4.3
6.4.3    Authorization

The XDMS SHALL check that the identity of the requesting XDMC has been granted access rights to perform the requested operations. Application usages MAY define their own policies for accessing different XCAP resources (e.g. global documents).

The XDMS SHALL use the information in the X-XCAP-Asserted-Identity header provided by the Aggregation Proxy to determine the identity of the XDM Client. 

When realized in 3GPP IMS and the GAA is present, the identity of the requesting XDMC is obtained from the X-3GPP-Asserted-Identity or the X-3GPP-Intended-Identity.

The Primary Principal and trusted applications SHALL have permission to perform all operations defined in Sections 6.1.1, 6.1.2 and 6.1.4. unless the access control of XML Document Mangement specifies something else. 
Any application usage defining the use of any global documents SHALL specify the authorization policy associated with the use of such documents.
Change 7:  Chapter 6.7.2.9
6.7.2.9    Authorization Policies

The “directory.xml” document is created and modified only by the XDMS. Thus, authorized principals are only allowed to retrieve this document.

The authorization policies for retrieving a “directory.xml” document SHALL conform to those described in [XDM_Spec] section 6. 7.5. The XDMS SHALL check the rules defined in the Access Control Document defined by the application usage “org.openmobilealliance.xcap-directory-acd” before allowing any operation towards this document
Change 8:  New Chapter 6.7.4 and 6.7.5

6.7.4     XML document Mangement Access Control Document
Every application usage that defines an Access Control Document SHALL use this template for its corresponding access control application usage.

6.7.4.1    Structure

The structure of an Access Control Document SHALL be as follows:

The document SHALL have one root element <ac-rules>.

The <ac-rules> element

a) SHALL include one <access-control-document-rule> element as described in section 6.7.4.7.

b) SHALL include one <directory-rule> element as described in section 6.7.4.7.

c) MAY include one or more <document-rule> elements as described in section 6.7.4.7.

The <access-control-document-rule> element SHALL include one <ruleset> element conforming to [COMMONPOL]. The <rule-set> element SHALL consist of one or more <rule> elements conforming to [COMMONPOL]. The <conditions> element in a <rule> element SHALL include one of the following child elements:

a) An <identity> element as described in [COMMONPOL]. The <identity> element SHALL as child element include one or more <one> elements as described in [COMMONPOL]. Other child elements SHALL NOT be allowed.

The <actions> element in a <rule> element SHALL include one or more of the following child elements

a) <allow-any-operation> as described in section 6.7.4.7 

b) <allow-read> as described in section 6.7.4.7.

c) <allow-subscribe> as described section 6.7.4.7.

The <directory-rule> element SHALL include a <ruleset> element conforming to [COMMONPOL]. A <rule-set> element SHALL consist of one or more <rule> elements conforming to [COMMONPOL]. The <conditions> element in a <rule> element SHALL include one of the following child elements:

a) An <identity> element as described in [COMMONPOL]. The <identity> element SHALL as child element include one or more <one> elements as described in [COMMONPOL]. Other child elements SHALL NOT be allowed.

b) An <external-list> element as defined in section 6.6.2.1

The <actions> element in a <rule> element SHALL include one or more of the following child elements

a) <allow-any-operation> as described in section 6.7.4.7

b) <allow-read> as described in this section 6.7.4.7

c) <allow-subscribe> as described in section 6.7.4.7

d) <allow-modify> as described in section 6.7.4.7

e) <allow-create>as described in section 6.7.4.7

f) <allow-delete> as described in t section 6.7.4.7

The <document-rule> element SHALL include an attribute “name” including the name of the document for which the rule is valid for and SHALL include a <ruleset> element conforming to [COMMONPOL]. An <rule-set> element SHALL consist of one or more <rule> elements conforming to [COMMONPOL]. The <conditions> element in a <rule> element SHALL include one of the following child elements:

a) An <identity> element as described in [COMMONPOL]. The <identity> element SHALL as child element include one or more more <one> elements as described in [COMMONPOL]. Other child elements SHALL NOT be allowed.

b) An <external-list> element as defined in in section 6.6.2.1.

c) An <other-identity> element as defined in section 6.6.2.1.

d) An <is-member> element as defined in section 6.7.4.7.

The <conditions> element MAY also include one <node-selectors> element as defined in section 6.7.4.7. The <node-selectors> element SHALL have one or more <node-selector> elements as defined section 6.7.4.7.

The <actions> element in a <rule> element SHALL include one or more of the following child elements

a) <allow-any-operation> as described in section 6.7.4.7.

b) <allow-read> as described in section 6.7.4.7.

c) <allow-subscribe> as described in section 6.7.4.7.

d) <allow-modify> as described in section 6.7.4.7.

e) <allow-create>as described in section 6.7.4.7.

f) <allow-delete> as described in section 6.7.4.7.

g) <allow-modify-acr> as described in section 6.7.4.7.

6.7.4.2     Application Unique ID

Every application usage using an Access Control Document SHALL define the AUID value to be used for its corresponding access control application usage.

6.7.4.3     Default Namespace

The default namespace SHALL be “urn:ietf:xml:params:ns:common-policy”

6.7.4.4      XML schema

The Access Control Document SHALL conform to the XML schema defined in [XSD_XDM2_ACD].

6.7.4.5      MIME Type

The MIME Type for the document is “application/vnd.oma.xdm-acd+xml”

6.7.4.6       Vaildation contraints

The Access Control Document SHALL conform to the XML schema described in section 6.7.4.4 “XML Schema” with the following clarifications given in this section.

The <document rule> element attribute “name” SHALL include a document name that exists in the directory. Only one <document rule> element per document in the directory SHALL be allowed.

A <rule> element SHALL not contain an <actions> element with child elements having the bolean value “false”.

A <conditions> element SHALL not contain more than one <node-selector> child element. 

An <access-control-document-rule> element SHALL always contain at least one <rule> element that grants at least one Principal access to all operations.

An <directory-rule> element SHALL always contain at least one <rule> element that grants at least one Principal access to all operations.
6.7.4.7      Data semantics

The <access-control-document-rule> element SHALL contain the access control rules to grant access to the Access Control Document itself. An <access-control-document-rule> element SHALL only grant permissions to perform an XDM operation, it SHALL NOT restrict permissions.

The <directory-rule> element SHALL contain the access control rules to grant access to the application usage directory. The element controls who is allowed to create and delete documents in the directory and who is allowed to do operations towards existing documents. 
This element is checked as soon as anyone wants to access the directory. 
A <directory-rule> element SHALL only grant permissions to perform an XDM operation, it SHALL NOT restrict permissions.

The <document-rule> element SHALL contain the access control rules for a particular document in the application usage directory. This element SHALL be checked when the <directory-rule> element does not grant access to the document. The <document-rule> element MAY also contain access control rules for the <document-rule> element itself in the Access Control Document. 
This element SHALL be checked when the <access-control-document-rule> does not grant access to the element. 
A <document-rule> element SHALL only grant permissions to perform an XDM operation, it SHALL NOT restrict permissions.

The <is-member> element SHALL be a child element to the <conditions> element. This element is used to define that a received identity SHALL be matched against a list of Principals defined inside the document when granting access. Each application usage SHALL define how this element is used and how the list is obtained from the document. 
One example of such a definition is: 
The Shared Group application usage contains an element <list>. The <is-member> element is used to indicate that the XDMS shall match a received identity against a list of  “uri” attributes obtained from <entry> child elements of the <list> element and against a list of identities obtained when resolving a <external> child element of the <list> element. 

The <node-selectors> element SHALL be a child element to the <conditions> element. The element SHALL be used to grant access to a particular XML node in a document in the directory. A rule that contains a <nodeselectors> element SHALL grant access to one or more XML nodes including their child XML nodes.  Each <node-selector> child element SHALL give access to one XML node and the “id” attribute of the <node-selector> element SHALL contain the actual Node Selector. 

The <allow-any-operation> element SHALL be a child element to the <actions> element. This element SHALL grant access to any operation when the <conditions> element of a <rule> element is validated to true.

The <allow-read> element SHALL be a child element to the <actions> element. This element SHALL grant access to the read operation when the <conditions> element of a <rule> element is validated to true.
The <allow-create> element SHALL be a child element to the <actions> element. This element SHALL grant access to create a new document in the directory when the <conditions> element of a <rule> element is validated to true.
The <allow-subscribe> element SHALL be a child element to the <actions> element. This element SHALL grant access to a SIP subscribe for document changes when the <conditions> element of a <rule> element is validated to true.
The <allow-modify> element SHALL be a child element to the <actions> element. This element SHALL grant access to modify a document or an XML node inside a document in the directory when the <conditions> element of a <rule> element is validated to true.
The <allow-delete> element SHALL be a child element to the <actions> element. This element SHALL grant access to delete a document or an XML node inside a document in the directory when the <conditions> element of a <rule> element is validated to true.
The <allow-modify-acr> element SHALL be a child element to the <actions> element. This element SHALL grant access to modify the access control rule for a document or for an XML node inside the Access Control Document when the <conditions> element of a <rule> element is validated to true

6.7.4.8      Naming conventions 

There is only one document per application usage and XUI in each XDMS. The name of this document SHALL be “index”.

6.7.4.9       Global documents

No global documents are defined.

6.7.4.10      Resource interdependencies

An XDMS SHALL create the document as soon as a directory for the corresponding application usage is created for a Primary Principal.

An XDMS SHALL delete the document only if also the directory for the corresponding application usage is deleted for a Primary Principal.

An XDMS SHALL,when an access controlled document is deleted, check if it exists a <document-rule> element for this document and delete such element.

An XDMS SHALL,when an XML node in an access controlled document is deleted, check if it exists any <node-selector> elements in the Access Control Document that gives access to this node only and delete such elements. 

6.7.4.11      Authorization policies.
An XDMS SHALL check the <access-control-document-rule> element in the Access Control Document before allowing any XDM operation towards an Access Control Document. An XDMS SHALL check the <document-rule> element in the Access Control Document before allowing any operations towards a <document rule> element in an Access Control Document. 
If the operation is not allowed the XDMS SHALL reject the operation with a HTTP “403 Forbidden” response if it is an XCAP operation or with a SIP “403 Forbidden”response if it is a SIP operation.
6.7.5     XML Document Directory Access Control Document

6.7.5.1     Structure

See section 6.7.4.1

6.7.5.2      Application Unique ID

This AUID value for this application usage SHALL be “org.openmobilealliance.xcap-directory-acd”

6.7.5.3      Default Namespace

See section 6.7.4.3

6.7.5.4      XML schema

See section 6.7.4.4

6.7.5.5      MIME Type

See section 6.7.4.5

6.7.5.6    Validation contraints

See section 6.7.4.6
6.7.5.7      Data semantics

See section 6.7.4.7
6.7.5.8       Naming conventions

See section 6.7.4.8

6.7.5.9       Global documents

See section 6.7.4.9

6.7.5.10      Resource interdependencies

This application usage specifies the Access Control Document that is used to grant access to document in an “org.openmobilealliance.xcap-directory” application usage directory.
See also section 6.7.4.10

6.7.5.11      Authorization policies.
See section 6.7.4.11
7 References

N/A









NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 10)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 10)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

