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1 Reason for Change

This CR addresses the CONRR comment C264.


	C264
	2007.01.24
	T
	6.4.3
	Source: Ericsson,

Form: INP doc

Comment: 
-Searching of documents should be allowed
-Remove unnecessary bullets

- operations, not permissions are defined  in 6.1.x
Proposed Change: add ref to 6.1.3 Search.

Revised text

“For XCAP resources in the “users” tree, Application Usages MAY define their own authorization policies.  In the absence of an Application Usage specific authorization policy, the default SHALL be that the Primary Principal SHALL have permission to perform all operations defined in Sections 6.1.1, 6.1.2 and 6.1.3 and that other Principals SHALL NOT be granted any access permissions.

Note: Local policy may allow trusted applications to be granted permission to some or all of the operations defined in Sections 6.1.1, 6.1.2 and 6.1.3.”
	Status: 
Solved by -296


The text in chapter 6.4.3 has been moved to 6.4.5 and the text has been modified by e.g. OMA-PAG-2007-0127R04-CR_XDM2_Core_security_procedure_clarification but part if the comment is still valid.
(chapter 6.1.3 defines Search which is an operation so should be included in allowed operations)

Also an occurrence of  ‘ “users” tree ‘ is changed to ‘ Users Tree ‘ as well as ‘ “global” tree ‘ to ‘ Global Tree ‘
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Change the text according to detailed proposal. 
Close CONNR item
6 Detailed Change Proposal

Change 1:  Chapter 6.4.5
6.4.5   Authorization

For the authorization of HTTP requests, the XDMS SHALL check that the identity of the requesting XDMC has been granted access rights to perform the requested operations: The XDMS SHALL use the information in the “X-XCAP-Asserted-Identity” HTTP header provided by the Aggregation Proxy to determine the identity of the XDMC. When realized in 3GPP IMS or 3GPP2 MMD networks and the GAA is present, the identity of the requesting XDMC SHALL be obtained from the “X-3GPP-Asserted-Identity” or the “X-3GPP-Intended-Identity” HTTP header.

For the authorization of SIP requests, when the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMS SHALL use the identity information in “P-Asserted-Identity” SIP header as defined in [3GPP TS 24.229] / [3GPP2 X.S0013-004-A] to authorize the requesting XDMC.
For XCAP Resources in the Users Tree, Application Usages MAY define their own authorization policies.  In the absence of an Application Usage specific authorization policy, the default SHALL be as follows:

1. the Primary Principal SHALL have permission to perform all operations defined in Sections 6.1.1.”Document Management” and 6.1.2 “Subscribing to changes in the XML documents”;

2. Principals other than the Primary Principal SHALL NOT have permissions to perform operations defined in 6.1.1”Document Management” and 6.1.2, “Subscribing to changes in the XML documents”;
3. all Principals SHALL have permissions to perform search operations as defined in 6.1.3 “Searching for Data in XML Documents”.
NOTE: 
Local policy may allow trusted applications to be granted some or all of the permissions defined in Sections 6.1.1 ”Document Management” and 6.1.2 “Subscribing to changes in the XML documents”.

For XCAP Resources in the Global Tree, Application Usages defining the use of Global Documents SHALL specify the authorization policies associated with their use.
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