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1 Reason for Change
The content of the TS is updated. So, the SCRs need revision.
REV1 based on Ingemar’s email comments:

- Editor’s note removed

- All Empty rows were deleted

- Added "Aggregation Proxy of Remote Network" to bullet list at top of App B 
- XDM_Core-HTTP-C-002-M moved to the second position in table B.1.1 (more logical place) 
- XDM_Core-CHU-C-001-M" for client in AS (B.1.2) changed to "XDM_Core-HTTP-C-001-M" to be align with B.1.1 
- XDM_Core- ERR-S-001-M: reference changed from 6.5 to 6.2.1.1,6.3.3.2,6.4.1,6.4.5 
- Removed "AND XDM_Core-HTTP-C-001-M" from XDM_Core-SRC-C-001-O Requirements column? 
- There were two occurrences of "XDM_Core-SEC-S-008-M" in B.5. Another renamed to SEC-S-001 
- Requirement for XDM_Core-RAP-S-001-M deleted as all the B.5 items are M 
REVISION 2:
- XDM_Core-SEC-C-005-M: Added normative requirement to 6.4.2 for XDMC identity assertion
- XDM_Core-HTTP-… changed to XDM_Core-XOP-… as they are XDM Operations over http which are betterm ap together with XDM Operation items.

- XDM_Corw-SRC-S-003-M: 6.2.2 added to references

- XDM_Core-SRC-S-003-M: Reference changed to 6.9 and XDM-COre-SEC-S-007 added to requirements
- XDM_Core-SEC-S-006-M: Name changed to ”Integrity and Confidentiality Protection support”

- XDM_Core-HTTP-S-004-M: Combined with HTTP proxy configuration item as done already in XDM_Core-HTTP-S-003-M 

- XDM_Core-SRC-S-008-M: Removed, because same as XDM_Core-XRF-S-003
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
Approve proposed modifications to the Specification.
6 Detailed Change Proposal

Change 1:  Adding normative statement to 6.4.2

6.4.2 XDM Client Indentity Assertion
The XDMC SHALL deliver in an XDMC identity assertion the XDMC identity that has been successfully authenticated in a system, which SHALL thus be safely shared and used within trusted networks for authorizing the XDMC without the need for reauthentication.

When the 3GPP GAA is not present the Aggregation Proxy:

1. SHALL insert the “X-XCAP-Asserted-Identity” header, as defined in Appendix E, to the HTTP requests after a successful HTTP Digest Authentication; 

2. SHALL populate the “X-XCAP-Asserted-Identity” header with the SIP URI in quotation marks (“”) provided by the “username” field in the HTTP Digest Authorization header. 

3. SHALL ensure that only one instance of the “X-XCAP-Asserted-Identity” header exists in the HTTP Requests before forwarding it. In cases where there are multiple instances, the Aggregation Proxy SHALL remove all previous instances of this header and insert its own instance of the XDMC identity with which the XDMC authentication with the Aggregation Proxy was successful.

When realized in 3GPP IMS or 3GPP2 MMD networks and the GAA is present, the procedures described [3GPP TS 24.109] SHALL be followed with the following clarifications:

The XDMC MAY insert the “X-3GPP-Intended-Identity” header as defined in [3GPP TS 24.109] to the HTTP requests to deliver its preferred identity for XDMC identity assertion.
The Aggregation Proxy 
1. SHALL act as an Authentication Proxy defined in [3GPP TS 24.109].
2. SHALL check whether an XDMC identity has been inserted in “X-3GPP-Intended-Identity” header of HTTP request;

a. If the “X-3GPP-Intended-Identity” is included, the Aggregation Proxy SHALL check if the value in the header is allowed to be used by the authenticated identity.

b. If the “X-3GPP-Intended-Identity” is not included, the Aggregation Proxy SHALL insert the authenticated identity in the “X-3GPP-Asserted-Identity” header of the HTTP request.

The SIP/IP Core SHALL provide XDMC identity assertion. When realized with 3GPP IMS or 3GPP2 MMD networks, the XDMC MAY use “P-Preferred-Identity” SIP header to deliver its preferred identity for XDMC identity assertion and the “Privacy” SIP header to set its privacy preference, and the SIP/IP Core SHALL use “P-Asserted-Identity” SIP header to carry the asserted XDMC identity within trusted networks, as described in [3GPP TS 24.229]/[3GPP2 X.S0013-004-A].
NOTE: The Enabler Specific Server should also provide the XDMC identity assertion when the Enabler Specific Server generates a HTTP request to XDMS on behalf of a User. In this case, as the Aggregation Proxy does, the Enabler Specific Server should use the “X-XCAP-Asserted-Identity” HTTP header, or the “X-3GPP-Asserted-Identity” HTTP header in 3GPP/3GPP2 realization, to carry the identity of the User for whom it generates the HTTP request.
Change 2:  Revision of SCR
Appendix B. Static Conformance Requirements 
(normative)

The SCRs [OMA-SCR_Rules] defined in the following tables include SCR for:

· Aggregation Proxy

· XDMS

· XDMC
· Search Proxy
· Aggregation Proxy of Remote Network
Each SCR table MUST have a title and MUST have only the following columns [OMA-SCR_Rules]:

· Item:
Identifier for a feature. It MUST be of type ScrItem in the dependency grammar described below.

· Function:
Short description of the feature.

· Reference:
Section(s) of the specification(s) with more details on the feature. 

· Requirement:
Other features required by this feature, independent of whether those other features are mandatory or optional. The notation in the dependency grammar, as described below, MUST be used for this column when other features are required, else the column MUST be left empty. 

The dependency grammar notation to be used in the Requirement column of the SCR and CCR tables using ABNF [RFC2234] is described below [OMA-SCR_Rules].

TerminalExpression =
ScrReference
/ NOT TerminalExpression
/ TerminalExpression LogicalOperator TerminalExpression
/ “(“ TerminalExpression “)”

ScrReference =
ScrItem
/ ScrGroup

ScrItem =
SpecScrName “–“ GroupType “–“ DeviceType “–“ NumericId “-” Status
/ SpecScrName “–“ DeviceType “–“ NumericId “-” Status

ScrGroup =
SpecScrName “:” FeatureType
/ SpecScrName “– “ GroupType “–“ DeviceType “–” FeatureType

SpecScrName = 1*Character;

GroupType = 1*Character;

DeviceType = “C” / “S”; C – client, S – server

NumericId = Number Number Number 

Status = “M” / “O”; M - Mandatory, O - Optional

LogicalOperator = “AND” / “OR”; AND has higher precedence than OR and OR is inclusive

FeatureType = “MCF” / “OCF” / “MSF” / “OSF”;

Character = %x41-5A ; A-Z

Number = %x30-39 ; 0-9

The following tags are used in the Function column to identify the relationship of the requirements in this enabler release [ERELD_XDMv2] with the requirements of the previous enabler release [ERELD_XDMv1]:

· XDMv1.0 – Requirement that is the same in this enabler release [ERELD_XDMv2], as in the previous enabler release [ERELD_XDMv1].
· XDMv2.0 – Requirement that is new in this enabler release [ERELD_XDMv2].
· XDMv1.0mod – Requirement that exists in the previous enabler release [ERELD_XDMv1], but is modified in this enabler release [ERELD_XDMv2].

B.1 XDM Client

B.1.1 XDMC implemented in a UE

	Item
	Function
	Reference
	Requirement

	XDM_Core-XOP-C-001-M
	Support rules for constructing HTTP URIs  (XDMv1.0)
	6.1.1.1
	

	XDM_Core-XOP-C-002-M
	Including “User-Agent” HTTP header with the required value (XDMv2.0)
	6.1
	

	XDM_Core-XOP-C-003-M
	Support for XDM Operations
(XDMv1.0)
	6.1.1.2
	

	XDM_Core-SUB-C-001-O
	Initial Subscription using the SIP SUBSCRIBE message
(XDMv1.0)
	6.1.2.1
	XDM_Core-SUB-C-002-O

	XDM_Core-SUB-C-002-O
	Processing Received SIP NOTIFY Request (XDMv1.0)
	6.1.2.2
	XDM_Core-SUB-C-001-O

	XDM_Core-SEC-C-001-M
	Support HTTP Digest authentication  (XDMv1.0)
	6.1, 6.4.1
	

	XDM_Core-SEC-C-002-M
	Support HTTP over TLS using the required cipher suite  (XDMv1.0)
	6.1, 6.4.4
	

	XDM_Core-SEC-C-003-O
	Support other cipher suites defined in RFC2246  (XDMv1.0)
	6.4.4
	

	
	
	
	

	XDM_Core-HCOM-C-001-O
	Support HTTP Compression  (XDMv1.0)
	6.1.1.2
	

	XDM_Core-SRC-C-001-O
	Searching for XML documents (XDMv2.0)
	6.1.3
	XDM_Core-SRC-C-002-O

	XDM_Core-SEC-C-004-O
	Support GAA (XDMv1.0 – SCR item was missing)
	6.4.1
	

	XDM_Core-CAPS-C-001-O
	Support Application Usage “xcap-caps” (XDMv1.0 – SCR item was missing )
	6.7.1
	

	XDM_Core-DIR-C-001-O
	Support Application Usage “org.openmobilealliance.xcap-directory” (XDMv1.0 – SCR item was missing)
	6.7.2
	

	XDM_Core-SRC-C-002-O
	Support Application Usage “org.openmobilealliance.search”  (XDMv2.0)
	6.11.1
	XDM_Core-SRC-C-001-O

	XDM_Core-SEC-C-005-M
	XDM Client Identity Assertion (XDMv1.0 – SCR item was missing)
	6.1, 6.4.2
	

	
	
	
	


B.1.2 XDMC implemented in an AS

	Item
	Function
	Reference
	Requirement

	XDM_Core-XOP-C-001-M
	Support rules for constructing HTTP URIs (XDMv1.0)
	6.1.1.1
	

	XDM_Core-XOP-C-003-M
	Support for XDM Operations (XDMv1.0)
	6.1.1.2
	

	XDM_Core-SUB-C-001-O
	Initial Subscription using the SIP SUBSCRIBE message (XDMv1.0)
	6.1.2.1
	XDM_Core-SUB-C-002-O

	XDM_Core-SUB-C-002-O
	Processing Received SIP NOTIFY Request (XDMv1.0)
	6.1.2.2
	XDM_Core-SUB-C-001-O

	XDM_Core-HCOM-C-001-O
	Support HTTP Compression (XDMv1.0)
	6.1.1.2
	


B.2 XDM Server

	Item
	Function
	Reference
	Requirement

	XDM_Core-XCAP-S-001-M
	Support for XCAP  (XDMv1.0)
	6.2
	XDM_Core-XOP-S-001-M

	XDM_Core-XOP-S-001-M
	Processing different HTTP requests (XDMv1.0 – SCR item was missing)
	6.2.1.1,
6.2.1.2,
6.2.1.3
	

	XDM_Core-SUB-S-001-O
	Support Initial Subscription when SIP SUBSCRIBE message received
(XDMv1.0)
	6.2.2.1
	XDM_Core-SUB-S-002-O

	XDM_Core-SUB-S-002-O
	Generating a SIP NOTIFY request (XDMv1.0)
	6.2.2.2
	XDM_Core-SUB-S-001-O

	XDM_Core-SEC-S-001-M
	Support XDMC identity access authorization (XDMv1.0)
	6.2, 6.4.5
	

	XDM_Core-ERR-S-001-M
	Support Error Handling
(XDMv1.0)
	6.2.1.1, 6.2.2, 6.3.3.2, 6.4.1, 6.4.5
	

	XDM_Core-CAPS-S-001-M
	Support Application Usage “xcap-caps” (XDMv1.0)
	6.7.1
	

	XDM_Core-DIR-S-001-M
	Support Application Usage “org.openmobilealliance.xcap-directory” (XDMv1.0)
	6.7.2
	

	XDM_Core-SRC-S-001-O
	Support Application Usage “org.openmobilealliance.search” (XDMv2.0)
	6.11.1
	XDM_Core-SRC-S-002-O

	XDM_Core-SRC-S-002-O
	Searching for XML documents (XDMv1.0)
	6.2.3
	XDM_Core-SRC-S-001-O

	
	
	
	

	XDM_Core-XOP-S-002-O
	Including “Server” HTTP header with the required value in HTTP response to XDMC (XDMv2.0)
	6.2
	


B.3 Aggregation Proxy

	Item
	Function
	Reference
	Requirement

	XDM_Core-XOP-S-003-M
	Acting as an HTTP Proxy [RFC2616] and configuration as an HTTP Reverse Proxy [RFC3040] (XDMv1.0 – SCR item was missing)
	6.3
	

	XDM_Core-SEC-S-002-M
	Support HTTP Digest authentication (XDMv1.0)
	6.3, 6.4.1
	

	XDM_Core-SEC-S-003-M
	Support HTTP over TLS using the supported cipher suite (XDMv1.0)
	6.3.1.1, 6.4 
	

	XDM_Core-SEC-S-004-O
	Support other cipher suites defined in RFC2246
(XDMv1.0)
	6.3.1.1, 6.4.4
	

	XDM_Core-CIA-S-001-M
	Support XDMC Identity Assertion (XDMv1.0)
	6.3, 6.4.2
	

	XDM_Core-XRF-S-001-M
	Support XCAP request forwarding (XDMv1.0)
	6.3, 6.3.1
	

	XDM_Core-XRF-S-002-M
	Sending XCAP response back (XDMv1.0 – SCR item was missing)
	6.3, 6.3.1.1
	

	XDM_Core-XRF-S-003-M
	Handling error cases with appropriate HTTP  error response (XDMv1.0mod)
	6.3.3.2
	

	XDM_Core-HCOM-S-001-O
	Support Compression (XDMv1.0)
	6.3.2
	

	XDM_Core-SEC-S-005-O
	Support for GAA (XDMv1.0)
	6.3, 6.4.1
	

	XDM_Core-CAPS-S-002-M
	XCAP Server Capabilities retrieval (Application Usage “xcap-caps”) (XDMv1.0 – SCR item was missing)
	6.3.3.3, 6.7.1
	XDM_Core-XRF-S-001-M AND XDM_Core-XRF-S-002-M AND XDM_Core-XRF-S-003-M

	XDM_Core-DIR-S-002-M
	XCAP Directory retrieval (Application Usage “org.openmobilealliance.xcap-directory”) (XDMv1.0 – SCR item was missing)
	6.3.3.4, 6.7.2
	XDM_Core-XRF-S-001-M AND XDM_Core-XRF-S-002-M AND XDM_Core-XRF-S-003-M

	
	
	
	

	XDM_Core-ERR-S-001-M
	Support Error Handling (XDMv1.0 – SCR item was missing)
	6.5
	


B.4 
Search Proxy

	Item
	Function
	Reference
	Requirement

	XDM_Core-SRC-S-003-M
	Forwarding Search Requests (XDMv2.0)
	6.9
	XDM_Core-SEC-S-006-M AND XDM_Core -SEC-S-007-M

	XDM_Core-SRC-S-004-M
	Aggregating Search results from XDMSs and forwarding those back (XDMv2.0)
	6.9.2
	XDM_Core-SEC-S-006-M

	XDM_Core-SRC-S-006-M
	Handling error cases (XDMv2.0)
	6.9.1.1
	

	XDM_Core-SEC-S-006-M
	Integrity and Confidentiality Protection support (XDMv2.0)
	6.9, 6.4.4
	

	XDM_Core -SEC-S-007-M
	Sharing XDMC authentication and its identity assertion provided by the Aggregation Proxy (XDMv2.0)
	6.9, 6.4.3
	


B.5 
Aggregation Proxy of Remote Network
	Item
	Function
	Reference
	Requirement

	XDM_Core-XOP-S-004-M
	Acting as an HTTP Proxy [RFC2616] and configuration as an HTTP Reverse Proxy [RFC3040] (XDMv2.0)
	6.10
	

	
	
	
	

	XDM_Core-XRF-S-003-M
	Forwarding XCAP requests (XDMv2.0)
	6.10
	

	XDM_Core-XRF-S-004-M
	Aggregating and forwarding responses back to trusted domains (XDMv2.0)
	6.10
	

	XDM_Core-SEC-S-008-M
	Protecting HTTP traffic (XDMv2.0)
	6.10, 6.4.4
	

	XDM_Core -SEC-S-009-M
	Reject a request from untrusted remote network with an HTTP “403 Forbidden” error response (XDMv2.0)
	6.10
	

	XDM_Core-SEC-S-010-M
	Reject a request for a target domain that is not responsible for with an HTTP “404 Not Found” error response (XDMv2.0)
	6.10
	

	
	
	
	

	XDM_Core -SEC-S-011-M
	Sharing the XDMC identity assertion with the originating Aggregation Proxy (XDMv2.0) 
	6.10, 6.4.3
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