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1 Reason for Change

This CR proposes a resolution for the following CONRR comments:
	B129
	2008.02.08
	T
	5.10.1
	Source: Motorola

Form: OMA-CONR-2008-0012R01

Comment: It seems that the only difference between “white-list” and “black-list” is the default rule that includes the <other-identity> condition.  Otherwise, each style should support all other rule types.

Proposed Change: Modify description of “white-list” and “black-list” in the two bullets.  Also, must a “black-list” style policy allow access to ALL presence info by default, or perhaps only a SUBSET (i.e. there could still be a ‘wp_prs_grantedcontacts’ rule that allows access to ALL for the most privileged watchers).
	Status: OPEN



	B163
	2008.02.08
	T
	5.10.1
	Source: Motorola

Form: OMA-CONR-2008-0012R01

Comment: There are rules for ‘wp_prs_allow_one_<id>’ and ‘wp_prs_allow_onelist_<id>’.  Shouldn’t there be similar rules for blocking?  This might be needed, for example, to enable blocking of users from watching presence info, but not blocking from other services (which is the semantics of oma_blockedcontacts)

Proposed Change: Add ‘wp_prs_block_one_<id>’ and ‘wp_prs_block_onelist_<id>’.
	Status: OPEN




To handle the case where the desired Presence Authorization Rules structure is neither “white-list” nor “black-list” (i.e. only a subset of Presence Information is allowed by default), a note is added to explain that this is outside the scope of the template rules.  This is to clarify that the Implementation Guidelines does not preclude such a structure, but it is not considered common enough to create template rules for it.
R01: Incorporated email comments from Anders, who is now added as co-contributor.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the changes below for the latest version of the XDM IG.

6 Detailed Change Proposal

Change 1:  Section 5.8.1 “Rules Template”
The Presence Authorization Rules document defined in [PRS_XDM] offers a lot of flexibility for client implementers since a <rule> element can be composed of many different combinations of the <conditions>, <actions> and <transformations> child elements allowing clients to use different ways of expressing the same Presence Authorization Rules. This will make migration between and parallel use of different clients complex.

This section defines a number of template rules with predefined values of the “id” attribute where the combinations of the elements are restricted. The template rules are described in Table 1 and Table 2 below.

It is RECOMMENDED that 

· an XDMC use the value of the “id” attribute of the <rule> element as defined in column 1 of Table 2 when implementing a rule according to the table; and

· an XDMC, which has a need to specify other types of rules than defined in Table 2, not use a value of the “id” attribute starting with ’wp_prs’.

The reasons for the recommendations include:

· a client can recognize a rule as defined by this document by checking only the “id” attribute.

It is RECOMMENDED that a Presence Authorization Rules document always contain a ‘wp_prs_allow_own’ rule.
The reason for the recommendation includes:

· a Watcher in an Application Server acting on the behalf of a Presentity is expected to always have access to the Presentity’s Presence Information

It is RECOMMENDED that in a Presence Authorization Rules document, only one rule contain the <other-identity> element.

The reason for the recommendation includes:

· interoperability between XDMCs is ensured if a Presence Authorization Rules document always contains only one rule with the <other-identity> element.

It is RECOMMENDED that a rule containing the <anonymous-request> condition never include the “allow” or “confirm” value for the <sub-handling> action.

The reason for the recommendation includes:

· ensuring that user privacy is not violated when a black-listed user subscribes anonymously, since rules containing the <anonymous-request> condition have the highest precedence when evaluating a rule set according to [XDM_Core] “Combining Permissions”.

It is RECOMMENDED that only the template rules described in Table 2 be implemented.

The reason for the recommendation includes:

· interoperability between XDMCs is ensured if all XDMCs have the same way of implementing a certain type of rule, and

· the practice of using any other rule would make the whole concept of having template rules useless; and

· use of any other rule may cause interoperability issues between different implementations.

Two main alternatives of implementing Presence Authorization rules are possible using these template rules: 

· “white-list”: By default, Watchers are not allowed to access any Presence Information. The criteria to detect that a Presence Authorization Rules document is a “white-list” document is that it does not contain a ‘wp_prs_allow_unlisted’ rule as described in Table 2. All other rules in Table 2 can be used (e.g. to allow access to some or all Presence Information for particular Watchers) when implementing the “white-list” method of building a Presence Authorization Rules document.
· “black-list”: By default, Watchers are allowed to access all Presence Information. The criteria to detect that a Presence Authorization Rules document is a “black-list” document is that it contains a ‘wp_prs_allow_unlisted’ rule as described in Table 2 and does not contain a ‘wp_prs_unlisted’ rule. All other rules in Table 2 can be used (e.g. to not allow access, or allow limited access, to Presence Information for particular Watchers) when implementing the “black-list” method of building a Presence Authorization Rules document.
NOTE: If it is desired to allow access to some (but not all) Presence Information by default (e.g. neither “white-list” nor “black-list” method), then the Presence Authorization Rules document includes the <other-identity> condition in a rule that does not use a value of the “id” attribute starting with ‘wp_prs’.

Table 1 and Table 2 contain descriptions of the different template rules. 
	Rule
	Short Description

	wp_prs_unlisted
	This rule is used to block all users that are not found in any other rule or to trigger reactive authorization for such users. This rule is the default rule for the “white-list” method.

	wp_prs_allow_unlisted

	This rule is used to allow access to all Presence Information to users that are not found in any other rule. This rule is the default rule for the “black-list” method.

	wp_prs_grantedcontacts
	This rule is used to allow access to all Presence Information to all users in the “oma_grantedcontacts” URI List stored in the Shared XDMS.
 Note: If a user is included both in this rule and in the “wp_prs_one_<id>” or “wp_prs_allow_one.<id>” rule, this rule is ignored as defined in [XDM_Core].

	wp_prs_blockedcontacts
	This rule is used to block access to all Presence Information from all users in the “oma_blockedcontacts” URI List in the Shared XDMS. 
Note: If a user is included both in this rule and in the “wp_prs_one_<id> or “wp_prs_allow_one<id>” rule, this rule is ignored as defined in [XDM_Core]. If the user is included both in this rule and in the “wp_prs_grantedcontacts” or “wp_prs_allow_onelist_<id>, this rule will not be applied for this user as defined in [XDM_Core].

	wp_prs_block_anonymous
	This rule is used to block anonymous user access to all Presence Information.

	wp_prs_allow_own
	This rule is used to allow the Presentity access to its own Presence Information.

	wp_prs_allow_one_<id>
	This rule is used to allow a certain user access to all or to a limited set of Presence Information. 

	wp_prs_allow_onelist_<id>
	This rule is used to allow a certain list of users in the Shared XDMS access to all or a limited set of Presence Information. 
 Note: If a user is included both in this rule and the “wp_prs_grantedcontacts” rule, the user will have access to all Presence Information as defined in [XDM_Core]. If a user is included both in this rule and in the “wp_prs_one_id or “wp_prs_allow_one” rule, this rule is ignored as defined in [XDM_Core].

	wp_prs_one_<id>
	This rule is used to block a certain user for Presence Information or to trigger reactive authorisation for this user. 
Note: If a user is included both in a “wp_prs_allow_one_<id> rule and this rule, the “wp_prs_one-<id> will not be used for this user as defined in [XDM_Core].

	wp_prs_onelist_<id>
	This rule is used to block a certain list of users in the Shared XDMS for presence information or to trigger reactive authorisation for this list of users.
 Note: If a user is include both in this rule and in “wp_prs_blockedcontacts” and/or “wp_prs_granted contacts” rules, the Presence Server will apply only one of the rules. If a user is included both in this rule and in the “wp_prs_one_<id> or “wp_prs_allow_one<id>” rule, this rule is ignored as defined in [XDM_Core].


Table 1 Short description of Predefined Authorization Template Rules
	 “id” attribute value of a <rule> element
	valid <sub-handling> child element value(s)
	valid <transformations> 
child element(s)
	valid <conditions> 
child element(s)

	wp_prs_unlisted
	“confirm”, “block”, or “polite-block”
	None.
	<other-identity>

	wp_prs_allow_unlisted
	“allow”
	Provide access to all Presence Information (see Appendix B.2).
	<other-identity>

	wp_prs_grantedcontacts
	“allow”
	Provide access to all Presence Information (see Appendix B.2).
	<external-list> containing a reference to the URI List “oma_grantedcontacts”.

	wp_prs_blockedcontacts
	“block” or “polite-block”
	None.
	<external-list> containing a reference to the URI List “oma_blockedcontacts”.

	wp_prs_block_anonymous
	“polite-block” or “block”
	None.
	<anonymous_request>

	wp_prs_allow_own

	“allow”
	Provide access to all Presence Information (see Appendix B.2).
	One <one> child element of <identity>, containing the Presentity’s URI.

	wp_prs_allow_one_<id>
where <id> is a value set by the XDMC to make the rule unique within the document.
	“allow”
	Any.
	One <one> child element of <identity>, containing a SIP or a TEL URI.

	wp_prs_allow_onelist_<id>
where <id> is a value set by the XDMC to make the rule “id” attribute unique within the document.
	“allow”
	Any.
	One <entry> child element of <external-list>, containing a reference to a URI List.

	wp_prs_one_<id>
where <id> is a value set by the XDMC to make the rule “id” attribute unique within the document.
	“confirm”, “block”, or “polite-block”
	None.
	One <one> child element of <identity>, containing a SIP or a TEL URI.

	wp_prs_onelist_<id>
where <id> is a value set by the XDMC to make the rule “id” attribute unique within the document.
	“confirm”, “block”, or “polite-block”
	None.
	One <entry> child element of <external-list>, containing a reference to a URI List.


Table 2 Element description of Predefined Authorization Template Rules

Appendix Error! Reference source not found. shows examples of these template rules.
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