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1 Reason for Change

This contribution provides a proposed solution to CONRR item C236
	C236
	2008.05.08
	T
	5.5.3.3

8th bullet
	Source: Ericsson

Form: OMA-CONR-2008-0060

Comment: Add that the recommended system default policy is “blocked” and add a note informing about the interoperability consequences having any other value , 

Proposed Change: Add text and a Note.
	Status:CLOSED

by OMA-PAG-2008-0456


2 Impact on Backward Compatibility

N/A. 
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
Approve proposed modifications to the Specification.

6 Detailed Change Proposal
Change 1:  Section 5.5.3.3 

5.5.3.3 Applying Presence Authorization Rules

The authorization decision in the PS SHALL be determined based on authorization policies defined by the service provider (local policy) and the Presence Authorization Rules document stored in the Presence XDMS.
Presence Information is considered very sensitive personal information; therefore, an authorization mechanism SHALL be supported. 

The PS SHALL apply the Presence Authorization Rules to all authenticated SUBSCRIBE requests and outgoing notifications for the presence event package.

When the Presentity changes the Presence Authorization Rules, the PS SHALL ensure it applies the Presence Authorization Rules with those most recent changes (see section Error! Reference source not found.).

As defined in [PRS_PresXDM] the Presence Authorization Rules has two parts defined by the Presentity:

· Subscription Authorization Rules, which determine if a Watcher is allowed to subscribe to the Presentity’s Presence Information; and
· Presence Content Rules, which determine the subset of the Presentity’s Presence Information the Watcher is allowed to receive.

When a SUBSCRIBE request is received for the presence event package, the PS SHALL fetch the Presentity’s Presence Authorization Rules document stored in the Presence XDMS according to the procedures defined in [XDM_Core] “Document Management”. When fetching the document, the PS SHALL construct the HTTP URI as follows: 

· Set the XCAP Root URI as described in [XDM_Core];
· Set the AUID to “org.openmobilealliance.pres-rules” as defined in [PRS_PresXDM]; and

· Set the XUI to the SIP URI or tel URI of the Presentity. 

For example, the HTTP URI of the Presence Authorization Rules document for a Presentity with a SIP URI of sip:user@domain.com would be http://xcap.example.com/services/org.openmobilealliance.pres-rules/users/sip:user@domain.com/presrules, if the XCAP Root URI is http://xcap.example.com/services.

The PS SHALL determine which rules in the Presence Authorization Rules document are applicable and evaluate the combined permissions according to the procedures described in [XDM_Core] “Combining Permissions”, with the following clarifications:

· When realized in 3GPP IMS or 3GPP2 MMD networks, the PS SHALL use the received P-Asserted-Identity header (as defined in [3GPP-TS_24.229] and [3GPP2-X.S0013-004]) in the SUBSCRIBE request to determine the URI value used for matching against a conditions element.  

· If a presence subscription is identified as anonymous (see section Error! Reference source not found.), the PS SHALL always evaluate the rule with the <anonymous-request> condition element as defined in [XDM_Core].

· If an attempt to resolve an <external-list> condition element fails, the PS SHALL regard the Presence Authorization Rules document as invalid and act according to the default policy of the PS. If there is no matching rule then the PS SHALL further handle the subscription according to the default policy of the PS. The default policy SHALL apply one of the <sub-handling> actions defined below. However, it is out of scope of the present specification to define how the default policy is configured. 
NOTE: In [RFC5025] it is described that the default action for a rule is “block”. If the default action has the value “allow” a XDMC implementation needs to have knowledge about this fact in order to give the Presentity the information that even if the Presentity has not defined a Presence Authorization Rules document Watchers have access to the Presentity’s Presence Information. If the default action has the value “block” such need does not exist as this value can be regarded as the default value for a default action and therefor is the value that XDMC implementations will use if no information exists.
After evaluating the combined permissions, the PS SHALL handle the subscription for this Watcher based on the value of the <sub-handling> action as follows:

·  if the value is “block” or there is no value, then the PS SHALL reject the subscription by responding to the SUBSCRIBE request according to rules and procedures of [RFC5025], section 3.2; 

· if the value is “polite-block”, then the PS SHALL politely block the subscription following the procedures defined in section Error! Reference source not found.;

· if the value is “confirm”, then the PS SHALL place the subscription in the “pending” state according to rules and procedures of [RFC5025], section 3.2. The further treatment of the subscription will depend on the local policy of the PS, a typical example of such a local policy is the request for “reactive authorization” from the Presentity; and

· if the value is “allow”, then the PS SHALL place the subscription in the “active” state according to rules and procedures of [RFC5025], section 3.2 and apply the Presence Content Rules defined under the “transformations” element of the matched rules as specified in [PRS_PresXDM].

While a Watcher’s subscription is active, a Presentity may update its Subscription Authorization Rules. The PS SHALL re-evaluate the subscription state for each Watcher based on the new Subscription Authorization Rules.  For example, a Presentity may decide to block subscriptions from a Watcher. If the Watcher has an active subscription to the Presentity, the PS terminates the subscription and blocks any future subscription requests from this Watcher.

Furthermore, while a Watcher’s subscription is active, a Presentity may update its Presence Content Rules. The PS SHALL re-determine the subset of the Presentity’s Presence Information the Watcher is allowed to receive. For example, a Presentity may decide to stop disseminating specific Presence Information Elements to its Watchers. In such a case the PS will generate presence notifications that will omit those specific Presence Information Elements. 

The PS MAY determine that the Subscription Authorization and/or Presence Content Rules have been updated by subscribing to changes made to XML documents stored in the Presence XDMS and Shared List XDMS.
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