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1 Reason for Change

This CR proposes to solve the following AD comment:
	A021
	2009.07.09
	T
	ALL
	Source: T-Mobile

Form: OMA-ARC-2009-0234

Comment: security is not intrinsic to XDM

Proposed Change:
- consider to move security mechanism which are specified in 3GPP IMS to the XDM over IMS section

- consider to move security mechanisms that are common to more OMA enablers to SEC CF enabler and refer to it

- security related text should be only in security considerations and may be in XDM over IMS
	Status: CLOSED by this CR

	A023
	2009.7.8
	T
	ALL
	Source: Huawei (Pozefsky)

Form: input document

Comment: compression is not an intrinsic function so remove it throughout the doc.  Compression is an aspect of the network transport, not this enabler, and should be a deployment choice

Proposed Change: 
	Status: CLOSED by this CR 

	A043
	2009.7.8
	T
	5.2 & 5.3.1.5
	Source: Huawei (Pozefsky)

Form: input document

Comment: are the functions of AP and Cross Network Proxy different in any way?  Are the interfaces different?  Could the Cross Network Proxy be eliminated and replaced by the AP?

Proposed Change: 
	Status: CLOSED with no action needed


	A049
	2009.7.8
	T
	5.3.1.2
	Source: Huawei (Pozefsky)

Form: input document

Comment:  AP should not handle secure data transfer – this is a deployment decision, not part of the spec

Proposed Change: 
	Status: CLOSED by this CR


	A050
	2009.07.08
	T
	5.3.1.2
	Source: Oracle

Form: INP doc

Comment: If aggregation proxy was not to perform authentication but that is delegated to extrinsic policy enforcement then A006 can immediately be satisfied. 

Proposed Change: Remove function from Aggregation Proxy.
	Status: CLOSED by this CR

	A051
	2009.07.08
	T
	5.3.1.2
	Source: Oracle

Form: INP doc

Comment: “Support secure data transfer between the Aggregation Proxy and the XDMC, using TLS or other means.”: does it matter? It sounds like and implementation or deployment specific aspect… It affects the Aggregation proxy only to the extent that the AP must be able to perform other functions…

Proposed Change: Remove support statement from Aggregation Proxy.
	Status: CLOSED by this CR

	A052
	2009.7.8
	T
	5.3.1.2
	Source: Huawei (Pozefsky)

Form: input document
Comment: AP should not do authentication; it is a decision left up to the deployment, not the spec.

Proposed Change: 
	Status: CLOSED by this CR 

	A057
	2009.7.8
	T
	5.3.1.5
	Source: Huawei (Pozefsky)

Form: input document

Comment: authentication should not be done by the proxy; this is a deployment, not spec, choice

Proposed Change: 
	Status: CLOSED by this CR

	A058
	2009.7.8
	T
	5.3.1.5
	Source: Huawei (Jerry)

Form: input document

Comment:  The order of the bullets is unreasonable. 

Proposed Change: arrange the order of the bullets
	Status: CLOSED without action 


	A059
	2009.07.08
	T
	5.3.1.5
	Source: Oracle

Form: INP doc

Comment: If cross network proxy was not to perform authentication/ authorization but that is delegated to extrinsic policy enforcement. 

Proposed Change: Remove function from cross network Proxy.
	Status: CLOSED by this CR

	A060
	2009.07.08
	T
	5.3.1.5
	Source: Oracle

Form: INP doc

Comment: “Support secure data transfer between Cross-Network Proxies using TLS or other mean.”: does it matter? It sounds like and implementation or deployment specific aspect… It affects the cross network proxy only to the extent that the cross network proxy must be able to perform other functions…

Proposed Change: Remove support statement from Cross Network Proxy.
	Status: CLOSED by this CR

	A061
	2009.07.08
	T
	5.3.1.5 + Figure 1 and 2 and associated related sections 
	Source: Oracle

Form: INP doc

Comment: The cross network proxy seem exactly the same as the aggregation proxy (give or take implementation / realization differences). At the level of a network neutral / implementation / realization independent architecture diagram and according to the AD guidelines the two components should be collapsed and interface / reference point consolidated…. 

Proposed Change: Update everywhere as requested. 
	Status: CLOSED with no action needed

	A111
	2009.7.8
	T
	5.4.1.4
	Source: Huawei (Pozefsky)

Form: input document

Comment: authentication should not be part of this enabler, but a choice of the deployment

Proposed Change: remove authentication from list
	Status: CLOSED by this CR


	A123
	2009.7.8
	T
	5.5
	Source: Huawei (Pozefsky)

Form: input document

Comment:  choice of security mechanism should be left to the SP, not defined in the enabler.  

Proposed Change: Remove mention of TLS and HTTP Digest.  
	Status: CLOSED by this CR


	A124
	2009.06.23
	T
	5.5
	Source: ARC/SEC AHG 

Form: input doc

Comment: The security mechanisms proposed for an XDMC residing outside a Trusted Network are consistent with the enabler SEC_CF1.0. So ARC/SEC suggest to reuse the mechanisms defined in the enabler SEC_CF1.0.

Proposed Change:

	Status: CLOSED by this CR 




R01:

Add more ADRR comments covered by this CR

Add reference of SEC CF and apply it to change 1.

Remove OMA PEEM from the 1st bullet and add entities after “other” in Change 1
Add transport between “underlying network” in Change 2

Change “can be used” to “ are enforced”
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To include the proposed changes as described in the latest XDM AD document.

6 Detailed Change Proposal

Change 1:  Changes in section 5.3.1.2
5.3.1.2 Aggregation Proxy

The Aggregation Proxy is the single contact point for XDMCs to access XDM Resources stored in any XDMS. The Aggregation Proxy performs the following functions:
· Performs authentication of the XDMC. Alternatively, authentication can be enforced by other entities (e.g. SEC_CF-V1_0]);
· Receives and routes individual XCAP requests to the correct XDMS or to the Cross-Network Proxy;
· Receives and routes individual search requests to the Search Proxy;
· Receives and routes individual XDCP requests to appropriate XDM entity;

· Optionally performs compression/decompression according to the Service Provider’s local policy;
· Optionally supports secure data transfer between the Aggregation Proxy and the XDMC (e.g. TLS) according to the Service Provider’s local policy.
Change 2:  Changes in section 5.3.1.5

5.3.1.5 Cross-Network Proxy

The Cross-Network Proxy is the single contact point for XDM entities located in different networks to communicate over trusted connection. The Cross-Network Proxy performs the following functions:

· Performs authentication of the remote network, Alternatively the authentication can be enforced by the underlying transport network;
· Performs authorization of the remote network;
· Receives and routes individual outgoing XCAP requests to the Cross-Network Proxy of the remote network;

· Receives and routes individual outgoing search requests to the Cross-Network Proxy of the remote network;
· Receives and routes individual outgoing XDCP requests to the Cross-Network Proxy of the remote network;

· Receives and routes individual incoming XCAP requests to the Aggregation Proxy;

· Receives and routes individual incoming search requests to the Search proxy;

· Receives and routes individual incoming XDCP requests to the Aggregation Proxy;

· Optionally performs compression/decompression according to the Service Provider’s local policy;
· Optionally support secure data transfer between Cross-Network Proxies (e.g. TLS) according to the Service Provider’s local policy.
Change 3:  Changes in section 5.3.3.3

5.3.3.3 Reference Point XDM-3: Untrusted XDMC – Aggregation Proxy
The XDM-3 Reference Point is between the Untrusted XDMC and the Aggregation Proxy. The protocols for the XDM-3 Reference Point are XCAP and XDCP.

The XDM-3 Reference Point provides the following functions:

· Management of XDM Resources (e.g. create, modify, retrieve, delete, restore) handled by any XDMS;
· History Information management for XDM documents (e.g. retrieve the History Information related to an XDM Document);
· Forwarding of XDM Resources handled by any XDMS;
· Access Permissions management for XDM Documents handled by any XDMS;
· History function related preferences management (e.g. enable/disable History function) for XDM Documents handled by any XDMS;

· Mutual authentication between XDMC and Aggregation Proxy;
· Optional compression according to the Service Provider’s local policy.
When the SIP/IP Core network corresponds with 3GPP/3GPP2 IMS, then the XDM-3 Reference Point conforms to the Ut Reference Point [3GPP-TS_23.002] [3GPP2-X.S0013-000].
The XDM-3 Reference Point consists of the XDM-3i Interface.
Change 4:  Changes in section 5.3.3.5

5.3.3.5 Reference Point XDM-5: XDMC – Aggregation Proxy
The XDM-5 Reference Point is between the  XDMC and the Aggregation Proxy. The protocol for the XDM-5 Reference Point is Limited XQuery over HTTP [XDM_Core].

The XDM-5 Reference Point provides the following functions:

· Searching information from XDM Documents stored in any XDMS;

· Searching information from History Information XDM Documents stored in any XDMS;
· Optional mutual authentication of search requests between XDMC and Aggregation Proxy;
· Optional compression according to the Service Provider’s local policy.
When the SIP/IP Core network corresponds with 3GPP/3GPP2 IMS, then the XDM-5 Reference Point conforms to the Ut Reference Point [3GPP-TS_23.002] [3GPP2-X.S0013-000].
The XDM-5 Reference Point consists of the XDM-5i Interface.
Change 5:  Changes in section 5.4.1.2

5.4.1.2 Interface XDM-3i: Aggregation Proxy
The XDM-3i Interface is exposed by the Aggregation Proxy. The protocol for the XDM-3i Interface is XCAP and XDCP.

The XDM-3i Interface provides the following functions:

· Management of XDM Resources (e.g. create, modify, retrieve, delete, restore) handled by any XDMS;

· History Information management for XDM Documents (e.g. retrieve the History Information related to an XDM Document);
· Forwarding of XDM Resources handled by any XDMS;
· Access Permissions management for XDM Documents handled by any XDMS;

· History function related preferences management (e.g. enable/disable History function) for XDM Documents handled by any XDMS;

· Optional mutual authentication between XDMC and Aggregation Proxy;

· Optional compression according to the Service Provider’s local policy.
Change 6:  Changes in section 5.4.1.4

5.4.1.4 Interface XDM-5i: Aggregation Proxy
The XDM-5i Interface is exposed by the Aggregation Proxy. The protocol for the XDM-5i Interface is Limited XQuery over HTTP.

The XDM-5 Interface provides the following functions:

· Searching information from XDM Documents stored in any XDMS;

· Searching information from History Information XDM Documents stored in any XDMS;

· Optional mutual authentication of search requests between XDMC and Aggregation Proxy;

· Optional compression according to the Service Provider’s local policy.
Change 7:  Changes in section 5.3.3.15

5.3.3.15 Reference Point NNI-1: Cross-Network Proxy – Cross-Network Proxy of remote network

The NNI-1 Reference Point supports the communication between XDM entities in different domains connected via Cross-Network Proxies. The protocols for the NNI-1 Reference Point are XCAP, XDCP and Limited XQuery over HTTP transported optionally using any secure protocol or connection (e.g. TLS) according to the Service Provider’s local policy.
Change 8:  Changes in section 5.5

5.5 Security Considerations


The XDM Agent is authorized in the XDMS based on the received identity information;

For an XDMC, the necessary integrity and confidentiality protection (e.g. TLS) and authentication (e.g. HTTP Digest [RFC4825], GAA [3GPP-TS_33.222]) are enforced according to Service Provider’s local policy
Change 9:  Changes in section 2.1
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