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1 Reason for Change

This CR adds XDMS procedures for the Document Share function.
2 Impact on Backward Compatibility

The change has no impact on Backward Compatibility.
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree to the proposed changes to the XDM 2.1 core TS and update the document as described below.
6 Detailed Change Proposal

Change 1:  Modify section 5.6.7 Data Semantics
5.4.2 Data Semantics

The <access-permissions-document-rule> element SHALL contain the Access Permissions to grant access to the Access Permissions Document itself. An <access-permissions-document-rule> element SHALL only grant permissions to perform an XDM operation, it SHALL NOT restrict permissions.

The <directory-rule> element SHALL contain the access permissions rules to grant access to the Application Usage User Directory. This element SHALL enumerate Principals allowed to create and delete documents in the User Directory and allowed to perform management operations on existing documents. The element SHALL NOT define permissions for the Access Permissions Document.
This element SHALL be checked on every access to the User Directory. 
A <directory-rule> element SHALL only grant permissions to perform an XDM operation, it SHALL NOT restrict permissions.

The <document-rule> element SHALL contain the Access Permissions for a particular document in the Application Usage’s User Directory. This element SHALL be checked when the <directory-rule> element does not grant a Principal access to the particular document for a particular management operation. The “path” attribute SHALL include the User Directory Document Selector of the document. 
The <document-rule> element SHALL only grant permissions to perform an XDM operation, it SHALL NOT restrict permissions.

The <is-member> element SHALL be a child element to the <conditions> element. This element is used to define that a received identity SHALL be matched against a list of Principals defined inside the document when granting access. Each Application Usage SHALL define how this element is used and how the list is obtained from the document. 
One example of such a definition is: 
The Group Application Usage contains an element <list>. The <is-member> element is used to indicate that the XDMS shall match a received identity against a list of  “uri” attributes obtained from <entry> child elements of the <list> element and against a list of identities obtained when resolving a <external> child element of the <list> element. 

The <node-selectors> element SHALL be a child element to the <conditions> element. The element SHALL be used to grant access to particular XML nodes in a document in the directory. A rule that contains a <node-selectors> element SHALL grant access to one or more XML nodes including their child XML nodes.  Each <node-selector> child element SHALL give access to one XML node and the “id” attribute of the <node-selector> element SHALL contain the actual Node Selector. 

The <allow-any-operation> element SHALL be a child element to the <actions> element. This element SHALL grant access to any operation when the <conditions> element of a <rule> element is validated to true.

The <allow-retrieve> element SHALL be a child element to the <actions> element. This element SHALL grant access to the retrieve and subscribe operations when the <conditions> element of a <rule> element is validated to true.
The <allow-create> element SHALL be a child element to the <actions> element. This element SHALL grant access to the create a document   and all document share by reference operations when the <conditions> element of a <rule> element is validated to true.
The <allow-modify> element SHALL be a child element to the <actions> element. This element SHALL grant access to modify a document or an XML node inside a document in the directory when the <conditions> element of a <rule> element is validated to true. The element SHALL also granted access to the retrieve and subscribe operations 
The <allow-delete> element SHALL be a child element to the <actions> element. This element SHALL grant access to delete a document or an XML node inside a document in the directory when the <conditions> element of a <rule> element is validated to true.
The <allow-forwarding> element SHALL be a child element of the <actions> element. This element SHALL grant access to the forwarding of a document operation for a document or an XML node inside a document in the directory when the <conditions> element of a <rule> element is validated to true. The element SHALL also grant access to the retrieve and subscribe operations.

The <allow-restore> element SHALL be a child element of the <actions> element. This element SHALL grant access to the restore operation of a document when the <conditions> element of a <rule> element is validated to true.

The <allow-any-operation-own-data> element SHALL be a child element of the <actions> element. This element SHALL grant access to XML nodes containing information related to the requesting Principal when the <conditions> element of a <rule> element is validated to true. Which such XML nodes are and how to determine which element or attribute that contain the requesting Principal’s identity is defined per Application Usage. This element is used to allow authorized Principals to administer data related to themselves in other Principals’ documents. This element for example can be used together with the <conditions> child elements <identity> <many> and <except> to control that all Principals apart from the ones in the <except> element are allowed to modify data related to themselves.
 Editor’s note: How to handle Access Permissions to the history information is FFS.
Change 2:  Modify section 6.2.6.1 Document Share by Reference.
6.3.1.2 Document Share by Reference 


The XDMS MAY support the Document Share by Reference XDCP operations as described in this section.

If the XDMS support the Document Share by Reference XDCP operations and receives an XDCP request with an XDCP document with an <request> element set to “SetDocumentReference” the XDMS:

1. SHALL authorize the request as described in section 5.1.5 and verify that the requesting Principal is granted access to the Document Share by Reference operations as described in section 5.4; 

2. SHALL verify that the document referenced in the <shared-document> element exists and is accessible by the requesting Principal;
3. SHALL maintain the document reference until it is deleted;
4. SHALL if it exist a document associated with the Primary Principal delete that document;
5. SHALL send an XDCP response to the requestor with the result of the request.
If the XDMS support the Document Share by Reference XDCP operations and receives an XDCP request with an XDCP document with an <request> element set to “RemoveDocumentReference” the XDMS:

1. SHALL authorize the request as described in section 5.1.5 and verify that the requesting Principal is granted access to the Document Share by Reference operations as described in section 5.4;
2. SHALL remove the document reference;
3. SHALL send an XDCP response to the requestor with the result of the request.
If the XDMS support the Document Share by Reference XDCP operations and receives an XDCP request with an XDCP document with an <request> element set to “RetrieveDocumentReference” the XDMS:

1. SHALL authorize the request as described in section 5.1.5 and verify that the requesting Principal is granted access to the Document Share by Reference operations as described in section 5.4;
2. SHALL send an XDCP response to the requestor with the result of the request and include the document reference if such exists in the <shared-document> element of the XDCP document.
If the XDMS support the Document Share by Reference XDCP operations and receives any other XDM requests than Document Share by Reference requests described in this section, the XDMS SHALL acts as an XDM agent and forward the request to the XDMS handling the reference document.
Editor’s Note: History and restore procedures are to be clarified.
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