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1 Reason for Change

This CR adds text to the XDM Core TS to handle the requirements GEN-15 and GEN-16

	GEN-015
	The XDM Enabler SHALL support that an Alias Principal shares all XDM Documents associated with the associated Principal.
	XDM 2.1
	

	GEN-016
	XML document management operations performed on the Alias Principal’s XDM Documents SHALL produce the same result as operations performed on XDM Documents belonging to the associated Principal.
	XDM 2.1
	


Two different issues are addressed.
1) The authorization of an Alias Principal to be able to handle documents related to the associated Primary Principal.

2) Some specific issues when the identity of the Alias Principal is a TEL URI. In this case both the Primary Principal’s SIP URI and the Alias Principal’s TEL URI are interchangeable identities for authorization also when addressing other Principal’s document and therefore need to be inserted by the AP before the request is sent to the XDMS. The reason is that the other Principal may only know the TEL URI of a user and have therefore in this Access Permissions Document give access to other users by giving this TEL URI. If the TEL URI is not transported between e.g. two domains a request will fail to e.g. retrieve a document.
R01: issue 2 is moved to its own CR. Updates after feedback from the WG
2 Impact on Backward Compatibility

The change has no impact on Backward Compatibility.
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree to the proposed changes to the XDM 2.1 core TS and update the document as described below.
6 Detailed Change Proposal

Change 1:  Modify section 3.2 Definitions as below
3.2 Definitions

	Access Permissions
	Use definition in [XDM-RD]

	Access Permissions Document
	A document that contains a set of rules that defines which Principals have rights to perform document management operation on User Documents related to a particular Application Usage.

	Alias Principal
	Use definition in [XDM-RD]

	Application Server
	A functional entity that implements the service logic for SIP sessions (e.g. PoC Server or IM Server).

	Application Unique ID 
	A unique identifier within the namespace of Application Unique IDs that differentiates XCAP Resources accessed by one application from XCAP Resources accessed by another. (Source: [RFC4825])

	Application Usage
	Detailed information on the interaction of an application with an XCAP Server. (Source: [RFC4825])

	Document Selector
	A sequence of path segments, with each segment being separated by a "/", that identify the XML document within an XCAP Root that is being selected. (Source: [RFC4825])

	Document URI
	The HTTP URI containing the XCAP Root and Document Selector, resulting in the selection of a specific document. (Source: [RFC4825])

	Global Document
	A document placed under the Global Tree that applies to all users of that Application Usage.

	Global Tree
	A URI that represents the parent for all Global Documents for a particular Application Usage within a particular XCAP Root. (Source: [RFC4825])

	Group
	A predefined set of Users together with its policies and attributes. A Group is identified by a Group Identity.

	Group Identity
	The SIP URI of the Group.

	Group Usage List
	A list of Service URIs as defined by [XDM_List].

	History Information 
	Use definition in [XDM-AD]

	HTTP URI
	An HTTP Request-URI as defined by [RFC2616].

	Modification History Information
	A subset of History Information containing information about XDM operations that has modified an XDM Document (i.e. successful create, modify and delete operations)

	Node Selector
	A sequence of path segments, with each segment being separated by a "/", that identify the XML node (element or attribute) being selected within a document. (Source: [RFC4825])

	Node Selector Separator
	A single path segment equal to two tilde characters "~~" that is used to separate the Document Selector from the Node Selector within an HTTP URI. (Source: [RFC4825])

	Node URI
	The HTTP URI containing the XCAP Root, Document Selector, Node Selector Separator and Node Selector, resulting in the selection of a specific XML node. (Source: [RFC4825])

	Presence List URI 
	A Service URI as defined by [RLS_XDM].

	Primary Principal
	The user associated with the XCAP User Identity, which defines where the document resides.

	Principal
	An entity that has an identity, that is capable of providing consent and other data, and to which authenticated actions are done on its behalf. Examples of principals include an individual user, a group of individuals, a corporation, service enablers/applications, system entities and other legal entities (Source: [Dict])

	Public User Identity
	Use definition in [3GPP-TS_23.003] section 3.14 “Public User Identity”.

	Quality of Experience
	Use definition in [XDM_RD]

	Request History Information
	A subset of History Information containing information about requests to perform XDM operations related to an XDM Document.

	Request-URI
	A part of the start line of a request using the SIP protocol as defined by [RFC3261].

	Reverse Proxy
	A web server system that is capable of serving web pages sourced from other web servers (AS), making these pages look like they originated at the Reverse Proxy. (Source: [3GPP-TS_33.222])

	Search Request
	A request to perform a search operation towards one or more XCAP Resources.

	Service Provider
	A legal or administrative entity that provides a service to its clients or customers. Typically it is (but is not restricted to) a network operator.

	SIP NOTIFY
	The SIP method NOTIFY as defined by [RFC3265].

	SIP SUBSCRIBE
	The SIP method SUBSCRIBE as defined by [RFC3265].

	SIP URI
	A communication resource as defined by [RFC3261].

	Tel URI
	A globally unique identifier used to describe a resource identified by a telephone number as defined by [RFC3966].

	Trusted Network
	A network that consists of elements that are trusted (i.e. are not required to authenticate themselves). It corresponds to the definition of 'Trust Domain' as defined in [RFC3324].

	URI
	A Uniform Resource Identifier as defined by [RFC3986].

	URI List
	A list of URIs as defined by [XDM_List].

	User
	An entity which uses services. (Source: [Dict])

	User Address
	A User Address identifies a User. The User Address can be used by one User to request communication with other Users. If the SIP/IP Core is 3GPP IMS or 3GPP2 MMD realization, the User Address is a Public User Identity.

	User Directory
	A directory that represents all User Documents that belongs to a particular XCAP User Identity of a particular Users Tree.

	User Directory Document Selector
	A sequence of path segments, with each segment being separated by a "/", that identify a particular User Document within a particular User Directory(i.e. a User Directory Document Selector can be derived by removing the Users Tree and the XCAP User Identifier parts of a Document URI).

	User Document
	A document that belongs to a particular User identified by an XCAP User Identifier.

	Users Tree
	A URI that represents the parent for all User Documents for a particular Application Usage within a particular XCAP Root.

	XCAP Client
	An HTTP client that understands how to follow the naming and validation constraints defined in [RFC4825]. (Source: [RFC4825]) 

	XCAP Resource
	An HTTP resource representing an XML document, an element within an XML document, or an attribute of an element within an XML document that follows the naming and validation constraints of XCAP. (Source: [RFC4825])

	XCAP Root
	A context that includes all of the documents across all Application Usages and users that are managed by a server. (Source: [RFC4825]) In this specification, the XCAP Root means all documents in all XDMSs accessible via the Aggregation Proxy.

	XCAP Root URI
	An HTTP URI that represents the XCAP Root. Although a valid URI, the XCAP Root URI does not correspond to an actual resource. (Source:[RFC4825])

	XCAP Server
	An HTTP server that understands how to follow the naming and validation constraints defined in [RFC4825]. (Source: [RFC4825])

	XCAP URI
	An HTTP URI that represents an XCAP Resource.

	XCAP User Identifier 
	The XUI is a string, valid as a path element in an HTTP URI, that is associated with each user served by the XCAP Server. (Source: [RFC4825])

	XDM Document
	Use definition from [XDM_RD].

	XDM Document Part
	Use definition from [XDM_RD].

	XDM Resource
	Use definition from [XDM_RD].


Change 2:  Modify section 5.1.5 Authorization as below
5.1.5 Authorization

For the authorization of HTTP requests, the XDMS SHALL check that the identity of the requesting XDMC or that the identity provided by the requesting XDM Agent has been granted access rights to perform the requested operations: The XDMS SHALL use the information in the X-XCAP-Asserted-Identity HTTP header provided by the Aggregation Proxy to determine the identity of the XDMC. When realized in 3GPP IMS or 3GPP2 MMD networks and the GAA is present, the identity of the requesting XDMC SHALL be obtained from the X-3GPP-Asserted-Identity or the X-3GPP-Intended-Identity HTTP header.

For the authorization of SIP requests, when the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMS SHALL use the identity information in P-Asserted-Identity SIP header as defined in [3GPP-TS_24.229] / [3GPP2-X.S0013-004] to authorize the requesting XDMC or the identity provided by the requesting XDM Agent.

For XCAP Resources in the Users Tree, Application Usages MAY define their own authorization policies. Such authorization policy MAY make use of the Access Permission Document described in sections Error! Reference source not found. and Error! Reference source not found.. In the absence of an Application Usage specific authorization policy, the default SHALL be as follows:

1. The Primary Principal and an associated Alias Principal  SHALL have permission to perform all operations defined in Sections Error! Reference source not found..”Document Management” and Error! Reference source not found. “Subscribing to changes in the XML documents”;

2. Principals other than the Primary Principal and an associated Alias Principal SHALL NOT have permissions to perform operations defined in Error! Reference source not found.”Document Management” and Error! Reference source not found., “Subscribing to changes in the XML documents”;

NOTE: 
Local policy may allow trusted applications to be granted some or all of the permissions defined in Sections Error! Reference source not found.”Document Management” and Error! Reference source not found., “Subscribing to changes in the XML documents”.

For XCAP Resources in the Global Tree, Application Usages defining the use of Global Documents SHALL specify the authorization policies associated with their use.

An HTTP “403 Forbidden” error response SHALL be sent to the XDMC or the XDM Agent if the HTTP request by the XDMC or the XDM Agent fails to get authorized by the XDMS per the authorization policy defined by the target Application Usage.

Change 3:  Modify section 5.3.2.9 Authorization Policies as below
5.3.2.9 Authorization Policies

The XDMS SHALL be the only Principal allowed to create and modify the “directory.xml” document. Thus, the Authorized Principals SHALL only be allowed to retrieve this document.

The authorization policies for retrieving a “directory.xml” document SHALL conform to those described in section 5.1.5.

If an Access Permissions Document exists for a User Directory Authenticated Principals that have permission to read every document in the User Directory SHALL be authorized to retrieve the “directory.xml” document information related to the User Directory. If an Access Permissions Document does not exist only the Primary Principal and an associated Alias Principal SHALL be authorized to retrieve the “directory.xml” document.

Editor’s Note. Shall a Principal that has access to only to a limited set of documents be able to retrieve a “directory.XML” document filtered only to contain information about documents that that Principal is allowed to retrieve?  Clarification needed and text to be added to handle this case.

Change 4:  Modify section 6.1.1.1 XDM URI Construction as below

6. XDM URI Construction

An XCAP URI represents an XML document , an element within an XML document or an attribute of an element with an XML document stored in an XDMS. The rules for constructing such XCAP URIs SHALL follow the rules described in [RFC4825] Section 6 with the clarifications given in this sub-clause.

NOTE 1: 
An XCAP URI would be of the form [XCAP Root URI]/[AUID]/users/[XUI]/… (See Error! Reference source not found. for examples.)

The XCAP Root URI SHALL include host address of the Aggregation Proxy in the XDMC’s home domain. The XDMC that resides in an UE SHALL use the XCAP Root URI provisioned to the XDMC as described in Error! Reference source not found. “XDMC Provisioning”. 

The XDM Agent SHALL use the XCAP Root URI as preconfigured and it SHALL have the possibility to address the XDMS directly without going through the Aggregation Proxy; in this case, the XDM Agent SHALL be preconfigured per AUID with the host address of the XDMS, in addition to the XCAP Root URI.
The XDMC SHALL compare whether the XCAP Root URI of any XCAP Resource to be accessed is the same as the XCAP Root URI that has been provisioned or preconfigured. If the validation fails, the XDMC SHALL replace the XCAP Root URI with the provisioned/preconfigured XCAP Root URI.

NOTE 2: 
The XDMC may become aware of XCAP Resources having XCAP Root URI that differs from the one that is provisioned/preconfigured, e.g., via links.

The path segment corresponding to the XUI SHALL either be a User Address that is a SIP URI of form sip: user@domain or a Tel URI, e.g., tel:+1720-555-1212, identifying the Primary Principal of the document.

NOTE 3: 
If the User has multiple User Addresses available, each single User Address constitutes an independent and unrelated XUI unless two XUIs identify a Primary Principal and an associated Alias Principal. For example, if a user has two User Addresses of sip:user_public1@example.com and sip:user_public2@example.com, the XUIs of sip:user_public1@example.com and sip:user_public2@example.com represent two different XUIs unless the two XUIs identify a Primary Principal and an associated Alias Principal. 
If the user has both a Tel URI and its associated SIP URI then the XDMC SHALL use the SIP URI in preference to the Tel URI as an XUI. Here the term 'associated' means that the Tel URI can be translated to the SIP URI and vice versa, for interchangeable usage in the SIP / IP Core e.g. the two XUIs identify a Primary Principal and an associated Alias Principal. Both the translation and the interchangeable usage are out of the scope of this specification. The XDMC MAY use the Application Usage “Alias Principals List” as defined in [XDM_List] section “Alias Principals List” to retrieve information about which Alias Principals that are associated with a Primary Principal.
If the Node Selector Separator is used in the XCAP URI, then:

· The Node Selector Separator SHALL convey the meaning as defined in [RFC4825].

· The Node Selector Separator SHALL appear only once, as a URI separator (i.e. in the form of “/~~/”). 
· The Node Selector Separator SHOULD NOT be percent-encoded according to the procedures defined in [RFC 3986].

NOTE 4: 
Using double tilde or the percent-encoded format as part of a name is still allowed. For example, “/first~~last/”, “/first~~/” and “/~~last/” are valid expressions.
Change 5:  Modify section 6.2.1 Document Management as below

6.2.1 Document Management

The XDMS SHALL support document management as described in this subsection. 

An XDMS SHALL conform to [RFC4825] section 8.5 for the management of Etags. 

An XDMS SHALL implement the conditional operations of [RFC4825] section 7.11.

If the XDMS implements parallel processing of requests, it SHALL ensure the integrity of the resulting document.
An XDMS SHALL check if the XUI of an XCAP Request is an identity of an Alias Principal associated with a Primary Principal and execute the XCAP Request as if the XDMS received an XCAP Request with an XUI identifying the Primary Principal.
Change 6:  Modify section 6.2.2.1 Initial subscription as below
6.2.2.1 Initial subscription

Upon receiving a SIP SUBSCRIBE request for the “xcap-diff” event defined in [IETF-XCAP_Diff_Event] the XDMS:

1. SHALL perform necessary checks on the XCAP resources listed in the body of the SUBSCRIBE request. In case that any resource is not recognized as resource from appropriate Application Usage, the XDMS SHALL return the SIP “404 Not found” error response;

2. SHALL perform the necessary authorization checks on the originator. When the SIP/IP Core corresponds to 3GPP IMS or 3GPP2 MMD the XDMS SHALL use the "P-Asserted-Identity" as defined in [3GPP-TS_24.229]/[3GPP2-X.S0013-004] to ensure that this particular XDMC is authorized to track the document changes. If the authorization check fails, the XDMS SHALL return the SIP "403 Forbidden" error response;

a. For documents in the Users tree, by default the Primary Principal and an associated Alias Principal of the document SHALL be authorized to subscribe to the “xcap-diff” event package;

b. For documents in the Global Tree, other principals (e.g. XDMCs and XDM Agents) MAY be authorised to subscribe based on local policy or other enabler-specific policy;

c. Additional authorization policy MAY be defined for an Application Usage in the respective application-specific XDM Technical Specifications.

3. SHALL create a subscription to changes of XML documents listed in the body of the SIP SUBSCRIBE request as described in [IETF-XCAP_Diff_Event];

4. SHALL send a SIP “200 OK” in accordance with [RFC3265], [IETF-XCAP_Diff_Event], and the procedures of the SIP/IP Core;

5. SHALL generate and send an initial SIP NOTIFY request as specified in sub-clause 6.2.2.2 “Generating a SIP NOTIFY request”.

When a change in the subscribed document occurs, the XDMS SHOULD generate and send a SIP NOTIFY request as specified in sub-clause Error! Reference source not found. “Generating a SIP NOTIFY request”.

When the SIP/IP Core corresponds with 3GPP IMS or 3GPP2 MMD, the XDMS SHALL use 3GPP IMS or 3GPP2 MMD requirements respectively, mechanisms and procedures as defined in [3GPP-TS_24.229] / [3GPP2-X.S0013-004] with the clarifications given in this sub-clause.

Change 7:  Modify section 6.2.3 Searching for Data in XML Documents as below

6.2.3 Searching for Data in XML Documents

The XDMS MAY support searching for data in XML documents using Limited XQuery over HTTP as described in this subsection.
The Search Request SHALL contain a Search document as defined in chapter Error! Reference source not found. “Search Document”.
Upon receiving the Search Request, the XDMS:

1. SHALL verify whether the Search document included in the body of the Search Request conforms to the structure defined in chapter Error! Reference source not found. “Structure”;

2. SHALL get the AUID from the “collection” input function of the XQuery and based on this AUID validate the XQuery expression included in the body of the Search Request against the XQuery restrictions as defined by the corresponding target Application Usage of the XDMS.

When the XQuery expression fits to the defined restrictions, the XDMS SHALL execute the query over all XML documents stored in the Users Tree of the corresponding Application Usage included in the “collection” input function of the XQuery request. The XDMS SHALL based on the results of the query generate a response.
If the “collection” input of the XQuery contains an XUI, the XDMS SHALL if the XUI is an identity of a Primary Principal,s associeated Alias Principal act as if the XDMS receives an Search Request with an XUI identifying the Primary Principal.
In case that “max-results” attribute is included in the Search Request, the XDMS SHALL include in the response only the number of results of the Search up to and including the value specified in the “max-results” attribute.

The XDMS MAY restrict the number of results of the Search based on local policy.

In addition, each Application Usage that supports the Search feature SHALL define one or more basic XQuery expressions that are supported by the Application Usage. Such basic XQuery expressions allows the Application Usage to restrict the data that can be searched and also restrict the results provided to an XDMC or an XDM Agent.

Each request violating defined restrictions SHALL be responded with HTTP “409 Conflict” error response with the <constraint-failure> error condition element defined in [RFC4825]. If the basic XQuery expressions as defined by the corresponding Application Usage do not allow:

· the Search operation as requested in the included XQuery expression, the “phrase” attribute, if it is included, SHOULD be set to “Search request not allowed”; 

· the types of Search Result as requested in the included XQuery expression, the “phrase” attribute, if it is included, SHOULD be set to “Search result types not allowed”.

Change 8:  Modify section 6.2.5.1 Default Access Permissions as below
6.2.5.1 Default Access Permissions

If the Application Usage does not specify the use of the Access Permissions Document, the XDMS SHALL ensure that only the Primary Principal associated with the XUI, an associated Alias Principal and Trusted Application Server are granted access to the User Directory and its contents.

Change 9:  Modify section 6.2.5.2 Using the Access Permissions Document for Access Permissions Control as below
6.2.5.2 Using the Access Permissions Document for Access Permission Control

The Primary Principal associated with the XUI and an associated Alias Principal SHALL always be permitted to retrieve documents and subscribe to receive notifications of changes of documents in the User Directory.

If the Application Usage specifies the use of an Access Permissions Document as defined in section 5.6, the XDMS SHALL apply the rules contained in this document to control access to XDM Resources in the User Directory. Application Usage MAY define rules to prohibit certain combinations of Access Permissions in order to ensure the validity of XDM Documents after applying Access Permissions.

If a Principal requesting an XDM Document has access rights only to certain XDM Document Parts, the XDMS SHALL generate a subset of the XDM Document and include all XDM Document Parts required by the XML Schema in order to ensure the validity of the generated subset. Mandatory XDM Document Parts for which the Principal does not have retrieve rights SHALL be supplied without any values (i.e. blank), or with specially defined values indicating access restriction.

If an Application Usage mandates the use of the Access Permissions Document, then the XML Schema for the XDM Documents specified by the Application Usage SHOULD define a mandatory attribute with a unique value for every XML element used in an XML sequence defined in the same XML Schema in order to ensure consistency of sequence element addressing.

The value of the mandatory unique attribute is assigned by the XDMC whenever a new element is added to a sequence. The XDMS SHALL verify that value of the attribute is unique within the sequence. If the value of the attribute is not unique the update operation SHALL fail and the error response SHALL provide the suggested unique value for the attribute.

Alternatively, if an Application Usage mandates the use of the Access Permissions Document and it does not define a mandatory attribute with a unique value for every XML element used in an XML sequence, it MAY require that all elements in an XML sequence defined in the XML Schema defined by the Application Usage SHALL have the same Access Permissions.

Editors Note: The details of the error response are FFS.

Change 10 Modify section 6.2.6. Handling of XDCP operations  as below

6.2.6 Handling of XDCP operations

The XDMS MAY support one or more XDCP operations as described in this section. The Application Usage defines which XDCP operations it requires.

Upon receiving an XDCP Request, the XDMS SHALL verify whether an XDCP document included in the body of the XDCP request conforms to the structure defined in sectionError! Reference source not found. “Structure” and execute the XDCP operations as described in subsections of this section. If the XDMS does not support a certain operation it SHALL send an error response.
An XDMS SHALL check if the XUI of an XDCP Request is an identity of a Primary Principal’s associated Alias Principal and execute the XDCP Request as if it was  received as an XDCP Request with an XUI identifying the Primary Principal.
Editor’s Note: Detailed common procedures are FFS

Change 11 Modify section B.3 XDM Server as below
B.3 XDM Server

	Item
	Function
	Reference
	Requirement

	XDM_Core-XCAP-S-001-M
	Support for XCAP  (XDMv1.1)
	Error! Reference source not found., 6.2.1
	XDM_Core-XOP-S-001-M

	XDM_Core-XOP-S-001-M
	Processing different HTTP requests (XDMv1.1)
	Error! Reference source not found.,
Error! Reference source not found.,
Error! Reference source not found.
	

	XDM_Core-SUB-S-001-O
	Support Initial Subscription when SIP SUBSCRIBE message received
(XDMv2.0)
	6.2.2.1
	XDM_Core-SUB-S-002-O

	XDM_Core-SUB-S-002-O
	Generating a SIP NOTIFY request (XDMv2.0)
	Error! Reference source not found.
	XDM_Core-SUB-S-001-O

	XDM_Core-SEC-S-001-M
	Support XDMC identity access authorization (XDMv1.1)
	Error! Reference source not found.,5.1.5 , 5.1.5
	

	XDM_Core- ERR-S-001-M
	Support Error Handling
(XDMv1.1)
	Error! Reference source not found., 5.1.5, Error! Reference source not found., Error! Reference source not found., Error! Reference source not found., Error! Reference source not found.,
	

	XDM_Core-CAPS-S-001-M
	Support Application Usage “xcap-caps” (XDMv1.1)
	Error! Reference source not found.
	

	XDM_Core-DIR-S-001-M
	Support Application Usage “org.openmobilealliance.xcap-directory” (XDMv1.1)
	Error! Reference source not found.
	

	XDM_Core-SRC-S-001-O
	Support Search document
	Error! Reference source not found.
	XDM_Core -SRC-S-002-O

	XDM_Core-SRC-S-002-O
	Searching for XML documents (XDMv2.0)
	6.2.3
	XDM_Core-SRC-S-001-O

	XDM_Core-XOP-S-002-O
	Including Server HTTP header with the required value in HTTP response to XDMC/XDM Agent (XDMv2.0)
	Error! Reference source not found.
	

	XDM_Core-ERR-S-002-O
	Not using other types of <error-element> than what is recommended.
(XDMv1.1)
	Error! Reference source not found.
	

	SCR items that is needed for  Access Permission is for FFS.
	
	
	

	Editor’s Note: SCR items that are needed for  Alias Principal handling are for FFS.
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