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Note:

This document is the final ADRR of the CSCS FW V1.0 AD. It reflects the outcome of the Formal AD Review, conducted from the 2nd till the 15th of March 2005, and subsequent e-mail exchanges to resolve all issues.

The BAC MAE working group has revised the AD according to the agreements of the review meeting. The resulting AD is OMA-AD_Client_Side_CS_FW-V1_0-20050413-D.

All comments have been addressed and are closed. There are no open issues remaining.

The CSCS FW V1.0 AD review is closed.
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Recommendations

	ID
	Open Date
	Section
	Description
	Status

	001
	2005.03.01
	4.2
	In the use cases, are points 3, 4, 5, and 6, 7 the only ones to be specified, and the rest out of the scope?
Source: ARC
	Closed
After the explanation by AD editor:

The rest are considered out of the scope of the AD and will be handled in the technical specification document to fulfill the requirements described in the RD.

	002
	2005.03.01
	5
	Is there anything limiting content screening to be performed on the server side?
Source: ARC
	Closed
After the explanation by AD editor:

No, even the RD does not exclude server side content screening, but this particular work item deals with client side content screening.

	003
	2005.03.01
	6.3
	What entity would call the CSF-1 interface?
Source: ARC
	Closed
After the explanation by AD editor:

Table 2 gives examples of enablers that would call the CSF-1 interface.

	004
	2005.03.10
	3.2
	User Profile is defined and it is used in the definition of Inappropriate Content.  I assume that the user profile contains data that is consulted to determine if content is appropriate or not.  Where is this User Profile stored?
Source: Telcordia
	Closed
After the explanation by AD editor:

This work is about screening malicious content, not inappropriate content.  The framework makes no assumption on availability/location of user profile, which would be needed for screening inappropriate content.

	005
	2005.03.10
	6.2
	Figure 2 "Architectural Model of Client Side Content Screening Framework" shows an interface named CSF-1 to be invoked by Enabler A (the scan engine is 'callable').  Suppose malicious content is indeed arriving from the Content Source.  Suppose the malicious content exploits vulnerability in Enabler A (i.e. prior to invoking CSF-1).  How would CSCS prevent this?  
Source: Telcordia
	Closed
Recommended interface invocation time that would reduce such possibility of early attacks to a minimum will be addressed in the technical specification.

Explanation by AD editor:
BAC-MAE dealt with this issue regarding early attacks and found it to be potentially not resolvable in the extreme – no different to any other anti-virus software.  Should a low-level system component were to invoke the CSF-1 interface, it would still have the same remote possibility of being exploited before the scan takes place.  The RD already states as a general requirement on the framework that recommended interface invocation time is to be described in the technical specification.   

	006
	2005.03.10
	6.2
	Why was not chosen to also show the scan engine as a 'proxy-able' box, i.e. have content scanned prior to handing them off to Enabler A?  

Source: Telcordia  
	Closed
BAC-MAE dealt with this issue and found that, although the current framework could theoretically be implemented to act as a box that implements Enabler A's I0 interface, this work item is concerned with providing a content screening framework that is applicable to mobile terminals, and not those that would be applicable to PCs.  As such, BAC-MAE determined that the suggested comment falls outside the scope of this work.

Explanation by AD editor:

There is a potential trade-off issue to consider if the scan engine were to scan all incoming network traffic in the terminal.  Compared to PCs, mobile terminals have limited performance and resources at their disposal. There is a practical limit as to how much a scan engine could scan.  In fact there are cases where it is simply unpractical to have the scan engine scan all incoming content.  Some examples include content delivered over encrypted channel (such as via SSL or VPN connection), or content that are encrypted (such as viruses embedded in password protected Zip files).  Proxy-model, in such cases, does not assure content is scanned and clear.  Attempting to decrypt all incoming network traffic is theoretically possible but not recommended.  It is a decision that is best left to those who would be implementing the functionality. 

	007
	2005.03.10
	6.2
	Suppose the Scan Engine will detect that code is malicious. Subsequently, a directive + the malicious code will be handed to Enabler A such that Enabler A can decide how to deal with this malicious code.  Now, suppose that the malicious code exploits a vulnerability in this part of the code of Enabler A.  Why was not chosen to allow the Scan Engine to alert the user on the User Interface? 

Source: Telcordia
	Closed
After the explanation by AD editor: 

Technical specification will specify scan result for use by calling enablers to indicate such case when a malicious content was detected and removed.  But such case would be optional since the requirement for the scan engine to perform screening action is optional as stated in the RD.

	008
	2005.03.15
	1
	This section must explicitly document the following constraint of this architecture: 
“The architecture described in this document is restricted to client/terminal deployments only.  Other possible deployments of this architecture (e.g. proxy, server, etc.) are not within the scope of this architecture.”
Source: Nokia
	Closed
Agreed to include the suggested text in Section 1.

	009
	2005.03.15
	1
	It should be clear to the reader that a formal definition of malicious content is not in the scope of this architecture and thus is left to each implementation.
Source: Nokia
	Closed
Agreed to include the suggested text in Section 1.

	010
	2005.03.15
	1
	This section must explicitly document the following constraint of this architecture: 

“The architecture described in this document includes a Scan Engine functional component. It is recognized that such a component is likely to have an associated database of profiles to encapsulate information such as its processing rules. However, such a database and its profiles are not in the scope of this architecture.”
Source: Nokia
	Closed
Agreed to include the suggested text in Section 1.

Explanation by AD editor:

Implementation and platform details of Content Source, Enabler A, Scan Engine, and User Interface are already stated to be outside the scope of the AD in section 6.2.

	011
	2005.03.15
	4.1.1, 4.2.2
	Explicitly identify those parts of the use cases that are in the scope of this architecture.

Source: Nokia
	Closed
Scope already identified in Section 1 and Section 6.2.


Editorial Comments

	Document Rev
	Section
	Description
	Status

	OMA-AD_Client_Side_CS_FW-V1_0-20050217-D
	4.3
	Requirements listed in Table 1 should be populated.  Refer to latest AD template for guidance.
Source: Nokia
	Closed
To populate Table 1 based on requirements covered by the AD v1.0.

	
	5
	In figure 1, the use of a set of arrows for each enabler implies each enabler has its own interface to the Scan Engine.  Either remove all of the arrows or add text that clearly refutes the above implication.
Source: Nokia
	Closed
Yellow arrows will be replaced with a single green interface to indicate that the interface is the same for all calling enablers. 

	
	3.2, 3.3
	Definitions and abbreviations that are not used should be removed.
Source: Telcordia, Nokia
	Closed
To remove unused definitions and abbreviations in 3.2 and 3.3.

	
	3.2
	Definition for "mobile terminal" should be added (perhaps by referring to some OMA common definition).
Source: Telcordia
	Closed
To add definition for “mobile terminal” using terms listed in OMA Dictionary as follows:

“A device that receives content as part of its normal running operation.”

	
	3.1
	The second and third paragraphs are contradictory.
Source: Nokia
	Closed
To remove the third paragraph.

	
	3.2, 3.3
	Alphabetize the definitions and abbreviations.

Source: Nokia
	Closed
To re-list the definitions and abbreviations in alphabetical order.
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