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1 Reason for Contribution

To update and improve the use case in section 5.14 SMS Spam Prevention Policy in OMA-RD-Execution_Policy_Enforcement_Management-V1_0-20031209-D.

2 Summary of Contribution

This contribution provides an update to EPEM use cases on SMS Privacy in section 5 of the OMA EPEM RD. This use case illustrates how an application provisions policy information in the network and how the latter enforces the policy. It takes a look at how PEP’s interwork with PDPs as EPEM entities.

3 Detailed Proposal

5.2 SMS Spam Prevention Policy

5.14.1  ASK  \* MERGEFORMAT Short Description

The Short Message Center (SMSc), the network element managing short message delivery, is augmented with an Execution Policy Enforcement (PEP) functionality. 
The subscriber enters data that is used to customize the application of privacy rules (created for short message screening by the Mobile Operator) to meet the subscriber’s needs. At this stage all the necessary ‘facts’ specific to the customer (with respect to the policy-enabled SMS service) are known to the Mobile Operator. So when a ‘request’ is made of the SMSc to send a short message to the subscriber, the request is parsed to extract ‘facts’ and related ‘context information’ that allows the system to classify the request type, (e.g., an urgent SMS etc). This information is used by the PEP/PDP to identify relevant privacy policies that are used to complete the processing of the request. 

5.14.2 Actors

· Mobile subscriber who is the subject of the privacy policies

· Mobile originator of SMS messages

· Mobile Operator
5.14.2.1 Actor Specific Issues

Mobile subscriber

· Wants privacy from unsolicited SMS messages

Mobile Operator

· The NO wants to offer a feature rich service that can be flexibly applied to address subscriber privacy concerns.


5.14.2.2 Actor Specific Benefits

Mobile subscriber

· Is in control of the short messages it receives

Mobile Operator

· Can execute policies based on user privacy 
· Can protect its subscribers from unsolicited SMS messages

· Can implement a flexible service, with enhanced revenue generating potential.
5.14.3 Pre-conditions

· The subscriber has a mobile account with operator and is able to provide information that is used to customize the application of privacy policies/rules to his needs.
· The Mobile Operator provides a means to enter relevant subscriber information.  This information along with other data is used to identify, process and enforce relevant privacy policy rules
5.14.4 Post-conditions

SMS messages may be delivered, withheld, re-routed, rejected, etc., based on Mobile Operator policy rules and subscriber specific data. 


5.14.5 Normal Flow

The Short Message Center (SMSc), is augmented with PEP functionality. The Mobile Operator and subscriber create and store sets of rules appropriate to the screening of short messages using the Policy Administration Point (Steps 1 & 2 in Figure 2). 

Editor’s Note: A generic figure + text must be added to illustrate EPEM and the associated flow. The following text and figure then follows as an illustration of how EPEM can be implemented with PEP and PDP as discussed in Appendices B and C.

Upon receiving notification of a new SMS message (step3) the PEP parses the SMS request and passes along relevant information (such as facts about the identity of the sender and receiver, and context information) to a PDP (step 4) for further processing..  The PDP identifies relevant rules and downloads (step 5) these from the Policy Repository..  The PDP evaluates the rules (step 6) and determines how the SMS request is to be handled..  It communicates the policy decision (step 7) back to the PEP, which either allows or denies the sending of the SMS.

[image: image1.wmf]PEP

Short Message 

Service Center 

(SMSc)

1. Subscriber enters customer information 

Policy 

Administration 

Point

Policy Repository

2. Customer information

is collated with Rules and

stored 

3. Originator Creates 

Short Message  and 

sends to subscriber

4. Request Decision 

5. Download 

Applicable Rules 

6. Evaluate 

Rules 

7. Enforce 

Decision 

(Allow SMS) 

PDP


Figure 1: Flow illustrated in the case of an EPEM implementation based on PEP and PDPs

5.14.6 Alternative Flows

None identified.

5.14.7 Operational and Quality of Experience Requirements
The considerations below are for the illustrated PDP/PDP implementation option.

· A policy-enabled service incorporates or has access to PEP capability.  A PEP enforces decisions on behalf of the policy-enabled service
· A execution policy-enabled application or service may use its PEP functionality to invoke functions in network resources to carry out/enforce execution policy decisions.

· A PEP may invoke, if necessary, a PDP (Policy Decision Point) to obtain policy decision requests. The PDP identifies policies relevant to the decision request – it may access a policy repository to obtain these policies. The PDP evaluates these policies to determine the decision request which is then relayed to the PEP.  

· 

· The “policy repository” is a long-term store or database for policies.   A PDP may extract relevant policies (for evaluation) from the policy repository as and when needed. Policies that are stored as rules are typically in the form: IF <condition> THEN <action>.

· The mobile subscriber is able to provision his privacy preference preferences via an appropriate interface to a Policy Administration Point (also known as a policy provisioning point), e.g. through his mobile device or via a web based/GUI 

· User experience must be uniform, seamless and consistent whenever the user accesses the system

4 Intellectual Property Rights Considerations

Note known

5 Recommendations

Recommend that the above modifications to this use case be accepted in the EPEM RD.
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