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1 Reason for Contribution

During the requirements setting phase of the Architecture group's overall architecture activity, a number of contributions were submitted with the intention of deriving requirements for Service Provider – 3rd Party Service Provider connectivity.

The intention of this contribution is to identify those Architecture requirements (as described in R38-R81 of the EPEM RD and within the Architecture RD) that fulfil the needs of the use-case as described in input contribution OMA-REQ-2003-0877-Additional use-case for EPEM RD. These requirements have been modified to align with the context of the EPEM requirements.

The modified Architecture requirements are submitted for inclusion in the EPEM RD.

2 Summary of Contribution

This contribution identifies and modifies the Architecture requirements (as described in R38-R81 of the EPEM RD and within the Architecture RD) for inclusion in the inclusion in the EPEM RD.
3 Detailed Proposal

********************************Start of changes to existing text in section 6**************************

R-54: The EPEM enabler MUST support setting various strengths of security policies and SHOULD support a way for service providers to define and communicate authorization policies for enablers. [ARCH 6.1.1 #6]

R-55: The EPEM enabler MUST provide secure and confidential access to services and associated exchanges within and across networks and domains e.g. through methods such as encryption, integrity protection, non-repudiation, authentication (both mutual and one-way) and authorization. [ARCH 6.1.1 #9]

R-56: The EPEM enabler MUST be able to control access to enablers, irrespective of the network technology and domain of origin of the party attempting to access the enabler. [ARCH 6.1.1 #10]

R-58: The EPEM enabler MUST NOT preclude any charging models between different actors. [ARCH 6.1.2 #1]

R-61: The EPEM enabler MUST provide a mechanism for an authorized third-party to discover the conditions for using a service enabler exposed by a particular service provider in a dynamic manner. [ARCH 6.1.3 #11]
R-62: The EPEM enabler MUST support a mechanism for service providers and other authorized actors to enforce the conditions for use of a service enabler. [ARCH 6.1.3 #12]

R-67: The EPEM enabler SHOULD provide a mechanism to manage and use policies (e.g. access policies, charging polices, service level agreements, etc.). [ARCH 6.1.3 #5]

R-68: The EPEM enabler MUST provide a means to manage and enforce end-user privacy. [ARCH 6.1.6 #1]

R-72: The EPEM enabler MUST support the ability to simultaneously operate multiple versions (i.e. multiple instances, defined according to different releases of the OMA specifications) of an interface or API. [ARCH 6.3 #4]

R-80: The EPEM enabler MUST be able to register, discover, and retrieve information (e.g. a service enabler’s address) using a resource identifier (e.g. a user identifier). [ARCH 6.3.2.1 #5]

********************************End of changes to existing text in section 6**************************

********************Start of including new Architecture requirements in section 6*****************

The EPEM enabler SHOULD support options for the choice of party for handling authentication, charging and/or storage of user profiles.

The EPEM enabler SHOULD support a dynamic way to negotiate security settings between the service provider and the 3rd Party Service Provider.
Subject to authorization by the Service Provider, the EPEM enabler MUST enable entities (e.g. enterprises) other than the service provider to upload applications, manage the service life cycle and manage devices according to the OMA Device Management requirements. 

The EPEM enabler MUST enable the communication of service monitoring data (e.g. performance measurements) between actors.

The EPEM enabler MUST provide a mechanism by which device and network information can be communicated to an authorized third-party (with respect to the information holder) in a manageable way.  This mechanism MUST allow for the automated discovery of new devices and new characteristics in existing devices.
********************End of including new Architecture requirements in section 6*****************

4 Intellectual Property Rights Considerations

There is no known IPR in this contribution.

5 Recommendation

To review and discuss the requirements as detailed in section 3 and include these requirements in the EPEM RD.

It is proposed that these requirements be inserted at the beginning of section 6 of the EPEM RD and used as an introduction and guide for the existing EPEM requirements.
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