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1 Reason for Contribution

This contribution provides an input to Appendix C of the EPEM RD.
2 Summary of Contribution

The current text present in the Appendix C of the EPEM RD (OMA-RD-Execution_Policy_Enforcement_Management-V1_0-20031209-D). 
The contributions also relies on the definitions and use cases introduces in OMA-REQ-2003-0876R01-Use_case_handling_execution_policy_changes_alternative_flows and OMA-REQ-2003-0885-Comments_OMA-REQ-2003-0873.
3 Detailed Proposal

Appendix C. Technologies available to implement Execution Policy Enforcement and Management (Informative)

Editor’s Note: The following provides an description of technologies that can be used to implement EPEM. At the later stage, this section may be moved to the TR as the TR progresses.

Several technology approaches can be considered to provide execution policy enforcement and management. The following list is not exhaustive. 

· Pre-composition

 of resources with the target resource as specified by the associated execution policy.

· Possible description of the conditions exposed to the requestor through the resulting composed interface

· Possible description of the conditions exposed to the requestor through meta-data (e.g. a la WS-Policy [WS-Policy] in the case of Web Services)

· Possible registration and discovery of the interface and meta-data

· Composition at discovery or request of resources with the target resource as specified by the associated execution policy.

· Interception of all messages by a single entity (proxy / gateway):

· Trusted client provisioning

· Single point of access any resources in the network

· Pre-composition or dynamic composition through the entity

· Interface with address that is actually the address of the entity

· Distributed execution policy enforcement and management functionalities

· Execution policy enforcement and management implemented in front of each resource

· Execution policy enforcement and management implemented within / as part of each resource

· Implementation of the execution policy enforcement and management as a combination of policy engines (PDP and PEP a la [RFC 3198]) and Workflow engines 

· Combinations of some of the above.
As this section is devoting to illustrating technology options to implement EPEM, the section does not try to present an exhaustive list of the technologies but rather to give indication on how this can be done. 
Composition

The target resource is described by its interface (I0). 
In the absence of any other function performed on the request (i.e. in case of zero execution policy), request to the resource must match this interface I0. 
When execution policies are associated to the resource, the request to the resource and the response are processed by EPEM as prescribed by the execution policies.
EPEM can therefore be implemented by generating code that drives the calls to the different resources to process the request to the target resource, passes the result for processing by the target resource and requests additional processing of the response as specified by the execution policies.
Pre-composition
EPEM can be implemented as a composer of resources that acts in advance, before any request is sent to the target resource.
The result of such pre-composition is a new resource (Rc) characterized with an interface Ic. 
The difference between Ic and I0 (Ic \ I0 ) constitutes the collateral requirements. When interacting with the resource, the requestor must provide a modified request that conforms to Ic. The difference in the request constitutes the request collaterals. 
C.1.1.1 Pre-composed interface description with undistinguishable collateral requirements
In the case of pre-composition, the requestor may in general only be aware of the interface description associated to the pre-composed resource (Ic), without ever knowing any of the implementation details and without being able to distinguish between I0 and request collateral parameters. This interface may be known by the requestor (who learned about it through a different mechanism) or discovered. In this latter case, it must have first have been appropriately registered. 
As particular examples, pre-composed resources could be:

· A web service that is the composition of other web services as imposed by the execution policies

· A compiled piece of code that implements the composition.
C.1.1.2 Pre-composed interface description and explicit collateral requirements

It is possible that Ic \ I0 be defined in different name context (e.g. different names spaces, header versus body of a message or different messages). In such case, the interface I0 may be known by the requestor (who learned about it through a different mechanism) or discovered. Similarly, the collateral requirements Ic \ I0 may also be known by the requestor (who learned about it through a different mechanism) or discovered. 
Communication or discovery of I0 and Ic \ I0 as well as the context conventions can be simultaneous or separate. 
For example, in the case of web services, Ic \ I0 can be communicated as meta-data bound to the interface I0 (via a URI to the description of the collateral requirements). [WS-Policy] would be a example of such an approach. Requests can then be passed as body of messages while request collateral can be passed as part of the header. These conventions would have to be agreed between the requestor and the owner of EPEM and therefore should be standardized. 
Dynamic Composition
The composition can also be dynamically implemented.
C.1.1.1 Dynamic composition at discovery

If discovery is supported in the environment and a discovery request is made that matches the target resource, EPEM determines the execution policy associated to the target, composes the resources to generate Ic that is provided to the requestor as Ic. As for the case of pre-composition, the collateral requirements may or may not be distinguishable from the interface description I0, as discussed in section C.1.1. 
The associated composed resource Rc can be cached. Ic can then be registered, stored or cached for future similar requests.
Web services can be used as a way to implement this.
C.1.1.2 Dynamic composition at request
If when a request is sent to a target resource, the composed resource Rc has not yet been instantiated, EPEM must receive the request (e.g. by processing messages to the address provided in Ic). It can then generate the composed resource Rc and pass the request to it
In general, the resulting composed resource Rc can be cached for later use.
CORBA object instantiation is an example of realizing this.
Message Marshalling

Instead of composing the resource Rc by generating code that implements the execution policies, EPEM can itself marshal each message to the processing steps that are required:

· Processing of the request by executing the logic of the execution policies, delegating some of the processing to other resources and validating the result of each assertion and processing step.

· Passing the request to target resource that:

· May be instantiated in advance:

· Independently of the request and dynamically allocated to it (e.g. Web service)

· Instantiated and allocated for a session with the requestor (e.g. Parlay service)

· Dynamically instantiated to process the request
· Similarly processing the response as and if needed.
Examples of technologies that can be used for this include:

· Workflow engine for example implemented as an application that enforces workflow rules. In the present case, it would be used to implement execution policies as a workflow to enforce. 
· This can easily be implemented as a web application on a web server that interfaces with the other resources through web services or simple HTTP POST.
· A dedicated application that codes the message routing between the resources and validation / logic in between.  While less re-usable this can be relatively efficiently done using conventional web server programming models like URL re-directions in JCP, Struts, JSF or ASP/.Net.
· A combination of the above where the logic of execution of execution policy assertions is handled as a workflow and executed by a workflow engine. Each policy assertion (i.e. node of the workflow) is then executed by a Policy Enforcement Point (PEP) and the result is validated by a Policy Decision Point (PDP), 
· Parlay gateways implement particular cases of this according to this
Message Interception by EPEM
EPEM must intercept all the messages to and from the resource that it guards. 
In the case of composition, the composed resource Rc automatically implements the processing required to enforce the execution policies. 

In the case of request marshalling, the request to the target resource must be intercepted. This can be achieved by:
· Implementing EPEM as a gateway that intercepts any requests to the resource:

· To all resources in the network of the resource owner (i.e. all resources are guarded)
· Or limited to the guarded resource (e.g. right in front of the resource).

· Implementing a gateway that receives request targeted to:

·  To all resources in the network of the resource owner (i.e. all resources are guarded)

· Or limited to the guarded resource (e.g. right in front of the resource).

This can be achieved by hiding the address of the guarded resources and providing instead an address pointing to the proxy. 
This can efficiently guard against external requests. It may however not be able to guard internal requests without additional internal address masking schemes.
· Having the requestor to proxy via the gateway:
· This can be achieved by provisioning requestor with the gateway address as a proxy and having resources accept only requests re-routed and sent by the gateway

Security, Confidentiality and Integrity
As EPEM intercept and process or delegate processing on requests and responses, we may expect that there may be confidentiality issues at stake. 
A way to address these issues is to allow appropriate selective encoding and encryption of the request. For example: 

· The request can be encrypted and encoded in a way that is only understood by the target resource. The keys may have been provided at discovery or in a separate communication with the requestor.
· The request collaterals may be encoded and encrypted separately in ways that can be decrypted and used by EPEM or the other resources to which it delegates. Again this can be provided as part of the description of the collateral requirements. 

· Note that each request collateral parameter may be encrypted with a different key targeting a particular delegate.
· Results and the final response may be similarly encoded and encrypted.
· When the nature of the request or some of the arguments must be checked or known by EPEM, keys may be shared for these parameters. Again this would be described in the collateral requirements. 
For example, with web services, the keys could be passed as part of the interface description Ic or the meta-data the meta-data. Passing the encrypted request in the body of the message and the request collaterals appropriately encrypted in the header of the message is a simple way to separate processing and limit each processing step to the authorized resources.
C.2 Distributed EPEM

EPEM can be implemented as a combination of the above, where some assertions enforcement are implemented one way while others are implemented another. In such cases, EPEM appears as a single logical system but deployed as a distributed system.

C.3 Legacy resources

If the target resource is a legacy system, it may perform its own enforcement of some policy assertions. 
Such a resource can easily be integrated with EPEM as a particular case of section C.5, by:

· Either ensuring that the execution policy associated to it and enforced by EPEM does not include the steps that are performed by the target resource

· Or, if the legacy resource allows this, by setting the execution policies built in the resource to null execution policies

The former approach may limit the type of execution policies that can be enforced.
4 Intellectual Property Rights Considerations

We are not aware of any IPR associated to this contribution. 
5 Recommendations

We recommend that the proposed text be introduced in Appendix C of the EPEM RD.
� We define composition of resources as the implementation of a new resource that processes a request by logically combining the processing through these different resources. As an example, resources can be described as web services. The W3C Web Service Choreography activity standardizing the way to express a new web services as such a composition of other web services. 





�Composition should be defined in section 3.2 of the EPEM RD as proposed in the footnote.
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