[image: image1.jpg]"sOMaQa

Open Mobile Alliance



Doc# OMA-OP-2002-0065-DocLiaisonProposal-r2

Submitted to Operations and Process Committee

26 Sep 2002
Doc# OMA-REQ-2004-0054R1-Identity-management-use-cases
Submitted to OMA-REQ

Submission Date: 29 01 2004


Input Contribution

	Title:
	Identity management use cases
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA Requirements

	Source:
	Tapio Kaukonen, Nokia                   

+358 50 5504965                            

Tapio.kaukonen@nokia.com           

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

This contribution introduces use cases for Identity management RD.

2 Summary of Contribution

The text is being proposed to the included in the Identity management RD document. 

3 Detailed Proposal

Proposal includes four use cases to be included in the Identity management requirements document. Use cases are: Presenting an identity to a service, Requesting personal data, Registering user as a member of a service, and Anonymous Attribute Sharing.    
1.1  ASK  \* MERGEFORMAT Use Case A: Presenting an Identity to a Service 

This scenario illustrates how user’s identity is presented to a service
1.1.1 Short description

Consider the case where a user has an account with an Operator. Operator has an Identity management system and is able to authenticate the user by SIM based authentication, username/password or by using certificates.   

The user uses his mobile terminal to access a service provider CustomizedWeather.com that provides weather information. The service provider requires the user’s identification in order to let the user to access service.  

1.1.2 Actors

· User – end user using a mobile device

· Operator – Mobile operator using an Identity management system

· CustomizedWeather.com – Service provider providing customized weather information. 

1.1.3 Pre-conditions

· User has an account with an Operator 

· Operator has authenticated the user. 

· User does not necessarily have an account with CustomizedWeather.com.

1.1.4 Post-conditions

· User has access to CustomizedWeather.com 

1.1.5 Normal Flow

1. User accesses CustomizedWeather.com service using the browser on his terminal

2. The Service sends an Identity Request to the Identity management system asking for Authentication.
3. The Identity management system authenticates the requesting Service
4. The Identity management system checks if the User has a preferred or default Identity that is to be used with this Service.
5. The Identity management system sends the Identity Response to the Service. The response contains a service specific identifier about the user. This enables accessing service as registered service user.

OR

6. The Identity management system sends the Identity Response to the Service. Identifier about the user is generated randomly. This enables anonymous access to service

1.1.6 Exceptions

1. The Identity management system may not know the Service: the Identity management system may want to warn the User about this. Or, the User may have preferences that allow/disallow unknown Services or Services that meet certain criteria, such as “Services is provided by an affiliate of certain group”. Or, the Identity management system responds with an Error.
2. The Identity management system cannot decide what Identity to present: the System may need to prompt the User, or the User may have configured a “default” identity to use
1.2 Use Case B: Requesting personal data

This scenario illustrates how user’s personal data is presented to a service without any identification.
1.2.1 Short description

The user uses his mobile terminal to access a service provider CustomizedWeather.com. The service provider requires the user’s personal data in order to produce personalized service. An example of personal data is ZIP code or user language preference.  An important aspect of this use case is that it allows release some personal data without identifying the user. 

1.2.2 Actors

· User – end user using a mobile device

· Operator – Mobile operator using an Identity management system

· CustomizedWeather.com – Service provider providing customized weather information.

1.2.3 Pre-conditions

· The Identity management system has some Personal Data for the User.

1.2.4 Post-conditions

· CustomizedWeather.com provides a customized view of the user’s weather.

1.2.5 Normal Flow

1. The Service sends a request asking for some PersonalData. 

2. The Identity management system checks if the User has allowed the service to receive her data.. 

3. The System adds PersonalData to the response and sends it to the Service.

1.3 Use Case C: Registering User as a member of a service

This scenario illustrates how user is registered as a member to a service
1.3.1 Short description

Consider the case where a user wants to register as a member of CustomizedWeather.com and link it with her mobile subscription.

1.3.2 Actors

· User – end user using a mobile device

· Operator – Mobile operator using an Identity management system

· CustomizedWeather.com – Service provider providing customized weather information. 

1.3.3 Pre-conditions

· User has an account with an Operator 

· The User does not have an Identity/account specific for the Service 

1.3.4 Post-conditions

· The System has a new Identity, associated with the Service that it was created for and user is registered as a member of CustomizedWeather.com service.

1.3.5 Normal Flow

1. The User tried to access a Service. As a result the Service might get an Identity Response with an ID that it doesn’t recognize or no ID. The Service wants to recognize the User on subsequent visits, i.e. wants that the User presents the same ID on subsequent visits.

2.  The Service offers the User to create a “membership” Identity

3. The User accepts the offer

OR

4. The operator wanted to preconfigure the User as a member of different Services and asked Identity Management system to take care of it.

OR

5. The user wanted to preconfigure himself as member of certain services so that he can logon seamlessly from the begin. The Identity management system is asked to add new identity for the user to be used with this Service. The Identity management system notifies the User about the reception of a new Identity and asks permission to store the Identity and use it on subsequent visits to the Service

1.4 Use Case D: Anonymous Attribute Sharing

This scenario illustrates how user’s attribute information can be transferred anonymously to a service. Attributes are considered to be a particular type of personal data.

1.4.1 Short description

Consider the case where a user has an account with an Operator (acting as an Identity Provider). The user stores the zip code of his residential address and his language preference at a certain Attribute Provider 1 (AP1). The zip code of the user’s current location may be obtained from a Location Attribute Provider (AP).  The user has set the appropriate permissions for the release of his attributes stored at AP1 and Location AP.

The user uses his mobile terminal to access a service provider CustomizedWeather.com. The service provider requires the user’s current and permanent zip code, as well as the user’s language preference in order to provide the user with a customized weather report. Note that CustomizedWeather.com does not care about the identity of the user. This means that if the same mobile user revisited CustomizedWeather.com, there is no way for CustomizedWeather.com to identify that it is the same user browsing its site.

When the mobile user browses CustomizedWeather.com, it contacts the Operator in order to obtain the address of the attribute provider that stores the user’s current and permanent zip code, as well as the user’s language preference. Since the Operator has authenticated the mobile user, the Operator knows the identity of the user, and hence is able to determine the suitable attribute providers that store this information (since the Operator acting as IdP also provides discovery service). The Operator indicates to CustomizedWeather.com that the user’s permanent zip code and language preference can be obtained from AP1, while the user’s current zip code can be obtained from Location AP. CustomizedWeather.com then requests the user’s permanent zip code and language preference from AP1, and requests the user’s current zip code from Location AP. AP1 and Location AP check the permissions associated with these attributes, and release the attributes to CustomizedWeather.com.  Note that throughout this entire flow, CustomizedWeather.com has no idea about the identity of the user. One may also note that CustomizedWeather.com does not require the user to have an account with it. Since such anonymous attributes are seamlessly transferred from an attribute provider (AP1 or Location AP) to the service provider (CustomizedWeather.com), the mobile user does not need to manually enter this information using his input-constrained numeric keypad. This then enhances the overall mobile user experience.

Since such anonymous attributes are seamlessly transferred from an attribute provider (AP1 or Location AP) to the service provider (CustomizedWeather.com), the mobile user does not need to manually enter this information using his input-constrained numeric keypad. This then enhances the overall mobile user experience.

1.4.2 Actors

· User – end user using a mobile device

· Operator – Mobile operator acting as an Identity Provider (IdP) and offering single sign on service and discovery service

· CustomizedWeather.com – Service provider providing customized weather information. 

· Attribute Provider 1 – an entity providing user’s permanent zip code and language preference information

· Location AP – an entity providing the user’s current zip code

1.4.3 Pre-conditions

· User has an account with an Operator (acting as an identity provider and providing discovery service)

· Operator has authenticated the user. 

· User has stored his permanent zip code and language preference at Attribute Provider 1 (AP1).

· User’s current zip code information is obtained from Location AP.

· User has federated/linked his account at AP1 (and Location AP) with that at the Operator so that the Operator may provide discovery service for the user’s attributes stored at AP1 (and Location AP).

· User has agreed with operator, that neither his phone number nor any other identifying information will be given out of operator domain but has given operator permission to share his attributes with selected services.

· User does not necessarily have an account with CustomizedWeather.com.

1.4.4 Post-conditions

· The user’s permanent zip code and language preference information have been obtained by CustomizedWeather.com from AP1.

· The user’s current zip code has been obtained by CustomizedWeather.com from the Location AP.

· CustomizedWeather.com provides a customized view of the user’s weather – both at the user’s current location as well as at the user’s permanent location – using the user’s preferred language.

1.4.5 Normal Flow

1. User accesses CustomizedWeather.com service using the browser on his terminal

2. CustomizedWeather.com requires the user’s current and permanent zip code as well as the user’s language preference in order to provide the user a customized weather report.

3. CustomizedWeather.com contacts the Operator to determine the attribute providers that store the user’s current and permanent zip code and the user’s language preference.

4. Since the Operator has already authenticated the user, the Operator knows the identity of the user, and the location of the attribute providers that store the user’s attributes.

5. Operator and CustomizedWeather.com agree on the identifier of the user to be used for attribute exchange. Identifier does not reveal the identity of the user.

6. Operator responds to CustomizedWeather.com that AP1 provides the permanent zip code and language preference information of the user, while Location AP provides the current zip code of the user.

7. CustomizedWeather.com requests permanent zip code and language preference information from AP1, and current zip code information from Location AP.

8. After ensuring that the user permissions allow the release of such information, AP1 releases the permanent zip code and language preference information to CustomizedWeather.com, and Location AP releases the current zip code information to CustomizedWeather.com.

9. CustomizedWeather.com provides a customized view based on the zip code and language preference of the user.
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