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1 Reason for Contribution

In the ongoing analysis of use cases from an identity management point of view that the IMF breakout is conducting:

· OMA-REQ-2004-0607-IMF-Presence-Use-Case-Analysis points to the need of determining the “Demarcation between the Identity Management Framework and the Policy handling mechanisms used for Authorization”. We believe that such demarcation is needed in order to derive scoped requirements for the IMF.

· OMA-REQ-2004-0432R02-NI-RD-Ecosystem drafts an ecosystem for “Network Identity” which the authors of this contribution have leveraged and tried to align with the scope of the IMF work item description.  

The authors of this contribution consider that the ongoing analysis would benefit from:

· A definition of the ecosystem that delimits the type of interactions that should be considered as part of the analysis. This will help to keep the outcome of the analysis inside the scope of the IMF work, as defined in the work item 0049. To summarize, we understand such scope as encompassing identity management aspects in the exchanges of identity information between principals, service providers and enablers. We have observed that the analysis of certain enablers (e.g. Device Management, some aspects of PoC) has lead to define requirements that are narrowly scoped and pertaining to the internal functionality of the respective enabler.

· Such ecosystem should include the points of linkage with a policy evaluation infrastructure (an example of which might be an instantiation of the PEEM enabler). The analysis of several enablers (e.g. Presence or Device Management) has shown clearly the need to delimit what falls in the scope of IMF and what falls in the scope of a policy evaluation infrastructure, not to lead to overlapping requirements.

2 Summary of Contribution

This contribution proposes input material for section 4.2 of the draft RD of the IMF.

3 Detailed Proposal

4.2 Identity ecosystem

The identity management ecosystem is represented in Figure 1. The purpose of the ecosystem is to clarify the scope covered by the IMF. Its definition is based on the roles played by the entities that make use of IMF functions and on the types of interactions between those entities. It is not the intention of the definition of this ecosystem to address the internal architecture or the enumeration of detailed functions pertaining to the IMF; that is understood to be subject of a later specification phase (architecture). The requirements that define the IMF, subject of this document, are defined by analyzing use cases (see section 4.1.4) from different enablers. 

Note: The aspects of those use cases that will lead to valid requirements for the IMF are those that fit into this ecosystem. For example, there are interactions in those use cases that are enabler specific and internal to the functionality of certain enablers (e.g. interactions for the synchronization between a device and a device management server, interactions between a mobile location center and an HLR to determine the MSC/VLR where a user is located) that fall out of the scope of the IMF. Another example is interactions that imply the evaluation of certain policies; the IMF will act providing to a policy evaluation infrastructure (an example of which is an instantiation of PEEM) the necessary information for the evaluation of such policies (only the need to support the interaction with a policy evaluation infrastructureis in scope of IMF).

Figure 1 represents the IMF ecosystem and shows the border between IMF and the policy evaluation infrastructure. To carry out its duties the IMF needs evaluation of appropriate policies, e.g. authorization policies to access to an identity service. Figure 1 does not intend to constrain in any sense the deployment patterns of IMF and the policy evaluation infrastructure.

Figure 1. Identity Management ecosystem

4.2.1 Entities of the identity management ecosystem

4.2.1.1 Principal

A Principal is an entity that has an identity, that is capable of providing consent and other data, and to which authenticated actions are done on its behalf. Examples of Principals include an individual user, a group of individuals, a corporation, service enablers/applications, system entities and other legal entities. (Source: [OMADictionary-v1.0])

4.2.1.2 Identity Services Consumer (ISC)

An Identity Services Consumer (ISC) is an entity that in the process to offer services to Principals needs to access identity services. 

4.2.1.3 Identity Services Provider (ISP)

An Identity Services Provider (ISP) is a service provider that offers identity services.

An identity service is a service that acts upon some resource to either retrieve information about an identity or identities, update information about an identity or identities, or perform some action for the benefit of some identity or identities

4.2.1.4 Identity Management Framework (IMF)

The Identity Management Framework (IMF):

· Enables single sign-on in the access of Principals to services.

· Constitutes a framework for the creation, discovery and invocation of identity services.

· Relies on and support the interaction with a policy evaluation infrastructure for the evaluation of access control policies set on identity services.

4.2.2 Relationships between the entities of the identity management ecosystem

Figure 1 shows a number of relationships between the entities of this ecosystem.

5. ISC interact with the IMF:

· For the retrieval of authentication assertions to enable single sign-on.

· For the discovery of identity services.

· For the mapping of identities and the retrieval of the necessary credentials to invoke identity services.

These interactions fall in the scope of the IMF.

6. ISC interact with ISP for the invocation of identity services. The definition of these interactions inside IMF will provide a homogeneous access of applications to identity services.

These interactions fall in the scope of the IMF.

7. ISP interact with the IMF for the management of the registration of identity services.

These interactions fall in the scope of the IMF.

8. Principals interact with ISP 
· To manage the permissions to access identity services. It is not foreseen that the IMF will introduce requirements for these interactions; this interface falls in scope of the policy evaluation infrastructure. These interactions fall out of the scope of the IMF.
· To allow ISP to interact with Principals, e.g. to ask for explicit permission to access certain identity information or to request missing identity information. These interactions fall in the scope of the IMF.
9. Principals interact with the IMF:

· To authenticate. The IMF does not specify any authentication mechanism (which doesn’t mean that the deployment of an IMF does not perform authentication of Principals) but must enable the communication to ISP (see relationship #3) of the means by which a user was authenticated. The IMF doesn’t restrict deployment in which the Principal authenticates outside the IMF and the IMF has access to the information about Principals’ state.
· To grant access to Principals’ identity services. It is not foreseen that the IMF will introduce requirements for these interactions; this interface falls in scope of the policy evaluation infrastructure. These interactions fall out of the scope of the IMF.
10. Principals interact with ISC to invoke services. When they require the transport of identity information in these interactions (e.g. authentication assertions) these interactions falls in the scope of the IMF. 
11. The IMF interacts with the policy evaluation infrastructure for the evaluation of authorization policies (including privacy) and provides the available information to evaluate such policies. Policy evaluation falls out of the scope of the IMF.
4 Intellectual Property Rights
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5 Recommendation

To update section 4.2 of the draft IMF RD with the material in section 3.

To use the definition of the ecosystem in the communication with other OMA working groups when socializing IMF requirements.

To consider the defined ecosystem and the associated interactions that are in scope, in the analysis of the different enablers.
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