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1 Reason for Contribution

The document follows contributions on mobile e-mail use cases:
· OMA-REQ-2004-0707R02-Mobile_email_usecases

· OMA-REQ-2004-0712r01-Moble_Email_usecases

R03 reflects the changes and action items from the October 20, 2004 Conference Call.
2 Summary of Contribution

This contribution presents several requirements on mobile e–mail for inclusion in a first version of the mobile RD.
3 Detailed Proposal

The following proposes text for the mobile e-mail RD (section 6).
6. Requirements
(Normative)

6.1 High-Level Functional Requirements

1. When used, events sent from the server to the client to announce or describe new e-mail MUST be optimized to minimize delays and bandwidth requirements (e.g. by minimizing the number of roundtrip between client and server when possible, by minimizing the bytes to exchange between client and server, etc…).
2. When used, events accessed by the client from the server to announce or describe new e-mail MUST be optimized to minimize delays and bandwidth requirements (e.g. by minimizing the number of roundtrip between client and server when possible, by minimizing the bytes to exchange between client and server, etc…).

3. Exchanges to deliver new e-mail from the server to the client MUST be optimized to minimize delays and bandwidth requirements (e.g. by minimizing the number of roundtrip between client and server when possible, by minimizing the bytes to exchange between client and server, etc…). 

4. When used, events sent from the server to the client to announce or describe e-mail events on the server MUST be optimized to minimize delays and bandwidth requirements (e.g. by minimizing the number of roundtrip between client and server when possible, by minimizing the bytes to exchange between client and server, etc…).

5. When used, events accessed by the client from the server to announce or describe e-mail events on the server MUST be optimized to minimize delays and bandwidth requirements (e.g. by minimizing the number of roundtrip between client and server when possible, by minimizing the bytes to exchange between client and server, etc…).

6. Exchanges to reconcile the client after a e-mail event on the server MUST be optimized to minimize delays and bandwidth requirements (e.g. by minimizing the number of roundtrip between client and server when possible, by minimizing the bytes to exchange between client and server, etc…).
7. Exchanges to access or manipulate attachments MUST be optimized to minimize delays and bandwidth requirements (e.g. by minimizing the number of roundtrip between client and server when possible, by minimizing the bytes to exchange between client and server, etc…). 

8. Sending e-mail from an assigned e-mail server MUST be optimized to minimize delays and bandwidth requirements (e.g. by minimizing the number of roundtrip between client and server when possible, by minimizing the bytes to exchange between client and server, etc…).

9. Sending e-mail events on the client to the e-mail server MUST be optimized to minimize delays and bandwidth requirements (e.g. by minimizing the number of roundtrip between client and server when possible, by minimizing the bytes to exchange between client and server, etc…).
	<Ref: Use Case Title> 
	· To Be Done


Table 1: High-Level Functional Requirements

6.1.1 Security

1. Events sent from the e-mail server to the client to announce or describe new e-mail MUST support confidentiality and integrity 

2. When used, events accessed by the client from the server to announce or describe new e-mail MUST be end-to-end confidential when desired

3. Exchanges to provide new e-mail arrived on server to the client MUST be end to end confidential when desired. 

4. When used, events sent from the server to the client to announce or describe e-mail events on the server MUST be end-to-end confidential when desired

5. When used, events accessed by the client from the server to announce or describe w-mail events on the server MUST be end-to-end confidential when desired

6. Exchanges to reconcile the client after an e-mail event on the server MUST be end to end confidential when desired.
7. Exchanges to access or manipulate attachments MUST be end to end confidential when desired. 

8. Exchanges to send e-mail from the assigned e-mail server MUST be end to end confidential when desired.

9. E-mail events sent from the client to the e-mail server MUST be end-to-end confidential when desired.

10. The client MUST be able to be authenticated by the server when requesting data from the e-mail server

11. The server MUST be able to be authenticated by the client 
	<Ref: Use Case Title, HLFR>
	· To Be Done


Table 2: High-Level Functional Requirements – Security Items

6.1.2 Charging

Charging is not intrinsic to the mobile e-mail enabler.
1. In order to support charging for e-mail traffic, the mobile e-mail enabler SHOULD provide ways to identify mobile e-mail exchanges (events, access, sending, synchronization) as e-mail data exchanges, even when the exchanges are end-to-end secure.

	<Ref: Use Case Title, HLFR>
	· To Be Done


Table 3: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

1. The mobile e-mail enabler MUST support secure provisioning of the mobile client from the server upon authentication and authorization of the user and pairing with a device.

2. It SHOULD be possible for user preferences/filters/settings to follow the user across devices, when desired by the user or administrator

	<Ref: Use Case Title,  HLFR>
	· To Be Done


Table 4: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

1. Delays between the moment that new e-mails arrive in the e-mail server and the moment that they are reflected in the email client on the mobile device SHOULD be transparent to the user who should have the impression that the e-mail arrives as soon that the e-mail arrives to the e-mail server.
2. Delays between the moment that e-mail events takes place on the server and the moment that they are reflected in the email client on the mobile device SHOULD be transparent to the user who should have the impression that this happens as soon that the event takes place on the e-mail server.
3. When / if downloading an attachment, the client SHOULD be able to provide indication of the download and to estimate of the time needed to complete the download.

4. E-mail sent from client MUST be sent to the e-mail server according to user preference when network connectivity is available.
5. When connectivity is not available or drops, if it is possible to compose and sent e-mail, it MUST be stored on the client until connectivity becomes available and then sent to the e-mail server as soon as possible.

6. E-mail events on the client to the e-mail server MUST be sent according to user preference when network connectivity is available.
7. When connectivity is not available or drops, email events on the client that may take place MUST be stored on the client until connectivity becomes available and then sent to the e-mail server as soon as possible.
8. 
9. The user MUST be able to set filtering rules on what email to synchronize with the mobile client:

· From who

· What folders to monitor

· When

10. The user MUST be able to set filtering rules on what event to synchronize with the mobile client.
11. The user MUST be able to change filtering rules from its mobile client

12. The user MUST be able to set filtering rules on what client e-mail events to synchronize with the server.

13. Rules (like filtering rules, processing rules, attachment removal, spam prevention, …) applied on the server MUST still apply to the repository on the client for what the user has selected to synchronize on the client.

14. The user MUST be able to set from its client the preferred way to be notified about new e-mails based on capabilities of client and network:

a.  when notification is used (e.g. SMS, Push, MMS, …)
b. if events are accessed by client (when, how, what is initially part of the event)

15. The user MUST be able to select how e-mail server should present new e-mail events to the client and to select how the client reacts to such events and therefore how the new e-mail is reflected in the client repository:

c. A few meta-data, no stored e-mail

d. A give size of the e-mail

e. The whole e-mail without attachment

f. The whole e-mail with attachment
16. The user MUST be able to manually initiate access to e-mail that has arrived on the server but is not yet on the client.

17. The user MUST be able to manually access more e-mail data when only a portion is stored on the client (e.g. more of the body, a specific attachment, more of a specific attachment, the rest of the body, the whol e-mail with all attachments).

18. The user MUST be able to set, including from his mobile, how e-mail events are sent to or accessed by the client and other e-mail settings that may affect the server behavior.

19. The mobile e-mail enabler SHOULD NOT require repetitive actions by the user to provide 
robustness to intermittent or unreliable connectivity (e.g. loss of connectivity, loss of network transport packets and reconnect) (e.g. having to initiate client reconnect, initiation of synchronization, password entry for server authentication, VPN re-establishment, etc…)

20. The user MUST be able to forward an e-mail with attachment without downloading the attachment to the client.

21. The user MUST be able to forward an e-mail not completely downloaded without having to download the remainder to the client.

22. The mobile e-mail enabler SHOULD minimize the amount of information that a user must provide to provision an e-mail client to access the appropriate e-mail server. 
a. 
23. 
	<Ref: Use Case Title, HLFR>
	· To Be Done


Table 5: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability


1. When used, events sent from the server to the client to announce or describe new e-mail MUST remain functional in the presence of firewalls between the mobile e-mail clients and the user e-mail servers.

2. When used, events accessed by the client from the server to announce or describe new e-mail MUST be remain functional in the presence of firewalls between the mobile e-mail clients and the user e-mail servers.

3. Exchanges to provide new e-mail arrived on server to the client MUST remain functional in the presence of firewalls between the mobile e-mail clients and the user e-mail servers. 

4. When used, events sent from the server to the client to announce or describe new e-mail MUST be network neutral.

5. When used, events accessed by the client from the server to announce or describe new e-mail MUST be network neutral.

6. Exchanges to provide new e-mail arrived on server to the client MUST be network neutral.
7. When used, events sent from the server to the client to announce or describe e-mail events on the server MUST remain functional in the presence of firewalls between the mobile e-mail clients and the user e-mail servers.

8. When used, events accessed by the client from the server to announce or describe e-mail events on the server MUST remain functional in the presence of firewalls between the mobile e-mail clients and the user e-mail servers.

9. Exchanges to reconcile the client after an e-mail event on the server MUST remain functional in the presence of firewalls between the mobile e-mail clients and the user e-mail servers. 

10. When used, events sent from the server to the client to announce or describe e-mail events on the server MUST be network neutral.

11. When used, events accessed by the client from the server to announce or describe e-mail events on the server MUST be network neutral.

12. Exchanges to reconcile the client after a e-mail event on the server MUST be network neutral.
13. Exchanges to access or manipulate attachments MUST remain functional in the presence of firewalls between the mobile e-mail clients and the user e-mail servers. 

14. Exchanges to access or manipulate attachments MUST be network neutral.
15. It MUST be possible to send e-mail from the e-mail server assigned to the user (e.g. not another SMTP server in another domain).

16. Sending e-mail from an assigned e-mail server MUST remain functional in the presence of firewalls between the mobile e-mail clients and the user e-mail servers.

17. Sending e-mail from an assigned e-mail server MUST be network neutral.

18. Sending e-mail events on the client to the e-mail server MUST remain functional in the presence of firewalls between the mobile e-mail clients and the user e-mail servers.
19. Sending e-mail events on the client to the e-mail server MUST be network neutral.
20. The mobile e-mail enabler MUST allow the e-mail repository on the mobile client to be synchronized with the appropriate backend server:

· Sometimes via the OMA Mobile e-mail enabler specifications (between client and server)
· Sometimes via the OMA DS specifications for e-mail between the client and another client, that it be
a. Connected to the server

b. Previously synchronized with the server and later re-synchronized with the server

21. The e-mail enabler MUST support server-side adaptation of attachment to the device user by user. 
22. The design of the mobile e-mail enabler specifications SHOULD consider and aim at interoperability or gracefully degradation with relevant e-mail standards

	<Ref: Use Case Title, HLFR>
	· To Be Done


Table 6: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy
1. The mobile e-mail enabler MUST allow the mobile client to be protected by the same privacy protection rules / solutions as applied on the server (e.g. spam protection, filtering rules, privacy alert detections on outgoing e-mail, read/unread notice interception).

2. The mobile e-mail enabler MUST support the use of privacy tools that require user’s confirmation before allowing some e-mail events to take place.
	<Ref: Use Case Title, HLFR>
	· To Be Done


Table 7: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>
	· To be Done


Table 8: High-Level Functional Requirements – Security Items

1. When events are sent from the server to the client to announce or describe new e-mail, the mobile e-mail enabler MUST be robust to intermittent or unreliable connectivity (loss of connectivity, loss of network transport packets and reconnect)

2. When events are accessed by the client from the server to announce or describe new e-mail, the mobile e-mail enabler MUST be robust to intermittent or unreliable connectivity (loss of connectivity, loss of network transport packets and reconnect).

3. The mobile e-mail enabler MUST be robust to intermittent or unreliable connectivity (loss of connectivity, loss of network transport packets and reconnect) with respect to exchanges to provide new e-mail arrived on server to the client. 

4. When events are sent from the server to the client to announce or describe e-mail events, the mobile e-mail enabler MUST be robust to intermittent or unreliable connectivity (loss of connectivity, loss of network transport packets and reconnect).

5. When events are accessed by the client from the server to announce or describe e-mail events, the mobile e-mail enabler MUST be robust to intermittent or unreliable connectivity (loss of connectivity, loss of network transport packets and reconnect).

6. The mobile e-mail enabler MUST be robust to intermittent or unreliable connectivity (loss of connectivity, loss of network transport packets and reconnect) with respect to exchanges to reconcile the client after an e-mail event on the server.
7. The mobile e-mail enabler MUST be robust to intermittent or unreliable connectivity (loss of connectivity, loss of network transport packets and reconnect) with respect to exchanges to access or manipulate. 

8. The mobile e-mail enabler MUST be robust to intermittent or unreliable connectivity (loss of connectivity, loss of network transport packets and reconnect) with respect to exchanges to send e-mail from an assigned e-mail server.

9. The mobile e-mail enabler MUST be robust to intermittent or unreliable connectivity (loss of connectivity, loss of network transport packets and reconnect) with respect to sending e-mail events on the client to the e-mail server.
10. The mobile e-mail enabler security (authentication, authorization, confidentiality, integrity) MUST be end-to-end robust to intermittent or unreliable connectivity (loss of connectivity, loss of network transport packets and reconnect).

6.3 System Elements

· To Be Done
<< This section identifies the high level requirements, on each system element in the use cases, identified in this specification, including the user’s device(s) if relevant. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Each subsection should have sub-subsection(s) covering the requirements on interfaces.  DELETE THIS COMMENT >>

	System Element <letter>:
	<System Element Description>
	<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>


Table 9: System Elements

6.3.1 System Element A

<This section contains numbered high level requirements on System Element A.  DELETE THIS COMMENT >>

	<Nr.>
	


Table 10: Requirements for System Element <A>

1.2.2.2 Interfaces to System Element X

<This subsection and the following subsections describe the high level requirements on the interfaces from System Element A to the other Elements in the System.  DELETE THIS COMMENT >>

1.2.2.3 Interfaces to System Element Y

<etc>

6.3.2 Network interfaces

· To Be Done
<This clause identifies the high level network interface (bearers/protocols) needs to support the requirements identified in this specification.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Nr.>
	<Ref: SE (letter)>
	


Table 11: Requirements for Network Interfaces
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We propose to accept the proposed use cases and introduce them in the Mobile e-mail RD to generate a first version of section 6 in the mobile e-mail RD.
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