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1 Reason for Change

Reqson for change #1: 

In the RD, some statements seem to predicate certain solutions. While we of course recognize that the focus of this work is client-side screening, it should not talk about solutions at all - requirements documents should be implementation-independent. 

This document suggests changes that clarifies the implementation-independency of the requirements. 

We also propose to refer to the report and recommendation from the Content Screening BoF in the RD introduction.

Reason for change #2: 

Today, it is a common practice in Internet email that the server marks the content as screened in order to avoid unnecessary screening on the receiving side. Since CS frameworks will be deployed in both servers and clients, the communication parties, in B2C and B2B scenarios, shall be able to convey information on whether the screening has been performed prior to content delivery. Such a functionality is in particular an efficient way to prevent low-end terminals from performing CS when there is a strong trust relationship between client and server. The client side CS framework shall be able to interpret in the result of the CS the following information: severity level, whether the content was found to be malicious, or inappropiate for the receiving end-user. 
2 Impact on Backward Compatibility

N/A (no previous OMA standards exist in this area)

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-REQ is recommended to accept this document. The changes suggested should then be implemented in the final version of OMA-RD_Client_Side_CS_FW-V1_0-20040910-D.
6 Detailed Change Proposal

Suggested change #1: 

4.
Introduction
(Informative)


Currently, OMA is developing a number of enablers which provide the means to deliver content to users.  With client side content screening framework OMA provides the means to screen content delivered to mobile terminals that is malicious, unsolicited, and/or inappropriate. According to the Content Screening BOF (OMA-TP-2004-0213R02-CSBOF-Report-and-Recommendations), this should be standardized by OMA. 
This document presents use cases and requirements for development of the specification for OMA client-side content screening framework that detect and screen malicious content. The framework will specify interfaces to OMA/non-OMA enablers for utilizing content scanning functionality. The framework will also specify how such enablers interact with the content scanning functionality through these interfaces.

There is an urgent market demand for an effective countermeasure to the growing amount of malicious content delivered to mobile terminals before more lethal variants, such as self-spreading viruses and worms create havoc for networks and users as richer content become available. This document provides requirements on a client-side system for countering this.
--------------------------------------------------------

Suggested change #2: 

6.1.1
Framework

1. Client side content screening framework SHALL specify interfaces and interaction to OMA/non-OMA enablers in mobile terminal related to end-user content delivery and/or processing.

2. The framework SHALL have interfaces for allowing enablers to pass the content to the content scanning functionality for scanning.

3. The framework SHALL NOT assume nor exclude the use of server-side content screening solutions placed on the network or gateways.  
4. The client side CS framework SHALL be able to accept the result of the scan from other CS frameworks, both client- and server-based.
5. The framework SHALL NOT specify internal mechanisms (such as the scan engine, scanning rules, and updating of such engine and rules) of content scanning functionality.

6. The framework SHOULD specify informative section on the use of the interfaces in particular execution environments.
A) The framework SHALL NOT restrict their use implicitly or explicitly to said execution environments.  

7. The framework SHOULD specify informative section on recommended interface invocation times for use by enablers.
8. The framework SHOULD specify informative section on recommended screening actions for use by enablers.
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