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1 Reason for Contribution

The July 25 conference call identified the need to clarify the ADMIN-4 requirement.  
2 Summary of Contribution

This contribution separates the ADMIN-4 requirement into several requirements.
3 Detailed Proposal

The current ADMIN-4 requirement in the 6/14 version of the Mobile Email RD states:

The mobile email enabler MUST support preventing or remotely revoking unauthorized usage of and access to e-mail data of a mobile device.
This requirement is unclear, and is not an administrative requirement, so it should be deleted.

The MEC-2 requirement (on the mobile email client) says that:

It MUST be possible to protect E-mail data on the mobile e-mail enabler client from unauthorized access. 
I propose that we add a new requirement to the security section that extends MEC-2 to apply to email data on both the client and the server.  This change will address half of the ADMIN-4 requirement (“…support preventing…..unauthorized usage of and access …”).


It MUST be possible to protect E-mail data in the mobile e-mail enabler from unauthorized access. 

The other half of the ADMIN-4 requirement deals with being able to delete e-mail data on a device when that device is in the hands of an unauthorized user.  Note that if the client implementation conforms to the above new requirement, then the unauthorized user cannot access the e-mail data on the device.  Further, that unauthorized user will not be able to get any more e-mail data from the server either.  There is no need for a special function to actually erase the e-mail data off the device.  Note that this might not be possible if the device is not attached at some future time to the network or email server.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Mobile Email RD should be updated to reflect the changes stated in section 3.
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