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1 Reason for Change

This CR proposes some modifications to the supplementary requirement proposed in the change request OMA-SCT-2006-0040R02-SCWS-RD-Update regarding an update of the SCWS RD document.

2 Impact on Backward Compatibility

None identified.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to introduce the changes in a new version of the SCWS RD document.

6 Detailed Change Proposal

The following text highlights the proposed changes in the RD document:

6.1.1 Security

	Requirement number
	Related Use-case
	Requirement
	Enabler Release

	REQ-SEC-1.1
	<PIN protected pages in the SCWS>
	It SHALL be possible to authenticate a user to a smart card application using the SCWS
	1.0

	REQ-SEC-1.2
	<Capture and Secure connection with a remote server>
	It SHALL be possible to authenticate a principal to a smart card application using the SCWS (principal as defined in OMA dictionary)
	1.0

	REQ-SEC-2
	<PIN protected pages in the SCWS>
<Capture and Secure connection with a remote server>
	The SCWS SHALL support a mechanism so the browser is able to indicate to the user that the SCWS is being used
	 Future

	REQ-SEC-3
	<PIN protected pages in the SCWS>
<Capture and Secure connection with a remote server>
	The SCWS enabler SHALL provide a mechanism to control access of applications to the SCWS
	1.0

	REQ-SEC-4
	<PIN protected pages in the SCWS>
<Capture and Secure connection with a remote server>
	Access control rights to the SCWS SHALL be indicated by the smart card.


	1.0

	REQ-SEC-5
	<PIN protected pages in the SCWS>
<Capture and Secure connection with a remote server>
	Access control rights to the SCWS SHALL deal with:
- preinstalled device browsers and applications (i.e. delivered by the device
manufacturer)

- other device applications (e.g. based on their origin or user decision)
	1.0

	REQ-SEC-6
	<Managing the smart card web server from a remote trusted application>
	It SHALL be possible to manage the SCWS by a remote entity that establish an end to end secure session with mutual authentication
	1.0

	REQ-SEC-7
	<Managing the smart card web server from a remote trusted application>
	It SHALL be possible to browse the SCWS by a remote entity that establish an end to end secure session with mutual authentication
	Future

	REQ-SEC-8
	All use cases
	There SHALL be a clear separation between the interface to the SCWS and the interface to other applications in the smart card
	1.0

	REQ-SEC-9
	All use cases
	Denial of service attacks SHOULD be addressed
	1.0


Table 1: High-Level Functional Requirements – Security Items
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