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Personal data and privacy in a
mobile context

Agenda:

= Personal data opportunities for mobile

= Personal data challenges for mobile

= What are the implications for mobile?

= How can guidelines or best practice help the mobile

operator in a new role as champion of a trusted privacy
ecosystem?



Personal data opportunities for
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Personal data oggortunities for mobile

by contractual model
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Personal data challenges for




Personal data challenges for mobile:
Hardening user attitudes towards data collection
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Perception of honesty: not honest _ 50%
Belief in data reliance: definitely true or true
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for most companies
Intention to block tracking- search engine _ 66%
Intention to block tracking- social network _ 68%

Intention to block tracking- all websites m 62%
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Though nearly half of the online population realise the internet economy depends on
their personal data, their distrust of internet companies (only 14% trust them) leads up
to 68% to say they will block data collection. (Ovum Consumer Insights, 2012).



Personal data challenges for mobile:
Tightening regulation & standards

1. The World Economic Forum sees personal data as a new asset
class.

2. New European privacy proposals

3. The GSMA'’s “Privacy by Design” initiative
4. Proposed DNT standard for personal data in the US
5. IAB, DAA and Ad Choices

6. UK’s Midata initiative




What are the implications for

mobile?



What are the imglications for mobile?

= Mobile operators are losing traditional revenues and are also behind in the big
data gold rush.

= But mobile still has a very large variety and volume of user data.

= Mobile operators are comparatively untouched by ‘privacy infringement and
error’ baggage unlike some of the major OTT players.

= At the same time, OTT players are coming under greater regulatory pressure.

= Users are growing tired of being the product and are starting to use privacy tools
to become invisible in data terms-

= This is putting a squeeze on the personal data pipeline

= Mobile networks need to recognise the game-changing potential of combining
data volume & variety with a comparatively trusted status.

= There is a game-changing opportunity for mobile operators to help create,
coordinate and take control of a new user-controlled personal data ecosystem .




User-controlled personal data ecosystem

User-controlled
personal data ecosystem
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* Dominated by OTT players
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» Users estimated intentions
* Advertising model

» Corporate-written contracts




How can OMA guidelines help mobile operators
help create a user-controlled personal data
ecosystem?

Service enabler specifications or guidelines for the user-controlled personal
data ecosystem and its elements. Examples:

= De-identification standards and specifications
= |D management and verification systems

= Personal data vaults

= Personal Data Exchanges

= Service procurement engines



Finally, a word of warning:

“Thick skin will be a necessity for
technology companies in the coi
of the digital age, beca
themselves beset |

privacy, se

Eric Schmidt, Google Executive
Chairman, and co-author of ‘The
New Digital Age’, 2013.
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