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1 Reason for Change

With CR#0022, group has started to discuss about Client ID in which focuses on the security or privacy issue by exposing the Client ID to the application. 

Our understanding of Client ID usage is that it is an identifier that AOI Enabled Server Application uses when transmitting the notification message to the AOI Server, AOI Server uses (How? FFS, should be AD work) to send the appropriate AOI Client, and finally AOI Client (How? FFS, should be AD work) uses to call back or transmit the received notification message to appropriate AOI Enabled Client Application. 
The behaviour of each AOI entity on generating or receiving the Client ID and ID format should be AD work, but as for RD, it is essential to define the requirement so that AOI Enabler ensures such secure mechanism to prevent identifier impersonation / spoofing.
Furthermore, for the readability this CR introduces new terminology "AOI Registration Identifier" with the intention to bring defined terminology for Client ID. 

2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the AOI RD.
6 Detailed Change Proposal

Change 1:  Security
5.4 Security
	Label
	Description
	Release

	AOI-SEC-00x
	The AOI Enabler SHALL support a secure mechanism to generate and distribute AOI Registration Identifier to e.g. prevent the identifier impersonation/spoofing.
	1.0


Change 2:  Definition
3.2 Definitions

	AOI Client
	A client (see [OMA-DICT]) that acts as the receiver of a AOI service in order to realize Always-On connectivity. The AOI Client does not render (e.g. display, play etc) application specific content, but provide AOI functions for the AOI Enabled Client Application

	AOI Enabled Client Application
	An application (see [OMA-DICT]) that enables the AOI Service using the AOI Client. Examples of AOI Enabled Client Applications are social networking applications, VoIP applications and instant messenger applications located in the mobile terminal.

	AOI Server
	A Server (see [OMA-DICT]) capable of communicating with any AOI Client over Shared AOI Connectivity. 

	AOI Enabled Server Application
	An application (see [OMA-DICT]) that enables the AOI Service using the AOI Server. Examples of AOI Enabled Server Applications are social networking applications, VoIP applications and instant messenger applications located at the network side.

	Shared AOI Connectivity
	A connectivity maintained by AOI client and AOI Server over connection-less bearer (e.g., SMS, OMA Push) or connection-oriented bearer (e.g., HTTP, TCP)where multiple AOI Enabled Client Applications share the connectivity for the purpose of interaction with AOI Enabled Server Application.

	AOI Registration Identifier
	An identifier which is registered to the AOI Enabler and uniquely identifies the AOI Enabled Client Application across all devices.

	
	


Change 3:  New requirement
5.1High-Level Functional Requirements
This section contains the High Level requirements for AOI v1.0.

	Label
	Description
	Release

	AOI-HLF-001
	The AOI Client SHALL support an AOI Enabled Client Application wake-up mechanism, which can activate the application according to the notification from AOI Server, based on the policy defined in AOI Client.
	1.0

	AOI-HLF-002
	The AOI Enabler SHOULD allow the end users to set notification switch for all applications or per application.
	1.0

	AOI-HLF-003
	The AOI Enabler SHOULD support internationalization in notification messages.

Editor’s Note: the details of the support will depend of future specification of the notification messages
	1.0

	AOI-HLF-004
	The AOI Enabler SHOULD be able to subscribe/un-subscribe the notification subscription according AOI Enabled Client Application registration and de-registration.

Informational Note: AOI EnabledClient Application de-registration is not guarantee.
	1.0

	AOI-HLF-005
	The AOI Enabler SHALL provide a dedicated notification mechanism over Shared AOI Connectivity.

Informational Note: service contents are not included in the notification, so that the notification mechanism may be lightweight 
	1.0

	AOI-HLF-006
	The AOI Server SHALL provide notification to AOI Client in a lightweight manner.
	1.0

	AOI-HLF-007
	The AOI Enabler SHALL NOT expose any end user identifiable data to AOI Enabled Client Application and AOI Enabled Server Application.
	1.0

	AOI-HLF-008
	The AOI Enabler SHALL support an adaptable communication mechanism between the AOI Client and AOI Server depending on the policy.

Informational Note: adaptable frequency of communication between the AOI Client and AOI Server based on network condition and application requirements.
	1.0

	AOI-HLF-009
	The AOI Enabler SHALL support the AOI Client to send lightweight messages to AOI Server using a Shared AOI Connectivity

	1.0

	AOI-HLF-010
	The AOI Enabler SHALL support the AOI Registration Identifier that uniquely identifies the AOI Enabled Client Application across all devices.
	1.0
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