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1 Reason for Contribution

This input contribution addresses privacy and security requirements to control access and spreading of user activities & information within and outside the MSN enabler.

2 Summary of Contribution

This input contribution proposes a set of requirements to:

· allow for authentication when interacting with the enabler
· allow for authorization / permissions settings by user
· allow for setting the privacy level of user’s own activities
3 Detailed Proposal

Change 1: add the following requirements section
5.3 Security & Privacy Requirements
This section identifies the requirements for the Mobile Social Network enabler related to privacy & security. In particular, such requirements encompass authentication, authorization and privacy mechanisms and settings.
	Label
	Description
	Release

	MSN-PRI-xxx
	The MSN enabler SHALL allow a user to define the privacy level of his activities or follow-up actions to control visibility by other users, including at least:

· Public: accessible by all users;
· Private: accessible only by the user owning the information
· Followers: accessible only by the user’s followers
Informational Note: other users can pertain to the same or another compliant MSN service
	1.0

	MSN-PRI-yyy
	The MSN enabler SHALL allow a user to grant and revoke permissions to external entities (such as applications interacting with the MSN enabler) to access part or all of his own related information, including activities and follow-up actions.

Informational Note: the exact definition of such permissions is FFS
	1.0

	MSN-PRI-zzz
	The MSN enabler SHALL support authentication mechanisms to authenticate requests among the various MSN entities (e.g. client-server, server-to-server), as well as with external entities such as applications interacting with the MSN enabler
	1.0


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the proposed requirements in the latest version of the Mobile Social Network ER document.
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