OMA-RD-CBCS-V1_0-20051116-D
Page 2  V(21)


	[image: image1.jpg]«“+OMa

Open Mobile Alliance




	

	Categorization-based Content Screening Framework Requirements

	Draft Version 1.0 – 16 Nov 2005

	Open Mobile Alliance

	OMA-RD-CBCS-V1_0-20051116-D

	
	

	

	
	


Use of this document is subject to all of the terms and conditions of the Use Agreement located at http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.  Information contained in this document may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavours to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of this document and the information contained herein, and makes no representations or warranties regarding third party IPR, including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

Contents

51.
Scope (Informative)


62.
References


62.1
Normative References


62.2
Informative References


73.
Terminology and Conventions


73.1
Conventions


73.2
Definitions


73.3
Abbreviations


84.
Introduction (Informative)


95.
Use Cases (Informative)


95.1
Content screening in a browsing session


95.1.1
Short Description


95.1.2
Actors


105.1.3
Pre-conditions


105.1.4
Post-conditions


105.1.5
Normal Flow


115.1.6
Alternative Flow


125.1.7
Operational and Quality of Experience Requirements


125.2
Screening content of multiple sources


125.2.1
Short Description


125.2.2
Actors


135.2.3
Pre-conditions


135.2.4
Post-conditions


135.2.5
Normal Flow


135.2.6
Alternative Flow


135.2.7
Operational and Quality of Experience Requirements


145.3
Screening of messages


145.3.1
Short Description


145.3.2
Actors


145.3.3
Pre-conditions


155.3.5
Normal flow


166.
Requirements (Normative)


166.1
High-Level Functional Requirements


176.1.1
Security


176.1.2
Charging


176.1.3
Administration and Configuration


176.1.4
Usability


186.1.5
Interoperability


186.1.6
Privacy


186.2
Overall System Requirements


20Appendix A.
Change History (Informative)


20A.1
Approved Version History


20A.2
Draft/Candidate Version 0.1 History


21Appendix B.
CBCS Actors (Informative)


21B.1
Relationships between actors




Figures

11Figure 1: Normal flow of the browsing use case


21Figure 2: Relationships between CBCS actors




Tables

16Table 1: High-Level Functional Requirements


17Table 2: High-Level Functional Requirements – Charging Items


17Table 3: High-Level Functional Requirements – Administration and Configuration Items


18Table 4: High-Level Functional Requirements – Usability Items


18Table 5: High-Level Functional Requirements – Interoperability Items


18Table 6: High-Level Functional Requirements – Privacy Items





1. Scope
(Informative)

Types of Content Categorization

Two different kinds of content categorization can be identified and should be distinguished in further work. These are as follows:

1.- Customer-Facing Warnings. These are words or symbols that could be standardised but are actually part of the content presented to users such as a symbol in the corner of the screen, an announcement before a programme starts or a form of words on screen.

2.- Content Meta Data. This refers to information about the content of a specific item of video, audio or other media, which is encoded as part of the format of that media such that a machine (e.g. video/audio player device) can read and interpret this information according to pre-defined rules (based perhaps on a user profile).

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Categorization-Based Content Screening Service Provider
	The entity offering the Categorization-Based Content Screening Service.

	Categorization-Based Content Screening Service Subscriber
	An entity (e.g. a user) engaged in a Subscription with a Categorization-Based Content Screening Service Provider.

	Categorization-Based Content Screening Service User
	The person or the entity, using a mobile or fixed device, whose requests to access services and content are subject to the screening service.

	Categorized Content
	Content for which a Content Screening Category has been assigned.

	Content Categorization Entity
	An entity that assigns content screening categories to content.

	Content Provider
	The entity making content available to the Categorization-Based Content Screening Service User.

	Content Scanning
	The act of looking at the content to determine which type of content it is.

	Content Screening
	The act of blocking or allowing delivery of content.

	Content Screening Authority
	An entity external to the Categorization-Based Content Screening Service Provider which is in charge of establishing the rules for the categorization based content screening actors.

	Content Screening Category
	A category assigned to content, aiming to describe the type of this content. This category is used when determining the suitability of presenting the content to a user

	Content Subscriber
	An entity (e.g. a user) engaged in a Subscription with a Content delivery Service Provider.

	Non-Categorized Content
	Content for which a Content Screening Category has not been assigned.

	
	

	
	


3.3 Abbreviations

	CBCS
	Categorization-Based Content Screening

	OMA
	Open Mobile Alliance


4. Introduction
(Informative)

Terminal capabilities are increasing and enabling rapid transmission of content like videos, colour images, etc. and thereby increasing the usability of entertainment services. Together with the increasing number of minors using the mobile devices, the likelihood for them to access inappropriate content is high. In addition users require protection from the expense and inconvenience of unsolicited content as well as from malicious content which can disrupt user experience (e.g. damage a user’s terminal or denying service). A category assigned to content describes the type of this content, to enable determining whether content is suitable for a user or not. The prerequisite for the categorization based content screening itself is therefore a content screening category. The CBCS enabler will use the content screening category together with other criteria to decide whether the content shall be delivered to the user or not.

The categorization based content screening (CBCS) enabler defines how to apply screening rules and preferences to requested content, including obtaining categorization from a categorization entity if required. The CBCS enabler defines a set of interfaces and the functions provided by these interfaces to enable a categorization based content screening service. The CBCS framework is defined independently from the data flowing between the interfaces. The CBCS framework is agnostic to the type of content exchanged at the interfaces. 

The association of categorization information with content is independent of the content screening user. The content screening will utilize categorization information, the user profile and other content screening criteria. Depending on the categorization information and the content screening criteria applied, the content screening service provider may request additional categorization information and/or a content scanning operation before the final content screening decision.

5. Use Cases
(Informative)

5.1 Content screening in a browsing session

This use case shows the way to develop browsing access

5.1.1  ASK  \* MERGEFORMAT Short Description

Ben is an end-user of information mobile services. He wants to browse the web with his mobile phone. The application will not display on Ben’s terminal some of the linked services the browser has, due to the filter the subscriber of the line being used by Ben has contracted with the operator (the subscriber of the line and the end-user can be the same person, but it is not mandatory). Apart from the blocked services, the subscriber can also forbid the user of the terminal the access to some specific contents, this is, the subscriber will be able to choose which type of content is blocked (pictures, text, video, audio, etc.) and how are these contents going to be treated. The subscriber’s options can be, for example, forbidding just part of the contents, entering in a alert page saying that the content the user is trying to access is not suitable for him and letting the user being able to choose if he wants to get the content, redirect the link to a block page forbidding the entrance to the page, etc.

5.1.2 Actors

· Categorization-Based Content Screening (CBCS) Service User. The content received by the Categorization-Based Content Screening Service User has been screened and has met the Categorization-Based Content Screening level provisioned by the Content Screening Service. In case content destined to the user fails the test, in some cases the failing content is replaced.

· Categorization-Based Content Screening (CBCS) Service Subscriber is the owner of the phone line, and the one who the CBCS Service Provider has the relationship with. 

· Content Provider is the entity making content available to the CBCS Service User.

· Content Screening Authority is an entity external to the CBCS Service that is in charge of establishing the rules for the categorization-based content screening actors. 

· Content Categorization Entity is an entity that assigns content screening categories to content. 

· Categorization-Based Content Screening (CBCS) Service Provider, which offers the Categorization-Based Content Screening Service.

5.1.2.1 Actor Specific Issues

· CBCS Service User is able to access a web portal. The content destined to the CBCS Service User will be screened. In case content fails the screening test, the user may be informed through replacement of the content. The information accompanying a rejection notice could include an override or the rationale for rejection as well as explaining what the user could do if the user feels the content should not have been rejected.

· CBCS Service Subscriber will be able of establishing and modifying the own CBCS Service User profile. 

· CBCS Service Subscriber is in charge of the payments (if needed) and the one who can fill in and modify the preferences of the CBCS Service User Profile.

· CBCS Service Provider may be able to rate the content efficiently and accurately. 

· CBCS Service Provider must be able to decide what to do with the contents (web pages, referenced services and media) provided by the Content Provider. Different pieces of information (user profile, user preferences, business information, etc.) can be used in the decision process. 

· Content Categorization Entity will be able to catalogue and sort the different web pages and contents (pictures, text, video, audio, etc.). 

5.1.2.2 Actor Specific Benefits

· CBCS Service User. The user is not exposed to content that does not conform to the values or policies that are in effect since he has chosen the contents and services he/she does not want to access to. 

· CBCS Service Provider will benefit from a higher use of the browsing services due to the confidence the subscribers has on the service.

5.1.3 Pre-conditions

· Ben has a mobile device that supports browsing.

· Requested content within the Content Provider can be previously categorized. This categorization can have been done by the Content Categorization Entity or by the Content Provider itself.

· The mandatory databases like the legal, business, etc. must be implemented or created.

· The CBCS Service User Profile must be able of storing all the information about the user.

· The Content Categorization Entity can have access to the contents so it can be able of sorting all them out.

· The Content Categorization Entity can have a database to store the categories related with each content in order to not have to analyze all the pages.

5.1.4 Post-conditions

N/A

5.1.5 Normal Flow

Figure 1 shows the most important steps in the normal flow.

1. Ben makes a connection to the network operator, begins to browse and request a web page from his mobile phone.

2. The Content Screening Service begins the process to offer Ben the web page (services and contents) as he has defined.

3. The Content Screening Service receives the requested content from the content provider.

4. The information (contents included in the requested page) is categorised. If the categorization has not been done before for these contents (for example, because this is the first time the information has been requested), the categorization can be made on-line (for example, using the services from the Content Categorization Entity). 

5. The CBCS Service Provider has access (or build) the Content Screening Criteria that may include different kinds of information (business information, legal information, etc.). 
6. Using the categorization information related with the requested content and the supplied Content Screening Criteria, the CBCS Service decides if the content is suitable for being delivered to the user. If the content is found suitable the CBCS Service delivers the requested content to the user. If not, the CBCS Service blocks the content and informs the user that he is not able to access that content. The CBCS Service can also inform the Content Provider that the requested content has not been delivered to the user. Note that this process is performed each time the end-user request a new page or tries to access a service.
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Figure 1: Normal flow of the browsing use case

5.1.6 Alternative Flow

An alternate flow is proposed in order to separate the specific case in which the items to be screened are links to services. The steps describing this use case are following:

1. Ben makes a connection to the network operator, begins to browse and request a web page from his mobile phone.

2. The CBCS Service begins the process to offer Ben the web page as he has defined.

3. The CBCS Service receives the requested content (a web page) from the Content Provider.

4. The requested page contains, as well as other content, some links to access other services (links to other pages, links to web portals, etc.) that can be considered not appropriate for the user. The link to these services is not a content itself but the access to it can led the user to access some non desired content (a link to an adult web portal is very probably leading to adult content). 

5. The information included in the requested page (contents and links to access services) is categorised. If the categorization has not been done before for these contents, the categorization can be made on-line (for example, using the services from the Content Categorization Entity). The categorization information associated with the link to or the access to a service may be related with the kind of content that usually can be found in or used by the service.

6. The CBCS Service has access (or builds) the Content Screening Criteria that may include different kinds of information (business information, legal information, etc.). 

7. The CBCS Service uses the categorization information related to the links to and accesses to services to decide if they are suitable for the user attending the received CBCS Service User Profile. 

8. The CBCS Service may treat the screened links to and accesses to services in different ways depending on the user’s profile or the business model. For example, not showing the link to blocked services to the user, launching alert messages before entering, showing and treating the blocked links as plain text or non-enabled links, etc.

9. If the links to and accesses to services are found suitable for the user, the CBCS Service delivers them to the user (within the requested web page). If not, the CBCS Service blocks these links to services and may inform the user that he/she is not able to access some of the include services. 

5.1.7 Operational and Quality of Experience Requirements

N/A

5.2 Screening content of multiple sources

This use case considers the use of a single content screening service that filters content over multiple delivery mechanisms. 

5.2.1  ASK  \* MERGEFORMAT Short Description

Suppose the subscriber of Category Content Based Screening has selected a Content Screening level appropriate for the users managed by this subscriber (e.g. parental control). The subscriber now wishes to see screening rules uniformly applied to all delivery mechanisms (e.g. SMS, MMS, Push, IM). If content fails the screening test, if appropriate, the content at fault will be replaced with a message explaining why the content could not be presented and whom to contact in case the user questions the appropriateness of the screening result. Results of the screening tests could be available offline for a certain period of time (e.g. the screened contents or statistics); a user can be notified periodically of the screening results.

5.2.2 Actors

Content screening authority

· The content screening authority uses the Category Based Content Screening service’s management interface.  The authority assigns users to the Category Based Content Screening service, applies desired Category Based Content Screening levels per user, and identifies the content delivery means that need to be screened.

Content screening user

· The content received by the content screening user has been screened and has met the Category Based Content Screening level provisioned by the content screening authority. In case content destined to the user fails the test, in some cases the failing content is replaced.

Service provider

· Offers the Category Based Content Screening service.

5.2.2.1 Actor Specific Issues

Service provider

· The service provider must be able to screen the content efficiently and accurately. Content may reach the user over multiple delivery mechanisms.  It is expected that content delivered over various delivery mechanisms will see the same screening rigour.

Content screening authority

· The content screening authority can securely manage service parameters, such as the users that are subject to screening and the screening level.  

Content screening user

· The content destined to the content screening user will be screened.  In case content fails the screening test, the user may be informed through replacement of the content.  The information accompanying a rejection notice could include an override or the rationale for rejection and explanation of steps the user could take if the user feels the content should not have been rejected.

5.2.2.2 Actor Specific Benefits

Service provider

· This service and its versatility could differentiate the service provider from others. In certain regions there may be regulatory requirements that, if not met, could bar the service provider from being active in that market.

Content screening authority

· The content screening authority can have screening and resolution uniformly applied over different content delivery mechanisms.  The content screening rigour would conform to the policies and values of the regulator, cooperation or family.

Content screening user

· The user is not exposed to content that does not conform to the values or policies that are in effect.

5.2.3 Pre-conditions
· The service provider must select a content categorization scheme and make sure that content providers apply it appropriately. Uncategorized content may be rejected by default or may be categorized on the fly.

· The content screening authority must select initial screening levels and associate them with content screening users before this service’s subscription can be activated.

5.2.4 Post-conditions

· The content screening user should not receive any content that does not meet the screening levels provisioned by the content screening authority, regardless of the delivery mechanism.

· Results of screening tests could be available offline for a certain period of time (e.g. the screened contents or statistics).

5.2.5 Normal Flow

1. A content screening authority securely assigns content screening levels to users and selects the action taken if the screening fails.

2. At some later point in time, the content screening user attempts to deliver content to the CBCS Service User via any service provider supported content delivery mechanism.

3. Prior to delivery to the content screening user, the content is screened according to the content screening level assigned to the content screening user. If the content fails the screening levels, the message carrying the content could be silently rejected, possibly stored or modified conforming to the preferences of the content screening authority.  Content that does not fail the screening levels continues its path to the user using the content delivery mechanism.  A user and/or content screening authority could be notified periodically of the screening results.

5.2.6 Alternative Flow

N/A

5.2.7 Operational and Quality of Experience Requirements

· Updated screening levels shall be applied instantly to all content delivery mechanisms

5.3 Screening of messages

This use case describes the screening of the messages.

5.3.1  ASK  \* MERGEFORMAT Short Description

A user is trying to send content which is considered undesirable for the receiving user. The CBCS Enabler screens the content in incoming messages, thus avoiding that undesirable content reaches the user via a message.

5.3.2 Actors 

· The CBCS Subscriber subscribes to the Categorization-Based Content Screening (CBCS) Service and determines what content should be screened for the user(s) of this subscription.

· The CBCS User is a user whose content is being screened by the CBCS Enabler.

· The sender is the party sending a message to a CBCS User. The sender is not necessarily a mobile network subscriber, but could also be on the Internet, for example.

· The Content Screening Authority is an entity external to the CBCS Service that is in charge of establishing the rules for the categorization-based content screening actors. 

· The Content Categorization Entity is an entity that assigns content screening categories to content. 

· The CBCS Service Provider offers Categorization-Based Content Screening (CBCS).

5.3.2.1 Actor specific issues 

· The CBCS User receives messages from other users that have not been blocked by the CBCS Enabler. The CBCS User may or may not receive information about messages that were screened and blocked by the CBCS Enabler.

· The CBCS Subscriber determines whether messages that should be screened and if so, using what criteria. 

· The sender may or may not be informed that his/her messages are being blocked by the CBCS Enabler.

· The CBCS Service Provider may or may not offer screening of incoming messages to its subscribers.

5.3.2.2 Actor specific Benefits 

· The CBCS User is protected from undesired content sent via messaging.

· The CBCS Subscriber can protect its users from undesired content sent via messaging. 

· The Content Screening Authority has more confidence that its categorization rules are applied to any content delivery protocol or enabler, including messaging. 

5.3.3 Pre-conditions
· The CBCS Subscriber has instructed the CBCS Service Provider to screen incoming messages for its users.

· The CBCS Subscriber has previously defined its criteria for blocking content addressed to its users. These criteria include how to deal with incoming messages.

5.3.4 Post-conditions

N/A

5.3.5 Normal flow 

1. The sender sends a message to a CBCS User, with attached content (for example a picture or video).

2. Before delivering the message to the CBCS User, the CBCS Enabler screens the content using the criteria defined by the CBCS Subscriber including messaging specific screening criteria such as origin of the message (white list or black list) or other messaging specific information (for example, subject, etc.).
3. If the content is considered undesirable according to the content screening criteria used in the decision, the message is not forwarded to the destination user. The CBCS Enabler may then inform the CBCS Subscriber, CBCS User and/or the sender of the screening action. Otherwise, the message is forwarded to the destination user.

5.3.6 Alternate Flow

N/A

5.3.7 Operational and Quality of Experience Requirements

N/A

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	CBCS-FUNC-001
	The CBCS Enabler MUST include the possibility to activate or deactivate the CBCS Service on a per user basis.
	

	CBCS-FUNC-002
	The CBCS Enabler MUST be able to be deployed as a subscription-based service.
	

	CBCS-FUNC-003
	The CBCS Service SHOULD have available proper methods to retrieve categorization information from the Content Categorization Entity 
	

	CBCS-FUNC-004
	The CBCS Service MAY be able to generate and make available information about the service activity (e.g. for statistics, service monitoring, reporting, etc.). 
	

	CBCS-FUNC-005
	The CBCS Service MAY use information from multiple Content Categorization Entities.
	

	CBCS-FUNC-006
	The CBCS Service SHOULD be able to generate or retrieve a Content Screening Criteria.
	

	CBCS-FUNC-007
	The Content Screening Criteria MAY be built using different information from different sources. 
	

	CBCS-FUNC-008
	The information used to built the Content Screening Criteria MAY be from public sources (public bodies, governments, etc.) or private sources.
	

	CBCS-FUNC-009
	The CBCS Enabler SHALL provide the CBCS Service Provider the ability to create, modify or delete Content Screening Profiles or delegate any kind of permissions associated with Content Screening Profiles to authorized principal(s).
	

	CBCS-FUNC-010
	The Content Screening User Profile MAY include information such as age, gender, interests, preferences, etc.
	

	CBCS-FUNC-011
	The CBCS Enabler SHOULD include interfaces for the management of the information included within the Content Screening User Profile.
	

	CBCS-FUNC-012
	The CBCS Service MUST use Content Screening Criteria to decide what to do with contents requested by the CBCS Service User.
	

	CBCS-FUNC-013
	For content or services explicitly requested by the user, the CBCS Service MUST be able to always give a response to the CBCS Service User (previous advise, blocking information, requested content, etc.).
	

	CBCS-FUNC-014
	For content not explicitly requested by the user (Push contents, alerts, spam, etc.) the CBCS Service SHOULD be able to generate a register (a log file, for example) with related information without advising the user.
	

	CBCS-FUNC-015
	The CBCS Service SHALL be able to apply categorization criteria based on the source of content (for example, the URL or the content owner).
	

	CBCS-FUNC-016
	The CBCS Enabler MUST be able to warn an authorized principal about content not blocked, but potentially undesirable for the CBCS Service User.
	

	CBCS-FUNC-017
	The CBCS Enabler SHALL be agnostic to the content delivery protocol or enabler.
	

	CBCS-FUNC-018
	The CBCS Enabler MUST be able to screen content delivered via incoming messaging, including (but not limited to) SMS, MMS, IM or mobile e-mail.
	

	CBCS-FUNC-019
	The CBCS Enabler MAY use delivery protocol or enabler specific information, such as the origin of a message, in its decision to screen content.
	

	
	
	

	
	
	


Table 1: High-Level Functional Requirements

6.1.1 Security

	Label
	Description
	Enabler Release

	CBCS–SEC–001
	The CBCS Enabler SHALL permit only authorized principals to create, modify, access, delegate permissions for Content Screening Profile.
	

	CBCS–SEC–002
	The CBCS Service MUST be able to authenticate Categorization information sources.
	

	
	
	


6.1.2 Charging

	Label
	Description
	Enabler Release

	CBCS–CHAR–001
	The CBCS Service SHALL NOT limit charging models. 
	

	CBCS–CHAR–002
	The CBCS Service MUST be able to provide the Charging enabler with the information for charging this service.
	

	
	
	


Table 2: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	CBCS–ADM–001
	The administration of the CBCS Service SHOULD be the responsibility of the CBCS Service Provider.
	

	CBCS–ADM–002
	The administration of the CBCS Service MAY include configuration, provisioning and maintenance of the service.
	

	CBCS–ADM–003
	The CBCS enabler SHOULD log information about invocations of this enabler.
	

	CBCS–ADM–004
	The CBCS enabler SHOULD allow a content screening authority to securely configure the screening levels applied to its content screening subscribers.
	

	CBCS–ADM–005
	The CBCS enabler SHOULD allow a content screening authority to customize the responses returned or behaviour when content fails the screening test.
	


Table 3: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

	Label
	Description
	Enabler Release

	CBCS–USA-001
	For content originating from the CBCS Service User, the CBCS Service User SHOULD be informed of the decision made by the CBCS Enabler when the content is blocked.
	

	CBCS-USA-002
	For content explicitly requested, the CBCS Service User SHOULD be informed of the decision made by the CBCS Enabler when the content is blocked.
	

	CBCS–USA-003
	The CBCS Service User MAY be warned about content explicitly requested, not blocked but considered potentially not suitable for him/her.
	

	CBCS–USA-004
	The perceived user experience in terms of time to get requested contents SHOULD NOT be significantly affected by the use of a CBCS Service.
	

	CBCS–USA-005
	The CBCS Enabler MUST provide a mechanism for authorized principals to give feedback to the CBCS Service Provider regarding the decisions made (for example, reporting false positives, false negatives, etc.). 
	

	CBCS–USA-006
	The CBCS Enabler MUST provide a mechanism to allow authorized principals to review blocked content (unless it is forbidden by a Content Screening Authority). A Content Provider is only regarded as an authorized principal with respect to its own content.
	

	CBCS–USA-007
	The CBCS Enabler MUST provide a mechanism to provide authorized principals information about the blocked content.A Content Provider is only regarded as an authorized principal with respect to its own content.
	

	
	
	

	
	
	


Table 4: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

	Label
	Description
	Enabler Release

	CBCS–IOP–001
	The CBCS Enabler MUST provide interfaces to ensure interoperability with other enablers. 
	

	CBCS–IOP–002
	The CBCS Enabler MUST be technology agnostic.
	

	CBCS–IOP–003
	The CBCS Enabler MUST be independent of the data bearer used to deliver the contents. 
	

	CBCS–IOP–004
	The CBCS Enabler MUST be interoperable across different Network Operators or Content Providers or Service Providers.
	

	
	
	

	
	
	


Table 5: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

	Label
	Description
	Enabler Release

	CBCS–PRV-001
	The CBCS Enabler MUST keep the CBCS Service Subscriber identity secret to Content Providers. 
	

	CBCS–PRV-002
	The CBCS Enabler MUST keep the CBCS Service User identity secret to Content Providers.
	

	CBCS–PRV-003
	The CBCS Enabler MUST keep the Content Screening User Profile secret to Content Providers.
	

	CBCS-PRV-004
	Mechanisms should be provided to allow the protection and avoid the disclosure of subscriber information. 
	

	CBCS-PRV-005
	The CBCS Service Provider MUST use the CBCS Service Subscriber’s and/or CBCS Service User’s identities and/or Content Screening Criteria for categorization-based screening services purposes only. 
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	CBCS-SYS–001
	The Content Screening Authority MUST be defined in an execution environment neutral manner.
	

	CBCS-SYS–002
	Any interface defined in the CBCS Enabler MUST be access technology neutral.
	

	CBCS-SYS–003
	The interfaces used to (access to or) interact with the CBCS Enabler from external entities MUST be access technology neutral.
	

	
	
	

	
	
	


Table 7: High-Level System Requirements

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version 0.1 History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-RD-CBCS-V0_1
	28 Jul 2005
	
	First draft.




	
	16 Aug 2005
	
	Comments from 3rd Aug CC.


	
	22 Aug 2005
	
	Comments from revision in Montreal meeting.


	
	20 Oct 2005
	
	Introduction: Text agreed in Sydney F2F meeting and modified in managed email discussions.

Definitions and abreviations: Definition of actors agrred in Sydney

Appendix B: Informative figure.


	
	16-Nov-2005
	
	3 use cases agreed in previous conference calls and meetings (Browsing, multiple sources and messaging).

Requirements derived from these 3 use cases.

Enhancements in introduction.


	
	
	
	


	
	
	
	



Appendix B. CBCS Actors
(Informative)

B.1 Relationships between actors

This informative appendix includes a figure with the proposed relationships between the identified actors in the CBCS scene. This is included only as an informative example and it does not imply or suppose any architectural decision or assumption.
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Figure 2: Relationships between CBCS actors
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