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1 Reason for Change

This CR addresses the comments made regarding section 6.1.1 included in the RDRR as comments A409 to A417.  These are included for ease of consideration.
	A409
	2008.04.24
	T
	6.1.1
	Source: Gertjan van Wingerde, Acision

Form: doc #0084

Comment: Are there really no security requirements?

Proposed Change: Add security requirements such as:

· CAB User SHALL be authenticated before given access.

· CAB Enabler SHALL prevent unauthorized access to a CAB User’s address book.

· etc
	Status: OPEN

	A410
	2008.04.24
	T
	6.1.1
	Source: Orange
Form: doc #0088
Comment: No requirement currently reflecting the needs for having secured interactions between different CAB Systems.

Proposed Change: To add requirements in the security section addressing the needs for having secured interactions between different CAB Systems.
	Status: OPEN

	A411
	2008.04.24
	T
	6.1.1
	Source: Orange

Form: doc #0088

Comment: No requirement currently reflecting the needs for having a secured link between Device and Address Book Client.

Proposed Change:  To add requirements in the security section addressing the needs for having a secured link between Device and Address Book Client.
	Status: OPEN

	A412
	2008.04.25
	T
	6.1.1
	Source: Motorola

Form: doc #0083

Comment: Should we add something regarding secure data exchange between device and server? 

Proposed Change: add a requirement on secure data exchange.
	Status: OPEN

	A413
	2008.04.24
	T
	6.1.1
	Source: Huawei

Form: doc #0093

Comment: 6.1.1 Security, 6.1.1.1 authentication, 6.1.1.2 Authorization, 6.1.1.3 Data integrity: It should consider about secure on contact information of CAB system.
Proposed Change: Add requirement on security

‘The security should be ensured on CAB system with:

· Contact information identity / registration / query / verification / certification / error reporting

· Contact information ID assignment
· Secure contact information identification / authentication mechanisms
by various applications such as copyright verification, software authentication, and content filtering, etc.’

EN: See also: [A421], [A427], [A431]
	Status: OPEN

	A414
	2008.04.23
	T
	6.1.1
	Source: Telenor, TeliaSonera

Form: INP doc by mail Message-ID: <4FA5935051320740840AA154E3D27A0901417E73@CNSHGSMBS01.ad4.ad.alcatel.com>
Comment: Need of requirement on access control to distribute the address information. At least to avoid unintentional dissemination. (PIN code might be used, in solution.)

Proposed Change: Insert above requirement in e.g. in 6.1.1 Security (general): “The CAB Enabler SHALL support access control to distribute the address information, to avoid e.g. unintentional dissemination.”
	Status: OPEN

	A415
	2008.04.25
	T
	6.1.1
	Source: TeliaSonera

Form: doc #0097

Comment: 5.3.7 describe that a CAB subscribers could stop unwanted contact information sent to them. This function is not included in Security chapter.

Proposed Change: The CAB Enabler SHOULD allow a CAB Service to protect CAB Users against Unwanted Contact information (i.e. spam), according to the user’s preferences and service provider policies. Alternative, move CAB-SHR-003 to security chapter.
	Status: OPEN

	A416
	2008.04.25
	T
	6.1.1
	Source: TeliaSonera

Form: doc #0097

Comment: Missing security requirement for CAB client to network resident address book.

Proposed Change: It SHALL be possible to preserve the integrity and confidentiality of address books between a CAB Client and CAB or ISP network based address book.
	Status: OPEN

	A417
	2008.04.25
	T
	6.1.1
	Source: TeliaSonera

Form: doc #0097

Comment: Missing security requirement for CAB client to other device resident address books.

Proposed Change: 

It SHALL be possible to preserve the integrity and confidentiality of address books between a CAB Client and device resident or SIM based address books.
	Status: OPEN


Several thoughts are covered in these items.  Some of the comments dealing with authentication should be covered in section 6.1.1.1.  In particular, A409 should be applied to 6.1.1.1 – it seems well covered by other comments so we will look for that later.
Of the security items – two main threads seem to appear – need for security between the device/client and network address book and then security for the data use on the device.  For the first – it should also be extended to support CAB NNI transactions as well.  In the case of the security for data on device (A417) I’m not sure what wall needs to get set up – the CAB User has the right to the data and it seems that CAB is there to make the data available to other enablers – so it seems contrary to say that the data can not be selected for use in another storage scheme (e.g. SIM).  In any case, just as Contact Send permits bypass us of the data, a user could easily copy elements of a CAB contact and store it on a SIM – with CAB unable to do anything about it.  If there truly are cases where the data use needs to be restricted – these need to be presented for justification.
The item on SPAM raises interesting questions – is the SPAM something the service provider is submitting through the CAB interface or is this information received through external methods (e.g. a vCard sent via MMS).  In the former – it seems that the service provider should be ‘trusted’ entity and not sending SPAM through the CAB system.  In the latter, clearly CAB is not responsible for messages received which contain contact information as CAB is itself not a messaging agent.  So then it comes down to whether a user is properly involved in the process of adding external records to the address book.

R1 – changes the word ‘define’ to ‘use’ in both requirements following the 19 Jun conference call.
2 Impact on Backward Compatibility

This is the 1.0 version of the RD and thus does not have any precedent which may be affected.
3 Impact on Other Specifications

Removal of the definition removes any potential dependency on the term.  If such a term did require use in multiple documents then the advance of it to the OMA Dictionary, with subsequent reference accordingly.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Group to agree this CR as a consequence of the earlier agreement (07 May).
6 Detailed Change Proposal

Change 1:  Delete the definition
6.1.1 Security

	Label
	Description
	Enabler Release

	CAB-SEC-001
	The CAB Enabler SHALL use a secure environment for use in the exchange of data between the user device and the network elements of the CAB system.
	CAB V1.0

	CAB-SEC-002
	The CAB Enabler SHALL use a secure environment for use in exchange of data between CAB systems (e.g. between service providers).
	CAB V1.0

	
	
	


Table 1: High-Level Functional Requirements – Security Items
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