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1 Reason for Contribution

The CBCS group has asked for use cases to be included in the RD. This document contains an use case to be discussed within the group to decide to include it in the upcoming version RD (first draft).

This R02 captures all the comments, changes and suggestions made in the Montreal F2F meeting and subsequent conference call.

This R03 includes changes due to the changes in the Actors Definition contribution (mainly Content Screening Criteria Aggregator removal). It also includes a new requirement (CBCS-FUNC-0016) and checked coherency in the use of the actors’ name and the use of the CBCS abbreviation. Finally, this revision also includes changes related with comments from Mark Pozefsky in doc 0035.
This R04 includes the changes agreed in the 9th Nov conference call and in the interim F2F meeting in Madrid (15th Nov).
2 Summary of Contribution

Content screening supposes the block of non-desirable contents specified by the user. A basic use case of this kind of technology in which the interaction between all the elements implicated in this functionality and present on the corresponding framework can be seen is the case of blocking the required contents during a browsing session. 

A complete description of each section included in a typical use case is provided. A “Requirements” section is also provided and it includes the currently detected requirements related with this use case.

This R02 captures all the comments, changes and suggestions made in the Montreal F2F meeting and subsequent conference call.

This R03 includes changes due to the changes in the Actors Definition contribution (mainly Content Screening Criteria Aggregator removal). It also includes a new requirement (CBCS-FUNC-0016) and checked coherency in the use of the actors’ name and the use of the CBCS abbreviation. Finally, this revision also includes changes related with comments from Mark Pozefsky in doc 0035.
This R04 includes the changes agreed in the 9th Nov conference call and in the interim F2F meeting in Madrid (15th Nov).
3 Detailed Proposal

Use case – Content screening in a browsing session

This use case shows the way to develop browsing access

Short description

Ben is an end-user of information mobile services. He wants to browse the web with his mobile phone. The application will not display on Ben’s terminal some of the linked services the browser has, due to the filter the subscriber of the line being used by Ben has contracted with the operator (the subscriber of the line and the end-user can be the same person, but it is not mandatory). Apart from the blocked services, the subscriber can also forbid the user of the terminal the access to some specific contents, this is, the subscriber will be able to choose which type of content is blocked (pictures, text, video, audio, etc.) and how are these contents going to be treated. The subscriber’s options can be, for example, forbidding just part of the contents, entering in a alert page saying that the content the user is trying to access is not suitable for him and letting the user being able to choose if he wants to get the content, redirect the link to a block page forbidding the entrance to the page, etc.

Actors 

· Categorization-Based Content Screening (CBCS) Service User. The content received by the Categorization-Based Content Screening Service User has been screened and has met the Categorization-Based Content Screening level provisioned by the Content Screening Service. In case content destined to the user fails the test, in some cases the failing content is replaced.

· Categorization-Based Content Screening (CBCS) Service Subscriber is the owner of the phone line, and the one who the CBCS Service Provider has the relationship with. 

· Content Provider is the entity making content available to the CBCS Service User.

· Content Screening Authority is an entity external to the CBCS Service that is in charge of establishing the rules for the categorization-based content screening actors. 

· Content Categorization Entity is an entity that assigns content screening categories to content. 

· Categorization-Based Content Screening (CBCS) Service Provider, which offers the Categorization-Based Content Screening Service.

Actor specific issues

· CBCS Service User is able to access a web portal. The content destined to the CBCS Service User will be screened. In case content fails the screening test, the user may be informed through replacement of the content. The information accompanying a rejection notice could include an override or the rationale for rejection as well as explaining what the user could do if the user feels the content should not have been rejected.

· CBCS Service Subscriber will be able of establishing and modifying the own CBCS Service User profile. 

· CBCS Service Subscriber is in charge of the payments (if needed) and the one who can fill in and modify the preferences of the CBCS Service User Profile.

· CBCS Service Provider may be able to rate the content efficiently and accurately. 

· CBCS Service Provider must be able to decide what to do with the contents (web pages, referenced services and media) provided by the Content Provider. Different pieces of information (user profile, user preferences, business information, etc.) can be used in the decision process. 

· Content Categorization Entity will be able to catalogue and sort the different web pages and contents (pictures, text, video, audio, etc.). 

Actor specific Benefits

· CBCS Service User. The user is not exposed to content that does not conform to the values or policies that are in effect since he has chosen the contents and services he/she does not want to access to. 

· CBCS Service Provider will benefit from a higher use of the browsing services due to the confidence the subscribers has on the service.

Pre-conditions 

· Ben has a mobile device that supports browsing.

· Requested content within the Content Provider can be previously categorized. This categorization can have been done by the Content Categorization Entity or by the Content Provider itself.

· The mandatory databases like the legal, business, etc. must be implemented or created.

· The CBCS Service User Profile must be able of storing all the information about the user.

· The Content Categorization Entity can have access to the contents so it can be able of sorting all them out.

· The Content Categorization Entity can have a database to store the categories related with each content in order to not have to analyze all the pages.

Normal flow 

Figure 1 shows the most important steps in the normal flow.

1. Ben makes a connection to the network operator, begins to browse and request a web page from his mobile phone.

2. The Content Screening Service begins the process to offer Ben the web page (services and contents) as he has defined.

3. The Content Screening Service receives the requested content from the content provider.

4. The information (contents included in the requested page) is categorised. If the categorization has not been done before for these contents (for example, because this is the first time the information has been requested), the categorization can be made on-line (for example, using the services from the Content Categorization Entity). 

5. The CBCS Service Provider has access (or build) the Content Screening Criteria that may include different kinds of information (business information, legal information, etc.). 

6. Using the categorization information related with the requested content and the supplied Content Screening Criteria, the CBCS Service decides if the content is suitable for being delivered to the user. If the content is found suitable the CBCS Service delivers the requested content to the user. If not, the CBCS Service blocks the content and informs the user that he is not able to access that content. The CBCS Service can also inform the Content Provider that the requested content has not been delivered to the user. Note that this process is performed each time the end-user request a new page or tries to access a service.
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Figure 1: Normal flow

Alternate Flow

An alternate flow is proposed in order to separate the specific case in which the items to be screened are links to services. The steps describing this use case are following:

1. Ben makes a connection to the network operator, begins to browse and request a web page from his mobile phone.

2. The CBCS Service begins the process to offer Ben the web page as he has defined.

3. The CBCS Service receives the requested content (a web page) from the Content Provider.

4. The requested page contains, as well as other content, some links to access other services (links to other pages, links to web portals, etc.) that can be considered not appropriate for the user. The link to these services is not a content itself but the access to it can led the user to access some non desired content (a link to an adult web portal is very probably leading to adult content). 

5. The information included in the requested page (contents and links to access services) is categorised. If the categorization has not been done before for these contents, the categorization can be made on-line (for example, using the services from the Content Categorization Entity). The categorization information associated with the link to or the access to a service may be related with the kind of content that usually can be found in or used by the service.

6. The CBCS Service has access (or builds) the Content Screening Criteria that may include different kinds of information (business information, legal information, etc.). 

7. The CBCS Service uses the categorization information related to the links to and accesses to services to decide if they are suitable for the user attending the received CBCS Service User Profile. 

8. The CBCS Service may treat the screened links to and accesses to services in different ways depending on the user’s profile or the business model. For example, not showing the link to blocked services to the user, launching alert messages before entering, showing and treating the blocked links as plain text or non-enabled links, etc.

9. If the links to and accesses to services are found suitable for the user, the CBCS Service delivers them to the user (within the requested web page). If not, the CBCS Service blocks these links to services and may inform the user that he/she is not able to access some of the include services. 

7. Requirements
(Normative)

7.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	CBCS-FUNC-001
	The CBCS Enabler MUST include the possibility to activate or deactivate the CBCS Service on a per user basis.
	

	CBCS-FUNC-002
	
CHANGE TO:

The CBCS Enabler MUST be able to be deployed as a subscription-based service.
	

	CBCS-FUNC-003
	The CBCS Service SHOULD have available proper methods to retrieve categorization information from the Content Categorization Entity 
	

	CBCS-FUNC-004
	The CBCS Service MAY be able to generate and make available information about the service activity (e.g. for statistics, service monitoring, reporting, etc.). 
	

	CBCS-FUNC-005
	The CBCS Service MAY use information from multiple Content Categorization Entities.
	

	CBCS-FUNC-006
	The CBCS Service SHOULD be able to generate or retrieve a Content Screening Criteria.
	

	CBCS-FUNC-007
	The Content Screening Criteria MAY be built using different information from different sources. 
	

	CBCS-FUNC-008
	The information used to built the Content Screening Criteria MAY be from public sources (public bodies, governments, etc.) or private sources.
	

	CBCS-FUNC-009
	
CHANGE TO:
The CBCS Enabler SHALL provide the CBCS Service Provider the ability to create, modify or delete Content Screening Profiles or delegate any kind of permissions associated with Content Screening Profiles to authorized principal(s).
	

	CBCS-FUNC-010
	
REMOVE??
	

	CBCS-FUNC-011
	
CHANGE TO: 
The Content Screening User Profile MAY include information such as age, gender, interests, preferences, etc.

	

	CBCS-FUNC-012
	The CBCS Enabler SHOULD include interfaces for the management of the information included within the Content Screening User Profile.
	

	CBCS-FUNC-013
	The CBCS Service MUST use Content Screening Criteria to decide what to do with contents requested by the CBCS Service User.
	

	CBCS-FUNC-014
	For content or services explicitly requested by the user, the CBCS Service MUST be able to always give a response to the CBCS Service User (previous advise, blocking information, requested content, etc.).
	

	CBCS-FUNC-015
	For content not explicitly requested by the user (Push contents, alerts, spam, etc.) the CBCS Service SHOULD be able to generate a register (a log file, for example) with related information without advising the user.
	

	CBCS-FUNC-016
	The CBCS Service SHALL be able to apply categorization criteria based on the source of content (for example, the URL or the content owner).
	


Table 1: High-Level Functional Requirements

7.1.1 Security

	Label
	Description
	Enabler Release

	CBCS–SEC–001
	
CHANGE TO: 

The CBCS Enabler SHALL permit only authorized principals to create, modify, access, delegate permissions for Content Screening Profile.
	

	CBCS–SEC–002
	The CBCS Service MUST be able to authenticate Categorization information sources.
	


7.1.2 Charging

	Label
	Description
	Enabler Release

	CBCS–CHAR–001
	The CBCS Service SHALL NOT limit charging models. 
	

	CBCS–CHAR–002
	The CBCS Service MUST be able to provide the Charging enabler with the information for charging this service.
	


Table 2: High-Level Functional Requirements – Charging Items

7.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	CBCS–ADM–001
	The administration of the CBCS Service SHOULD be responsibility of the CBCS Service Provider.
	

	CBCS–ADM–002
	The administration of the CBCS Service MAY include configuration, provisioning and maintenance of the service.
	


Table 3: High-Level Functional Requirements – Administration and Configuration Items

7.1.4 Usability

	Label
	Description
	Enabler Release

	CBCS–USA-001
	The CBCS Service Subscriber MAY be able to decide the kind of services accessible by the CBCS Service User.
	

	CBCS–USA-002
	The CBCS Subscriber MAY be able to decide the kind of contents accessible by the CBCS Service User.
	

	CBCS–USA-003
	For services or contents explicitly requested, the CBCS Service User MUST be always informed of the decision about a blocked service or content.
	

	CBCS–USA-004
	For services or contents explicitly requested, the CBCS Service User MUST be always informed of the decision about a service or content considered potentially not suitable for him/her.
	

	CBCS–USA-005
	The perceived user experience in terms of time to get requested contents SHOULD NOT be significantly affected by the use of a CBCS Service.
	


Table 4: High-Level Functional Requirements – Usability Items

7.1.5 Interoperability

	Label
	Description
	Enabler Release

	CBCS–IOP–001
	The CBCS Service MUST be interoperable with any other involved enablers. 
	

	CBCS–IOP–002
	The CBCS Service MUST be technology agnostic.
	

	CBCS–IOP–003
	The CBCS Service MUST be independent of the data bearer used to deliver the contents. 
	

	CBCS–IOP–004
	The CBCS Service MUST be interoperable across different Network Operators or Content Providers or Service Providers.
	


Table 5: High-Level Functional Requirements – Interoperability Items

7.1.6 Privacy

	Label
	Description
	Enabler Release

	CBCS–PRV-001
	The CBCS Service MUST keep the CBCS Service Subscriber identity secret to Content Providers. 
	

	CBCS–PRV-002
	The CBCS Service MUST keep the CBCS Service User identity secret to Content Providers.
	

	CBCS–PRV-003
	The CBCS Service MUST keep the Content Screening User Profile secret to Content Providers.
	

	CBCS-PRV-004
	Mechanisms should be provided to allow the protection and avoid the disclosure of subscriber information. 
	

	CBCS-PRV-005
	The CBCS Service Provider MUST use the CBCS Service Subscriber’s and/or CBCS Service User’s identities and/or Content Screening Criteria for categorization-based screening services purposes only. 
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Privacy Items

7.2 Overall System Requirements

	Label
	Description
	Enabler Release

	CBCS-SYS–001
	The Content Screening Authority MUST be defined in an execution environment neutral manner.
	

	CBCS-SYS–002
	Any interface defined in the CBCS Enabler MUST be access technology neutral.
	

	CBCS-SYS–003
	The interfaces used to (access to or) interact with the CBCS Enabler from external entities MUST be access technology neutral.
	

	
	
	


Table 7: High-Level System Requirements

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the group to discuss this use case and the subsequent requirements section, provide feedback and consider inclusion in the CBCS at a later stage.
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