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1. Scope
(Informative)

Editor’s note: 

The final text in this section should cover the general aspects of this activity and clearly state the scope of the work included in the document. 

Types of Content Categorization

Two different kinds of content categorization can be identified and should be distinguished in further work. These are as follows:

1.- Customer-Facing Warnings. These are words or symbols that could be standardised but are actually part of the content presented to users such as a symbol in the corner of the screen, an announcement before a programme starts or a form of words on screen.

2.- Content Meta Data. This refers to information about the content of a specific item of video, audio or other media, which is encoded as part of the format of that media such that a machine (video/audio player device) can read and interpret this information according to pre-defined rules (based perhaps on a user profile).

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

Editor’s note: 

Not definitive definitions are provided. Here is only a temptative example of the kind of terms that could be included in this table.

	Categorization
	Definition

	Content
	Definition

	Content Provider
	Definition

	Content Screening
	Definition

	Content Screening Criteria
	Definition

	Decision
	Definition

	Network Service Provider
	Definition

	Profile
	Definition

	Subscriber
	Definition

	User
	

	
	

	
	


3.3 Abbreviations

Editor’s note: 

Not definitive abbreviations. Here is only a temptative example of the kind of terms that could be included in this table.

	3GPP
	3rd Generation Partnership Project

	CBCS
	Categorization-Based Content Screening

	HTTP
	Hyper Text Transport Protocol

	MMS
	Multimedia Messaging Service

	OMA
	Open Mobile Alliance

	PC
	Personal Computer

	RFC
	Request For Comments

	SIM
	Subscriber Identity Module

	SMS
	Short Messaging Service

	URI
	Universal Resource Identifier

	WAP
	Wireless Application Protocol

	
	

	
	


4. Introduction
(Informative)

Editor’s note: 

Here are only a few proposed questions that the final text could answer (some comments on these questions are also provided):

· Who are the stakeholders involved in the CBCS enabler? Whom of these will be enabled to categorize the content (the content provider, the operator, the user, others,..)?

· Maybe there is a role for the mobile operator, but the involvement of third party providers of CBCS services can also be considered. 

· The group should also consider regulatory bodies, which may have a role in certifying the age of users, or the appropriateness of content.

· Which existing categorization schemes need to be taken into account?  Should the CBCS enabler be compatible with all of them?  Should the CBCS enabler be able to handle proprietary and future categorization schemes?

· The different regulatory authorities and interest groups tend to change over time. It therefore makes little sense to try and fix any categories and labelling schemes for CBCS. Maybe some extensibility would be necessary in this enabler. 

· There at least 2 already existing content categorization schemes that the group should take into account. The group should not forget additional categorization schemes that may come from public administrations.

· Will CBCS also apply to content uploaded by users?

· It seems that it will be legally difficult to intervene in person to person communications. CBCS can and should be applied to MMS, which is used both as person to person and a server to client communication technology?.

· Will OMA consider on-line CBCS, off-line CBCS, or both? 
· It may be more appropriate to talk about real-time versus non real-time. It is never possible to trust any categorization applied by the content provider itself, so one can’t really get around real time content screening. 

· To take into account: Not all categorization is done by the content provider, there may be trusted third parties that categorize and label content in a certified way.

· Are the content scanning and analysis functions within the scope of OMA?. CBCS should avoid duplicating functionality in different enablers. For example, Client-side content screening (CSCS) activity also applies content filters, and the CBCS group may have to consider reusing this functionality.

· Which enablers must the CBCS enabler interoperate with?  How shall this group address interoperability with other enablers?

· To ensure interoperability with other OMA enablers, it may be strongly recommended that this activity bases its specifications on the OSE. As mentioned above, some specific functionality could be reused from CSCS and STI, for example, the STI media properties.

· How will a user register for the CBCS service?  How will he or she manage his or her profile?  Will the CBCS enabler make use of identity management features from other OMA (or non OMA, like Liberty Alliance) enablers?

· How will CBCS interact with DRM?  Note that the OMA DRM enabler encrypts content, which may complicate the on-line content categorization process.
· Interworking between CBCS and DRM will become a problem, since DRM encrypts content. 

5. Use Cases
(Informative)

5.1 Screening content of multiple sources

This use case considers the use of a single content screening service that filters content over multiple delivery mechanisms. 

5.1.1  ASK  \* MERGEFORMAT Short Description

Suppose the subscriber of Category Content Based Screening has selected a Content Screening level appropriate for the users managed by this subscriber (e.g. parental control). The subscriber now wishes to see screening rules uniformly applied to all delivery mechanisms (e.g. SMS, MMS, Push, IM). If content fails the screening test, if appropriate, the content at fault will be replaced with a message explaining why the content could not be presented and whom to contact in case the user questions the appropriateness of the screening result. Results screening tests could be available offline for a certain period of time (e.g. the screened contents or statistics); a user can be notified periodically of the screening results.

5.1.2 Actors

Content screening authority

· The content screening authority uses the Category Based Content Screening service’s management interface.  The authority assigns users to the Category Based Content Screening service, applies desired Category Based Content Screening levels per user, and identifies the content delivery means that need to be screened.

Content screening user

· The content received by the content screening user has been screened and has met the Category Based Content Screening level provisioned by the content screening authority. In case content destined to the user fails the test, in some cases the failing content is replaced.

Service provider

· Offers the Category Based Content Screening service.

5.1.2.1 Actor Specific Issues

Service provider

· The service provider must be able to rate the content efficiently and accurately. Content may reach the user over multiple delivery mechanisms.  It is expected that content delivered over various delivery mechanisms will see the same screening rigour.

Content screening authority

· The content screening authority can securely manage service parameters, such as the users that are subject to screening and the screening level.  

Content screening user

· The content destined to the content screening user will be screened.  In case content fails the screening test, the user may be informed through replacement of the content.  The information accompanying a rejection notice could include an override or the rationale for rejection as well as explaining what the user could do if the user feels the content should not have been rejected.

5.1.2.2 Actor Specific Benefits

Service provider

· This service and its versatility could differentiate the service provider from others. In certain regions there may be regulatory requirements that, if not met, could bar the service provider from being active in that market.

Content screening authority

· The content screening authority can have screening and resolution uniformly applied over different content delivery mechanisms.  The content screening rigour would conform to the policies and values of the regulator, cooperation or family.

Content screening user

· The user is not exposed to content that does not conform to the values or policies that are in effect.

5.1.3 Pre-conditions

· The service provider must select a content categorization scheme and make sure that content providers apply it appropriately. Uncategorized content may be rejected by default or may be categorized on the fly.

· The content screening authority must select initial screening levels and associate them with content screening users before this service’s subscription can be activated.

5.1.4 Post-conditions

· The content screening user should not receive any content that does not meet the screening levels provisioned by the content screening authority, regardless of the delivery mechanism.

· Results of screening tests could be available offline for a certain period of time (e.g. the screened contents or statistics).

5.1.5 Normal Flow

1. A content screening authority securely assigns content screening levels to users and selects a content screening resolution preference.

2. At some later point in time, content is sent to the content screening user using some content delivery mechanism.

3. Prior to delivery to the content screening user, the content is screened according to the content screening level assigned to the content screening user. If the content fails the screening levels, the message carrying the content could be silently rejected, possibly stored or modified conforming to the preferences of the content screening authority.  Content that does not fail the screening levels continues its path to the user using the content delivery mechanism.  A user could be notified periodically of the screening results.

5.1.6 Alternative Flow

N/A

5.1.7 Operational and Quality of Experience Requirements

· Updated screening levels shall be applied instantly to all content delivery mechanisms

5.2 <Use Case Title>

5.2.1  ASK  \* MERGEFORMAT Short Description

5.2.2 Actors

5.2.2.1 Actor Specific Issues

5.2.2.2 Actor Specific Benefits

5.2.3 Pre-conditions

5.2.4 Post-conditions

5.2.5 Normal Flow

5.2.6 Alternative Flow

5.2.7 Operational and Quality of Experience Requirements

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 1: High-Level Functional Requirements

6.1.1 Security

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


6.1.2 Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 2: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 4: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 5: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 7: High-Level System Requirements

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
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B.1 App Headers

<More text>

B.1.1 More Headers
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